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This paper presents the justification for a dedicated course called Information Systems Secu-
rity (ISS) to be added as an elective course to the Undergraduate Information Systems (IS) 
Curriculum Model.  The rationale and purpose for the development and implementation of such 
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lum based on this model.  A basic framework and design of the course is presented and in-
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1. INTRODUCTION 
 
The field of Information systems (IS) has 
seen dynamic growth, constantly evolving in 
response to the rapid advancements in tech-
nology.  In response, the IS curriculum has 
undergone a number of significant changes 
in the past two decades.  Every few years, 
IS professional bodies in conjunction with 
academia and industry engage in the redes-
ign of the IS curricula in an effort to keep up 
with changes in technology and the envi-
ronment.  IS program directors and curricu-
lum developers are forced to constantly up-
date their programs to stay current with 
rapid developments of new technologies and 
to meet the needs of a changing society.  A 
number of researchers have contended that 
there is a gap between what academia pro-
vides and what is required by industry 

(Couger et al., 1995; Lee et al., 1995; 
Trauth et al., 1993). 
 
One of the main objectives of the 
undergraduate curriculum in IS is to prepare 
graduates to understand the field, both as 
an academic discipline and as a profession 
within the context of a larger society (Davis 
et al., 1997; Lee, et al., 1995; Tucker et al., 
1990; Trauth et al., 1993).  Major goals of 
the IS undergraduate program are to pro-
vide a coherent and broad-based coverage 
of the discipline (Beane, 1995), and to pro-
vide sufficient exposure to the rich body of 
knowledge that underlies the field to allow 
students to appreciate the intellectual depth 
and abstract issues involved (Davis et al., 
1997; Trauth, et al., 1993; Tucker et al., 
1990).  Therefore, the major goals of under-
graduate programs in IS should be to focus 
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on meeting the needs of society, the student 
body and remaining current in terms of the 
body of knowledge. 
 
A serious challenge facing many organiza-
tions today is the rapid changes in technol-
ogy.  A well developed IS curriculum should 
be designed in such a way as to reflect these 
changes in a timely manner.  Therefore, a 
curriculum that is designed to provide indi-
viduals with the required knowledge, skills 
and abilities must also consider the need for 
frequent changes in technology and course 
content.  These programs should provide 
students with a strong foundation on which 
to base lifelong learning and development.  
According to Lightfoot (1999), “it is the re-
sponsibility of the educational system, par-
ticularly at the undergraduate college-
university level, to prepare future IT profes-
sionals for the dynamic environment of the 
21st century.”  With these rapid advances in 
technology and globalization of the econ-
omy, IS security has become a major con-
cern.  This is due to threats from a variety of 
sources, both internal and external, that 
present new challenges to organizations.  
These sources range from a teenage hacker 
to domestic-international terrorist.  This is 
why it is important that a dedicated course 
in information systems security (ISS) be in-
cluded as an elective in the undergraduate 
IS curriculum. 

2. THE NEED FOR SECURITY IN 
THE IS CURRICULUM 

 
A number of reasons prevail that influence 
changes to the curriculum in higher educa-
tion.  Curriculum changes in higher educa-
tion arise out of a response to changes in 
the areas of knowledge, in technology, in the 
general environment and in values (Posner 
et al., 2001; Beane, 1995).  Knowledge 
fields play a significant role in structuring 
curricula and therefore curriculum changes 
will reflect the different values and practices 
of each specific field (McKeen et al, 1987; 
Fortune, et al., 1987).  Curriculum is also 
shaped by changes in the production and 
application of academic knowledge.  Shifts in 
emphasis on the different criteria used to 
evaluate the production and application of 
academic knowledge will also require the 
altering of the curriculum (McKeen et al, 
1987; Fortune, et al., 1987). 

Advances in new technologies have also 
brought about changes in the design of the 
curriculum.  The “search for truth in the sci-
ence fields” has been replaced by the need 
for efficiency due to new technologies (Pos-
ner, 2001).  In addition, the new digital en-
vironment has brought about new values 
and attitudes.  In today’s job market doing 
is valued over knowing and productivity has 
taken precedence over understanding. 

The design and development of new curricu-
lum must take into account the needs of its 
major stakeholders: educators, businesses, 
students and the public (Lightfoot, 1999).  
New curriculum design and development is 
an essential constituent and fundamental 
condition for radical changes to practices in 
ISS.  Lack of knowledge primarily arises 
from inappropriate education and deficient 
curriculum embodies far too many impracti-
cal topics presented in an inefficient manner 
(McKeen, et al 1987).  Solutions to these 
problems should involve curriculum as well 
as new study techniques, internal policies 
and procedures and methods of instructions.  
The design of a new curriculum should in-
clude the industry’s best practices (Beane, 
1995). 

The 1991 ACM undergraduate curricula in 
computing define information systems secu-
rity as: “The ability of software and hard-
ware systems to respond appropriately to 
and defend themselves against inappropriate 
and unanticipated requests; the ability of the 
computer installation to withstand catastro-
phic events.  Examples include type-
checking and other concepts in programming 
languages that provide protection against 
misuse of data and functions, data encryp-
tion, granting and revoking of privileges by 
database management system, features in 
user interface that minimize user errors, 
physical security measures at computer fa-
cilities, and security mechanisms at various 
levels in the systems” (Tucker et al., 1990).  
The growth of the Internet has spawned an 
increased awareness of and interest in secu-
rity issues.  Although security has been con-
sidered in the design of the basic Internet 
protocols, many applications have been and 
are being designed with minimal attention to 
issues of confidentiality, authentication, and 
privacy.  As our daily activities become more 
dependent upon data networks, the impor-
tance of an understanding of such security 
issues will only increase. 
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Many organizations today operate in a wire-
less, mobile and virtual environment that 
necessitates a higher level of security.  A 
survey conducted by Anderson & Schwager 
(2002) indicated that ISS issues have been 
gaining increasing attention and emphasis in 
the IS field from both industry and acade-
mia.  In addition, a study conducted by Lee 
et al, (1995) found that “current IS curricula 
in many universities are not well aligned 
with business needs.” 
 
IS curriculum developers and researchers 
claim that IS curriculum need to be updated 
frequently in to remain effective (Davis et 
al., 1997; Couger et al., 1995).  The main 
problem that many organizations currently 
face is the lack of appropriately trained per-
sonnel to deal with a growing number of se-
curity issues.  While a large number and va-
riety of security training courses are avail-
able, no formal and specific curriculum for 
identifying the type of training necessary to 
produce trained security personnel has been 
developed.  The main reason for this is that 
while IS professionals, administrators and 
users in the field are placing more emphasis 
on security issues academia is lagging far 
behind.  A study conducted to examine the 
skills and knowledge required by IS profes-
sionals found that “university curricula often 
lag in updating critical new technologies” 
(Lee et al, 1995; Trauth et al., 1993; Couger 
et al., 1995).  In addition, Lee, et al., (1995) 
and Trauth et al., (1993) propose that IS 
graduates will need broader and in-depth 
education across different dimensions such 
as technology, business and human relation-
ships.  A recent online survey of IS faculty 
conducted by Anderson and Schwager 
(2002) found that there was a lack of cover-
age of IS security issues in the IS curricu-
lum. 
 

Information systems security today is an 
important issue at many academic and train-
ing institutions in the United States and 
many other parts of the globe.  In the last 
five years information security has become 
an increasingly important area of study 
within many disciplines including Computer 
Science, Software Engineering and IS 
(Committee on National Security Systems, 
1997).  This is evidenced by the number of 
new programs that have emerged within a 
short period of time focused on this issue.  

Although a number of academic institutions 
both in the US and abroad have imple-
mented security programs within their cur-
riculum this has not been done in the under-
graduate IS curriculum.  The US Committee 
on National Security Systems provides a list 
of fifty institutions that have been identified 
and declared Centers of Academic Excellence 
in Information Security (Assurance) Educa-
tion ( http://www.nstissc.gov/ ).  The pro-
grams at these institutions range from cer-
tificate to masters and Ph.D. specializations 
in areas of information security.  However, 
the major emphasis in education and train-
ing at these institutions is at the post-
baccalaureate or graduate levels of educa-
tion and not the undergraduate level (Com-
mittee on National Security Systems, 1997). 

Couger et al., (1995) claim that, “students 
from most IS programs accept jobs in widely 
dispersed geographic regions, therefore, 
availability of curriculum models enables 
local academic units to maintain academic 
programs that are consistent with employ-
ment needs across the country.”  A major 
concern for academia relates to the lack of a 
comprehensive body of knowledge in ISS.  
In order to develop courses in information 
security and to define competencies and re-
quirements for the 21st century workforce, a 
comprehensive body of knowledge must be 
identified and integrated into the current IS 
curriculum model.  While curriculum devel-
opers in other countries have incorporated 
information security as a significant area of 
study within the undergraduate IS core body 
of knowledge, this has not been addressed 
adequately in the undergraduate IS curricu-
lum in the US.  The Australian computing 
Society (ACS) identifies ISS as one of the 
major areas of study in its core body of 
knowledge for IS professionals (Underwood, 
1997). In addition, the 1991 ACM under-
graduate curricula in computing include se-
curity as a core area of study and provide a 
comprehensive definition for this body of 
knowledge (Tucker et al., 1990). 
 
A formally implemented dedicated informa-
tion security course in the IS curriculum 
model could serve a variety of purposes.  
The main purpose is to respond to the 
heightened importance of security issues 
that stem from a number of changes in the 
IS environment.  Some of the major issues 
and related changes that have arisen are: 
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• growth in demand for ISS professionals 
in many different areas of the economy 

• demand for Certifications and Training in 
ISS 

• more educational program arising out of 
a need for knowledgeable and skilled 
professionals in this specific field 

 
These trends indicate a tremendous amount 
of growth and interest in the field and are 
very good reasons for ISS to be formally 
recognized as a major area for study and be 
included in the ACM/AIS/AITP model curricu-
lum development process.  As organizations 
experience phenomenal changes, the secu-
rity environment in which these organiza-
tions operate will also experience dynamic 
change.  A dedicated undergraduate course 
in information security is necessary to meet 
the needs of a rapidly changing IS field and 
to accommodate the growing demand for 
qualified individuals.  The authors recom-
mend that ISS be included as an elective 
within the IS Deployment and Management 
Practices presentation area in the IS’97 Cur-
ricula model at level 3 – for IS majors only. 

3. KNOWLEDGE AND COMPETENCY 
LEVELS 

 
Mission, Goals and Objectives of the 
Curriculum 

The foundation of curriculum design and de-
velopment arises from the goals and objec-
tives set out by an educational system (Pos-
ner et al., 2001; McKeen et al., 2001).  Ac-
cording to McKeen and Fortune (2001), “the 
purpose of curriculum is to provide the 
learner with skill in the processes of in-
quiry…while inquiry functions to control 
change and to advance the purposes of soci-
ety.”  The institution must first establish the 
goals of its education system before it can 
begin to design a meaningful curriculum 
(Thapisa, 1999).  Therefore the goals of the 
ISS course need to be specified. 

Curriculum models should specify the atti-
tudes, skills and the body of knowledge that 
is necessary to meet professional standards 
and the needs of employers (Davis et al., 
1997).  In the case of ISS curriculum, there 
is an urgent need for academia to introduce 
systematic change efforts that will address 
the needs of employers.  Institutions of 
higher education are required to formulate a 

mission, determine goals and develop strat-
egy according to the needs of the labor mar-
ket and the organization’s own capabilities 
(Davis et al., 1997; Couger et al., 1995). 

Although it is important to preserve core 
values and purposes, it may be necessary 
when designing new curriculum to change 
cultural or habitual operating practices, spe-
cific goals and strategies (Thapisa, 1999).  
The objectives for change in the design of a 
new curriculum for ISS should be to: 

• Make education and training of ISS more 
practical by bringing education and work 
together by bridging the gap between 
training and work requirements 

• Equip ISS professionals with marketable 
competences, knowledge and skills so 
that they become active, creative and 
comprehensive participants in the infor-
mation economy 

• Strengthen the relationship between 
education and employment by empha-
sizing the application of ISS and re-
search skills in business and real work 
situations where students must have 
both technological and management 
skills. 

 

Employers should be encouraged to take a 
more proactive role in influencing the educa-
tion and training of ISS professionals.  Oc-
cupational competencies and roles that are 
learnt in the ISS environment should be 
adaptable to management roles, responsibil-
ity for standards, creativity and flexibility to 
changing demands (Thapisa, 1999). 

The debate in terms of what is more impor-
tant to teach students: knowledge or skills, 
continues (Davis et al., 1997).  Knowledge 
refers to the ability to apply information to 
efficient and effective action.  Knowledge 
can be cultivated by acquisition and the suc-
cessive application of information to action.  
It is more important however, to teach skills 
after developing the necessary attitudes to 
motivate students.  Such reasoning should 
be the foundation for the development and 
transformation of the ISS curriculum. 
 
Couger et al., (1995) claim that “compe-
tency levels help to distinguish the differ-
ences between the three main emphases of 
the IS curriculum.”  These distinctions in 
competencies are predicated on Bloom’s 
taxonomy of learning competencies.  Knowl-
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edge and skills can be mastered in many 
ways, however; this course is designed for 
students beyond the junior level because it 
assumes a basic framework of knowledge, 
skills and abilities from which the student 
can progress.  According to Bloom’s taxon-
omy, most undergraduate level courses usu-
ally focus on the first two categories of 
learning, which are knowledge and compre-
hension (Krathwohl, 2002).  Therefore, the 
course being proposed will not be suitable 
for sophomores or juniors because it as-
sumes a previously acquired level of compe-
tency in the discipline.  According to Bloom’s 
taxonomy, students beyond the junior level 
should express higher level thinking skills 
(Krathwohl, 2002). 
 
The course is designed as an elective to give 
senior IS students the ability to select an 
area of interest that the student may want 
to explore for personal fulfillment or may 
want to gain more in-depth knowledge and 
become familiar with the area in preparation 
for the workforce or for graduate school.  
One of the objectives of such a course would 
be to allow students to develop their applica-
tion, analysis, synthesis and evaluation skills 
by working in-depth and intensely with a 
large number of different concepts.  There-
fore, it is expected that students who are IS 
majors will be expected to achieve the high-
est levels of competency in this course, 
which is the application level (4) according 
to IS’97 (Davis et al., 1997).  The authors 
recommend that ISS be added as a signifi-
cant sub-area to the IS curriculum at the 
application level (4) which should be the ap-
propriate depth of knowledge and compe-
tency levels for this course.  Students should 
be provided with meaningful assignments in 
order to facilitate the integration of previous 
discipline-specific knowledge with the goal of 
designing and developing effective security 
stances for the organization.  The course is 
not designed with a focus on students whose 
minor is IS, however, if the course is taken 
by such a student, then the expected level 
of knowledge/competency will be at the lit-
eracy level (2).  In addition, modifications to 
the course content and instructional strate-
gies will be needed to render the course 
suitable to the IS minor. 

4. DEVELOPMENT OF THE COURSE – 
INFORMATION SYSTEMS 

SECURITY 

 
During the senior year the IS undergraduate 
should be invited to study information secu-
rity as a dedicated elective course offering.  
The ISS course will be expected to tie to-
gether the concepts and exposures that 
have come in other more specific courses 
within the curriculum (Davis et al, 1997).  
Topics such as cryptography, risk assess-
ment, management practices (disaster re-
covery, physical security, organizational is-
sues, etc.), formal models of security, ethi-
cal computing and social issues need to be 
introduced and discussed.  Texts such as 
Anderson (2001) and Whitman et al., (2003) 
would be excellent facilitators. 
 
This course provides an introduction to the 
topic of security in the context of computer 
networks.  It is intended for senior under-
graduate students who have some under-
standing of computing issues, but do not 
have a background in security.  The goal of 
the course is to provide students with a 
foundation allowing them to identify, ana-
lyze, and try to solve security-related prob-
lems in computer systems.  The course cov-
ers fundamentals of number theory, authen-
tication, and encryption technologies, as well 
as the practical problems that have to be 
solved in order to make those technologies 
workable in a networked environment, in 
particular in the wide-area Internet envi-
ronment.  This course will serve to again 
focus the student on database threats, oper-
ating systems, electronic commerce, net-
works and information development prac-
tices as previously discusses in other 
courses.  However, during this class, focus 
can be better defined and explored in a 
more holistic fashion. 
 
Statement of Needs 
Information technology professionals are 
increasingly responsible for the incorporation 
of security services and mechanisms into 
overall IS under development and in opera-
tion.  This responsibility is expected to in-
crease as national and international guide-
lines and legislation are developed and en-
forced.  The IS professional will need to be 
familiar with social, governmental and legal 
requirements in this area and be able to in-
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corporate appropriate technologies into IS 
during the development phase with appro-
priate levels of security management cre-
ated for ongoing usage of the systems. 

This course will provide students with the 
necessary level of skills and knowledge in 
the areas of information security that they 
will need to function within an organization.  
At the completion of the course students 
should be able to complete the activities 
listed in the learning objectives and at the 
specified level of proficiency. 

Goal Statement 
Graduates of IS programs should be able to 
function in an entry-level position and 
should have a basis for continued career 
growth (Lee, et al., 1995).  The main objec-
tives for IS professionals are to support or-
ganizational needs and have a customer 
service orientation.  At the completion of the 
course students will be able to use and de-
velop the techniques, skills and tools neces-
sary for ISS practice.  Some specific goals of 
this course may include: 
 
• learn about security in Microsoft/UNIX 

operating systems and programming en-
vironments 

• learn how to attack a system, and to 
defend it by analyzing the system for 
vulnerabilities and ameliorating those 
problems 

• understand the strengths, and weak-
nesses of cryptography as a tool of secu-
rity 

• learn how access to systems, resources, 
and data can be controlled 

• learn the basics of writing security-
related programs 

• learn about security in networks 
• understand how to coordinate hardware 

and software to provide data security 
against internal and external attacks 

• model systems involved through use of 
formal models. 
 

Target Student Population 
This course is intended for senior under-
graduate IS students who are in the last 
year of their program.  It is recommended 
that this course be taken either in the first or 
second semester of the senior year.  It is 
designed as an elective course for upper 
ranking students who have already gone 
through most of the core courses in the IS 
curriculum and are already comfortable with 

the material in the major.  This course 
should be taken by students who have an 
interest in the information security area or 
those students who what to get an idea of 
what this specific field entails.  The course is 
designed as an elective to give senior IS 
students the ability to select an area of in-
terest that the student may just want to ex-
plore for personal fulfillment or the student 
may want to gain more in-depth knowledge 
and become familiar with this area in prepa-
ration for the workforce or for graduate 
study. 

 
Learning Objectives and Outcomes 

Knowledge objectives: At the conclu-
sion of the course, the student should have 
an understanding of: 

• the role and importance of security pol-
icy  

• network-related security threats and 
solutions  

• principles of private- and public-key en-
cryption 

• principles of authentication  
• Internet Protocol security architecture 

(IPSEC). 
 

Application objectives: The project 
and homework portions of the course are 
intended to help students apply their under-
standing, for example by:  

• analyzing security protocols for weak-
nesses  

• designing and/or implementing an au-
thentication protocol for a given set of 
constraints  

• designing and/or implementing an 
encryption system 

 

Therefore at the completion of this course 
students should be able to: 

• Outline the technical basis of viruses and 
denial-of-service attacks 

• Enumerate techniques to combat secu-
rity attacks 

• Discuss several different hacker ap-
proaches and motivations 

• Apply the basic principles of ISS effec-
tively 

• Defend the need for protection and secu-
rity 

• Identify the IS professional’s role in se-
curity and the tradeoffs involved 
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• Identify common security and control 
mechanisms and be able to apply these 
mechanisms effectively 

• Summarize the features and limitations 
an operating system used to provide 
protection and security 

• Explain the potential of distributed IS 
and the security problems such systems 
entail 

• Compare/contrast the strengths and 
weaknesses of two or more currently 
popular operating system with regard to 
security 

• Compare and contrast the security 
strengths and weaknesses of two or 
more currently popular operating system 
with respect to recovery management 

• Provide examples of several computing 
applications that raise sensitive legal and 
ethical concerns 

• Plan, design, develop and implement a 
simple security system 
 

The skills developed here should give the 
student a strong foundation on which to 
build their understanding of information se-
curity issues and practices from a personal 
level through an organizational level to the 
collection, analysis and synthesis of external 
information.  Learning outcomes should in-
clude the appreciation of the techniques for 
information security practices; an under-
standing of the basic concepts, policies and 
procedures involved in protecting the or-
ganization’s information resources and the 
selection of appropriate security tools and 
techniques for the protection of the organi-
zation’s information. 

 
Prerequisites (KSAs) 
The prerequisites for this course include all 
the required courses for the IS major pro-
vided in the IS’97 model curricula Presenta-
tion Areas and Courses by Educational Lev-
els (Davis et al., 1997).  Students are ex-
pected to have a solid grasp of the funda-
mentals of operating systems, computer 
networking, including a basic understanding 
of the operation of the protocols in the 
TCP/IP suite, especially IP.  In addition, stu-
dents are expected to have a level of 
mathematical maturity that includes basic 
algebra and the ability to learn and use new 
mathematical notations as specified by the 
IS’97 curriculum model (Davis et al., 1997).  
Some programming ability will be helpful for 
the implementation of algorithms.  Students 

should not be permitted to register for this 
course until all required courses toward the 
major has been completed up to the end of 
the junior year. 

Course Content 

Course Descriptions: 
Course Name: Information Systems Security 
Course Number: INSS XXX – Elective 
This course introduces the basic principles of 
computer security, focusing on system ele-
ments.  Among the topics covered are ac-
cess control and integrity, system analysis, 
security in programming, and network secu-
rity.  An outline of the course content is pro-
vided in figure 1.  The course may be di-
vided into a number of learning units as in-
dicated in figure 1. 
 

Figure 1. Information Systems 
Security Course Outline 

 
1.  Introduction 
• Internet, Intranet -- Structure, growth, 

possibilities 
• Related subjects, overview of course 
• Definition of terms/concepts in computer 

network and internet security  
–basic security principles (privacy, confi- 
  dentiality, integrity, availability, 

account- 
  ability) 
-access control, firewalls, biometric de- 
 vices 

 
2. Threats, Risks and Vulnerabilities 
• Viruses, worms (e.g. Trojan Horses) 
• Intrusion detection and types of attacks 
• Denial of service attacks 
• Security countermeasures 
 
3. Data Security Policies/Administrative 
Security Procedural Control 
• Institution, legislation, privacy, basic  

policies/protocols 
• Legal and ethical issues in information  

systems security  
 
4. Security models 
• Access matrix, multilevel, mandatory,  

discretionary models  
• Role-Based Access Control  
 
5.  Designing Secure Systems 
• Secure system design methodology 
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• Evaluation/administration of secure sys-
tems 

 
6.  Effects of Hardware on Security 
• Modes of operation, protection rings, 

memory protection 
 
7.  Operating Systems Security 
• Unix, Windows XP, Linux 
• Hardened operating systems 
• Types of OS attacks 
 
8.  Network Security 
• SSL, Kerberos, VPNs, Wireless systems 
• Dial-up vs. dedicated 
• Public vs. private 
• Traffic analysis 
 
9.  Database Security 
• Authorization systems in Oracle and 

similar database systems.  
 
10. Programming Language Security 
• Programming Language security prob-

lems (e.g. buffer overflow, pointers, ar-
rays, etc.) 

• Java security 
 
11.  Cryptography 
• Symmetric and public key systems, PKI 
• Strengths (complexity, secrecy, etc.) 
• Encryption 
• Key management 
 
12. Distributed Systems Security 
• Security in .NET and Sun ONE, Web-

Sphere and other application servers  
• Security in XML and Web Services 
 
13. Information Systems Security 
• Policies 
• Roles and responsibilities 
• Application dependent guidance 
 
 

Catalog description: The course pro-
vides an overview of technical and behav-
ioral aspects of information security with 
emphasis on networks, Internet and the de-
sign of secure systems.  Prerequisite:  gen-
eral background on operating systems, ar-
chitecture, databases and programming lan-
guages, as well as basic knowledge of ob-
ject-oriented programming and design.  
Students will be introduced to principles, 
mechanisms, and implementations of com-

puter security; learn how attacks work, how 
to defend against them, and how to design 
systems to withstand them. 
 
Instructional Strategies and Testing and 
Evaluation of Students 
For effective learning in the digital world, 
novel instructional strategies need to be 
considered, implemented and evaluated. 

Cooperative Learning – Simulation of 
Group Projects and Case Studies: Aside 
from changes to the curriculum, the culture 
of learning also requires considerable trans-
formation (Leidner et al., 1995).  A number 
of important reasons to make changes to the 
way students learn may include: 

• The need to exploit opportunities offered 
by ISS, which necessitates a drive for 
new competencies, skills and knowledge 

• A drive for quality education, which is 
hands-on, more practical and work 
based.  This relates to a deeper under-
standing of customer needs for first class 
education and training 

• Competitive considerations that force 
the industry to respond to market forces 

• The need to increase the availability of 
quality for use in decision making, policy 
formulation and development planning 
 

Different types of learning environments re-
quire different types of instructional methods 
to provide meaningful learning experiences 
for students.  The learning context can be 
critical to the learning experience.  Kahn 
(2002:137) claims that the “learning envi-
ronment plays a significant role in providing 
comprehensive learning to users.”  The 
learning environment acts as the conduit for 
the interaction between the user and specific 
software tool and contributes to the delivery 
of the learning experience.  Khan (2002) 
cites a number of different learning envi-
ronments that have been successful in en-
hancing student learning, including a simula-
tion environment called ‘MYCIN,’ a discovery 
environment ‘LOGO,’ and a game environ-
ment ‘WEST.’  The most effective methods of 
instructions for this course would be simula-
tion/group projects and case studies. 
 
Simulation can be viewed as an interesting 
form of formal or informal instruction (Khan, 
2002).  One of the most basic advantages 
for using simulation in learning environ-
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ments is because it provides “an opportunity 
to avoid abstraction” (Kahn, 2002:139).  
When simulation is used as a tool to exam-
ine complex systems and to facilitate a more 
thorough and meaningful comprehension of 
primary information and knowledge, it fos-
ters the elimination of abstraction in the 
learning process.  Students can adopt infor-
mation but also gain a deeper understanding 
of the concepts by learning how to apply the 
information learned using simulation. 
 
Most research tends to favor the simulation 
method of teaching over the lecture method 
when the primary goal is the retention of 
information and the economies of the re-
spective methods are ignored (Eggen & 
Kauchak, 1988).  Successful participation in 
simulations is viewed as requiring higher 
order critical thinking skills than those skills 
required to listen and take notes in a lecture 
(Krathwohl, 2002).  Higher order thinking 
skills include analysis, synthesis and evalua-
tion of information.  All of these involve criti-
cal thinking skills such as analysis of ele-
ments, arguments, relevancy of issues, im-
plications of information, and the drawing of 
logical conclusions.  Learning becomes 
meaningful when students can make asso-
ciations between concepts and ideas (Eggen 
and Kauchak, 1988).  Simulation provides 
the ideal vehicle for this type of learning. 
 
Simulation also promotes cooperative learn-
ing.  Cooperative learning strategies have 
numerous benefits.  Cooperative learning 
facilitates positive interdependence, individ-
ual accountability and face-to-face interac-
tion.  Research on students’ behavior within 
cooperative learning groups shows that stu-
dents who gain most from cooperative work 
are those who participate in elaborate ex-
planations (Slavin, 1987).  Effective learning 
occurs because students are “actively in-
volved in organizing and finding relation-
ships in the information they encounter 
rather than being the passive recipients of 
teacher-delivered bodies of knowledge” (Eg-
gen and Kauchak, 1988). 
 
Cooperative learning and simulation by as-
sociation, enhances achievement in the 
classroom.  Slavin (1990) reviewed 62 stud-
ies measuring academic achievement.  Of 
those studies, 36 or 57% found significantly 
greater achievement in classes that utilized 
cooperative learning techniques such as 

those promoted through simulations.  Stu-
dents learn from one another because of 
their discussions of the content of the class.  
During these discussions, inadequate rea-
soning will be exposed, and higher quality 
understanding will occur.  If information is to 
be retained in the memory and related to 
information already learned, then the learner 
must engage in some sort of cognitive re-
structuring, or elaboration of the material 
(Slavin, 1990).  One of the most effective 
means of elaboration is explaining informa-
tion to someone else as in a simulation.  
Students would benefit from the experience 
if simulation and case studies were used as 
teaching tools for a course such as ISS. 

For a course such as information security it 
would be advantageous for students to gain 
hands-on experience with the technology.  
However, since it is not practical for students 
to gain knowledge and skills in a real-world 
environment in a course such as information 
security, then the next best thing would be 
to use simulation as a teaching tool.  There-
fore, it is recommended that simulation, 
group projects and case studies be used as 
teaching instruments in a cooperative learn-
ing environment. 

Table 1 presents recommended goal levels, 
methods of delivery and assessment for the 
course in ISS.  While instructional methods 
include simulation and case studies, meth-
ods of evaluation and assessment include 
structured practice, homework, detailed ex-
ams, process performance using simulation 
and modeling tools and group research pro-
jects. 

5. IMPLICATIONS FOR IS PRO-
GRAMS AND FUTURE RESEARCH 

 
Changes to and the development of new cur-
riculum and the organization of instruction 
require investments of considerable re-
sources into the process.  An extricable bond 
must be established between teaching and 
learning infrastructure and curricula, be-
tween the technology infrastructure, the 
classroom and the teaching material 
(Thapisa, 1999).  New and more effective 
methods of instruction such as simulation, 
case studies, projects and group work 
should be employed in this dynamic envi-
ronment to produce better learning.  Stu-
dents should be involved in the development 
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Level Goal Methods of Delivery Methods of Assessment 
1 Awareness Lecture, reading Exam (fill-in-the-blanks, multiple 

choice, true-false, matching, etc) 
2 Literacy Lecture, reading Structured practice, homework, 

detailed exam 
3 Concept and 

use thereof 
Lecture, reading, case study 
and well-structured projects 

Structured practice, homework, 
case analysis, detailed exam, and 
project performance 

4 Detailed  
understand-
ing, applica-
tion, skilled 
use 

Lecture, reading and well-
structured projects, ill-
structured projects using 
simulation and modeling 
tools 

Structured practice, homework, 
detailed exam, process perform-
ance using simulation and modeling 
tools, group research projects 

5 Skilled use Student-directed project, 
independent research 

Research project 

Table 1.  Goal Levels, Methods of Delivery and Assessment 
 
of programs and be active in their own 
learning.  Students are more motivated 
when they are familiar with the goals of a 
subject matter, participate in the design and 
are responsible for acquiring resources 
(Davis, et al., 1997; Lee, et al., 1995).  Fac-
ulty will also need to be retrained and new 
facilities and teaching resources will be 
needed. 
 
 

6. CONCLUSIONS 
 
Currently, there does not seem to be con-
sensus about what ISS knowledge, skills and 
abilities should be included in the under-
graduate IS curriculum and the proper 
placement for such information within the 
curriculum.  In order to produce ISS profes-
sionals who are on the cutting edge of secu-
rity issues and who can also understand the 
main concepts from a variety of disciplines, 
the official curriculum development body for 
IS undergraduate curriculum need to ensure 
that the IS curricula is updated regularly and 
reflects the rapidly increasing changes in the 
current environment. 
 
IS curricula must be revised continually to 
meet the challenging needs of an informa-
tion economy.  In addition to constant revi-
sion of the security curriculum, academia 
needs to work with both government and 
industry to understand and prepare for a not 
too distant future when security may be the 
main and perhaps only competitive enabler 
of business success.  This paper is an at-
tempt to develop the basic outline for a 
dedicated elective undergraduate course in 

information security which should be in-
cluded as an important sub-area for study in 
the official IS curriculum models. 
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