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ABSTRACT

Three exemplar senior, or capstone, projects are suggested as a method of incorporating the
body of knowledge and skills acquired by undergraduate students as these skills may be im-
plemented by entry level professionals. Additionally these projects introduce students to re-
search and help prepare them for entry into today’s workforce.
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1. INTRODUCTION

Employers hiring new graduates into entry
level positions often complain about the de-
gree of unpreparedness they find among
newly hired students. These areas include
both our students’ technical as well as their
social or “soft skills”. As instructors we
therefore strive to construct a curriculum
incorporating the skills, knowledge and abili-
ties required for students to cope in the
workplace when they leave our institutions.

Sadly, students have difficulties meeting
many of their employers’ expectations.
These unsatisfied expectations however, of-
ten do not fall directly within the subject
matter areas of our class material. Employ-
ers often understand that students may not
be well versed in a particular language or
technology as utilized within their organiza-
tions, and expect to train them as a routine
matter of course. This training generally
extends both to develop the technological
skills as well as to socialize employees within
their organization. What employers do ex-
pect is that their employees can function
within a team environment, and that they
are capable of communicating and extending
their body of knowledge. According to inter-
views with IS managers, students are also
lacking in such areas as business operations,
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knowledge of a specific industry and “soft
skills” (Wilkins and Noll, 2000.)

Lee, Trauth & Farwell (1995) stated that in-
dustry expects professionals to have techno-
logical skills as well as knowledge of busi-
ness operations, [project] management and
interpersonal skills. They also suggest that
the “generic” IS curriculum is obsolete, and
that curricula should be developed in order
to accommodate different IS career choices.
In other words we should focus more nar-
rowly and develop knowledge and skills
within specific areas of a discipline, such as
database or networking, similar to speciali-
zations in other professions. This suggestion
is reiterated by Trauth and Hafner (2000.)
While some may suggest that these citations
themselves are obsolete, many of us who
maintain professional contacts would proba-
bly still agree to their validity.

Professors’ complaints about students typi-
cally include students’ poor time manage-
ment skills and their dedication to assign-
ments. It is felt by many that students fail
to identify and concentrate on project de-
tails, do not demonstrate critical thinking,
and often fail to pursue their assignments
past the bare minimum specifications de-
spite an impending threat of poor grades. In
fact, many students apparently do not inter-
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nalize the need for any work regimen or dis-
cipline in a given curriculum.

Methods of motivating students seem to
elude us at every turn; certainly negative
motivators such as poor grades apparently
do not work for many students. One posi-
tive reinforcement and motivator is the abil-
ity to produce. It is widely held that a sense
of accomplishment that is associated with
the successful completion of any assignment
or project is a strong positive motivator.
The key is to ensure such a successful pro-
ject completion and to provide a transition
for the student who is about to enter a pro-
fessional work environment in which the ex-
pectations of the student may be radically
different than the reality he or she is about
to face.

2. OBJECTIVES

C.W. Post offers three undergraduate de-
grees: Computer Science, Information Sys-
tems and Information Management Technol-
ogy. We currently offer a ‘concentration’ in
networking and in the fall of 2007, we intend
to offer an undergraduate concentration in
Computer and Network Forensics (a concen-
tration consists of five elective courses in a
subject area). Our computer language de
jour is VBA for the instruction of our begin-
ning students. Later we differentiate by in-
structing with Java for IS and C++ for the
Computer Science students. Perl is being
introduced to those students whose concerns
will deal with information administration (In-
formation Management Technology majors).

In order to address the suggested specializa-
tions of curricula, we have built two concen-
trations into our programs. Our under-
graduate network offering consisted of a
single course, until we recently implemented
the network concentration. These additional
courses build on a student’s knowledge in
such areas as Network Administration, Net-
work Security, Network Coding, Intro to Fo-
rensics /Incident Response and a Special
Topics course. The planned Computer Fo-
rensics concentration, also consisting of five
courses, will focus on subject matter per-
taining to Information Assurance.

With this in mind, we suggest a set of senior
or capstone projects which would be appro-
priate for each major discipline. The goals
are to have students demonstrate and inte-
grate the concepts and skills acquired during
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their undergraduate coursework. The objec-
tive of the project is to meld a student’s
knowledge into a cohesive “real world” pro-
ject. Due to time constraints however, only
selected components of this project might be
applicable, allowing students to complete
their assignments. This condensed project
will help ensure that students experience as
wide a range of project and coding skills as
possible in the available time.

Soft skills such as documentation, communi-
cation, research, business practices (project
management issues such as time and cost),
and presentation skills need to be incorpo-
rated in any project. Therefore, as part of
this project, students will be required to per-
form those soft skills which, while not
deemed as essential as their coding effort,
are expected of professionals by their em-
ployers. Insofar as research indicates an
expectation of a team effort in the business
environment (Earl, 1995; Todd, McKeen &
Gallupe, 1995), students will complete these
projects in teams, building their project to
specifications.

Studies have indicated that early working
experiences of IS professionals can shape
their work experiences for many years to
come (Thompson, et al., 1974; Kaufman,
1974; Katz and Tushman, 1983.) One bene-
fit of a carefully crafted capstone course is in
providing this work experience while still in
an academic setting, allowing students to
experience project demands without the ac-
companying corporate sanctions for simply
being inexperienced.

In attempting to address both the knowl-
edge areas which students should possess,
as well as the concerns of their prospective
employers, our approach is to develop cap-
stone courses which not only depend on
those technical bodies of knowledge but also
depend on the abilities of students to func-
tion in compartmentalized teams. These
requirements force the students to interact
in such a fashion as to ensure that they
communicate effectively in order to complete
their projects.

This approach is taken from our graduate
Information Systems curriculum in which the
students are formed into teams or groups.
All groups are asked to analyze and develop
a design for a specific scenario. Upon com-
pletion of the design, each group’s design is
provided to another team in the class. In
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turn, that group will write code matching
specifications provided by the prior team'’s
design. Testing of this code will be turned
over to the next group in turn.

By dividing an undergraduate class into
three groups, each group will perform dis-
crete IS project related tasks. As these
tasks are based on another group’s work,
they can be performed in an ‘isolated’ fash-
ion; that is to say, the work approaches a
real working environment in which teams
are constrained to work with information and
work product supplied to them. Each team
will be required to produce the end result of
their phase within a definitive time frame (in
order to provide the next team with work
product).

Selection of projects should ensure the in-
clusion of these characteristics, as well as
allow for project completion within the time-
frame allotted. Should a ‘maintenance
phase’ not be feasible due to time con-
straints, a prepared maintenance coding ex-
ercise (not based on the project problem
scenario) can be assigned, maintaining the
philosophy of the capstone project.

The initial role of the instructor should be to
portray a client, and respond to students’
questions during the analysis stage of the
project. At some point, the instructor’s role
will shift to that of a project manager.

While studies have indicated that employers
expect workers to have project management
knowledge, a capstone course conducted in
a semester’'s timeframe may not allow for
internalization of project management prin-
ciples while completing the project. Rather,
vicarious lessons may be given by allowing
the students to observe the “project man-
ager” (instructor) at work. Ideally students
should have been exposed to some basic
project management principles during a
software engineering course allowing the
capstone course to reinforce these princi-
ples.

3. PROJECT DESCRIPTIONS

In our particular case, as we have three dif-
ferent undergraduate degree programs, we
can develop three separate capstone pro-
jects focusing on technical skills required by
each discipline. These are the Computer
Science, Information Management and Tech-
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nology, and the Information Systems pro-
grams.

Two of the three programs would have cap-
stone projects involving a coding effort, for
which the three or four team methodology
described later may be appropriate. The
Information Management project, while not
heavily involved in any coding effort, may
also employ teams in order to benefit from a
real-world environment. While the focus for
these students would not involve coding, it
would require that they function in teams
and develop those soft skills as expected by
prospective employers.

A three team methodology (Figure 1) can be
employed by both the Computer Science as
well as the Information System students in
order to develop an application, allowing a
class to be divided into three functional
groups or teams (A, B, and C). Each group
is expected to develop a specification docu-
ment based on a client’s needs. In this case
the instructor initially serves as the client.
The ‘client’ will be available for assessing
project needs in order to determine what
information and which resources are cur-
rently available for the project.

Three Team Model

Specifications Review
All teams Review of all
develop =P teams’

specifications specifications

Design / Code Test

C tests A code

A codes to B specs

_> B codes to C specs ._>

C codes to A specs

B tests C code

Figure 1

At some point in time, the instructor will
change his/her role to that of a project man-
ager (or provide a separate PM). As the pro-
ject is being managed students will be edu-
cated as to the basic project management
principles being implemented. While it
might be desirable to have a student in each
group function as a project manager, the
overall requirement to keep the project on
track is driving the project. By allowing the
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instructor to drive the project, the likelihood
of a successful completion is significantly
increased.

When the teams have completed their speci-
fications, these documents will be reviewed,
and these specifications will be delivered to
the next student team for coding. For pur-
poses of ensuring consistency and uniformity
of the project design, the instructor may
very well provide the students (working in
groups) with the requirements specifications
as depicted in Figure 2, rather than allow
each team to code to different specifications.

Three Team Model (alternate;

Specifications Review
All teams Review of all
develog = teams'

specifications specifications

Instructor (PV)
provides
specifications

Design / Code Test

C tests A code

A codes to PM specs

—> B codes to PM specs _>

C codes to PM specs B tests C code

Figure 2

This may have the additional benefit of com-
pressing the time required in order to review
and correct individual group designs. All
subsequent coding efforts by each group will
thereby be based on a consistent design
document.

Coding will be performed by each team to
these specifications, and this code will be
subjected to a review for compliance to the
specifications. Each team will then sepa-
rately develop test criteria for their version
of the application. At this point, it is ex-
pected that each team will develop their own
unique solution to the project, notwithstand-
ing the identical specifications issued to
them. The code, along with the test criteria
developed by the team, will then be deliv-
ered to the next team for testing purposes.

During the course of the project it is ex-
pected that wherever appropriate, all docu-
mentation will be prepared and presented as
part of the ‘normal’ systems development
life cycle.
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An additional aspect of the ‘real-world’ pro-
ject is to introduce maintenance coding.
Studies suggest that approximately 70% of
all coding effort and cost is expended on the
maintenance phase of the system (McNurlin
and Sprague, 2002). A modified version of
the three team methodology allows for a
maintenance phase of the code after the
testing phase by adding a fourth group.

In reality, maintenance on the students’ own
project code may not be feasible in the
amount of time allotted; therefore the in-
structor may be required to provide his own
application code with modification specifica-
tions to be implemented by each team.

Empirical studies indicate that students en-
ter the workforce with expectations of ac-
quiring knowledge in the same manner as in
the educational setting. Structured and or-
ganized classes and the proactive transfer of
information from an instructor to a student
do not occur in a professional setting. As
professionals they will need to adjust to find-
ing different methods of acquiring informa-
tion. Our approach is to deliver the content
of the capstone project to the students in a
professional manner requiring them to adapt
to a new knowledge acquisition paradigm.

Lee (1986, 1992, 1994) conducted longitu-
dinal studies finding no correlation between
job performance and academic achievement.
Another study has shown that in the work-
place, job performance is closely related to
consultation with coworkers (Allen, 1977;
Pelz and Andrew, 1976; Goldhar et al.,
1976). With this in mind, a corresponding
method of knowledge transfer should be
available to the students, either in the form
of the instructor as a ‘technical mentor’ or in
providing a class assistant/tutor as a ‘col-
league’ who is available for consultation.

Computer Science Project

Based on a growing need for Information
Assurance (Information Security Specialists)
(Wilkins and Noll, 2000), this project is de-
signed to utilize the knowledge and coding
skills required in order to retrieve and ma-
nipulate data from systems. While security
specialists utilize software tools and suites to
perform their tasks, they generally do not
have the wherewithal to build such tools.
The Computer Science students will focus on
those areas of the OS and devices (including
volatile as well as durable memory struc-
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tures) in order to develop an application
based on their knowledge of appropriate
system structures.

Students of Computer Science will be given
specifications for developing solutions in or-
der to obtain digital data from devices. The
focus of the coding effort is to have students
research the appropriate topics which may
not be encompassed within one ‘volume of
knowledge’, develop technical specifications
for meeting their objectives, code, test and
debug their code. Lastly, the students must
document and present their efforts.

Requirements for this project will be to du-
plicate a set of functions which are built into
existing computer forensic applications, such
as EnCase, FTK, or SMART. Demonstration
of such a tool will provide visual cues for
students, both as to the data results as well
as the presentation of results to the end us-
ers. Requirements for this specific project
are not so nhumerous as to be overwhelming,
and in fact instructors may wish to conduct
an abbreviated analysis stage allowing stu-
dents to develop specifications. The initial
demonstration of existing software tools or
applications will assist in reducing the
amount of time required in order to develop
the specifications. Additionally, the project
will be restricted to a selected subset of
functions allowing students to complete the
project within the given timeframe.

Examples of functions to be implemented

might include:

= acquisition of data from various devices

= verification of data acquisition

= archiving of data (optional compression)

= examination of file structures

= examination of memory structures (proc-
esses, etc)

* rudimentary analysis of file structures
(MAC times, sizes, comparison to known
file list, etc)

= string searches

= file anomaly detection

For the computer science students, the
“three team” or “four team” methodology
will be applied. Maintenance coding can be
performed on existing applications or com-
ponents in order to enhance or correct cur-
rent code; for example students can be
asked to identify and correct situations such
as TCP session hijacks in a connection re-
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quest or to identify and correct buffer over-
flow conditions in networked applications.

Information Management and Technol-
ogy Project

The Information Management project fo-
cuses on industry needs for those profes-
sionals required to interact with staffs of
technicians and management, as well as
provide a response to growing needs for In-
formation Assurance staff. While these spe-
cialists have little or no requirements for
application or systems coding per se, they
do require special skills in order to manipu-
late information and manage this knowledge
for organizations.

Incident Response Project

A security incident has occurred within the
organization. The students’ job is to re-
spond to this incident, determine the
cause(s), and develop procedures to prevent
a reoccurrence.

Part of this response involves the prepara-
tion of a report to the manager which identi-
fies the nature of the security violation, the
scope of the damage (including cost), the
remediation measures taken, the procedures
followed in pursuing an internal investiga-
tion, and recommendations for policy
changes (if any).

Responses include the identification of avail-
able information residing on a system, any
processes which may have been running, or
any network connections which may have
existed. Once identified, these data will be
acquired and archived for subsequent analy-
sis. (It should be noted that the Computer
Science project is responsible for producing
the software application which ordinarily
would be performing the analysis).

The analysis of the data would lead to the
uncovering of vulnerabilities and provide
information to identify any corrective meas-
ures.

Documentation includes the preparation of
reports. Such reports would include:

A forensic report detailing the steps taken in
processing any data during the internal in-
vestigation as well as any findings obtained
as a result of the investigation.

An executive summary describing the inci-
dent, summarizing the outcome of the inves-
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tigation, and detailing the costs to the or-
ganization.

An executive presentation regarding lessons
learned and risk mitigation.

While in the business world much of this
work may be done on an individual basis,
teamwork may be performed in implement-
ing the planned processes which have been
identified during the analysis phase. Stu-
dents can be guided to a successful comple-
tion by applying seemingly disparate skills
learned over their school career. In addi-
tion, this project will allow them to develop-
ing interpersonal and other ‘soft skills’ de-
sired by future employers.

Insofar as these students are not solving a
coding project in their discipline, the coding
phase of the three team model may not be
applicable in the same fashion as for the
computer science or the information systems
students. Substitution of other activities,
such as gathering and manipulating data,
may be more appropriate for this second
phase of the project described above.

Information Systems Project

The Information System project concen-
trates on the design and development of a
‘traditional’ IS based solution, ensuring that
students work together in a team environ-
ment as well as incorporate those ‘soft skills’
cited as deficient by employers.

Utilizing a three or four team methodology,
the instructor may elect to condense the
analysis phase by providing the specifica-
tions, thereby allowing more time for the
coding and testing phases.

While there are many interesting projects
which can be proposed, one recent sugges-
tion is that the students develop an “e-Vote”
application. The selection of the project
must allow for inclusion of all the important
elements for the IS students. In particular,
those elements that deal with the human-
computer interaction should be present. The
coding of the application must demonstrate
the students’ mastery of their ability to ma-
nipulate data, control the flow of the system,
and control interaction with the end user.
Additionally, those supporting elements
which are integral to any IS endeavor must
be demonstrated (such as documentation,
testing, walkthroughs, etc).
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The e-Vote project, while apparently simple,
seems to incorporate all of the requisite
characteristics of an IS capstone project.
Students will discover during the analysis
phase that user requirements may increase
the complexity of the project solution. Op-
erational concerns, such as the need for
voter confidentiality, will dictate additional
functions in the overall project.

Data integrity issues, telecommunications
issues, and security issues will demand a
more thorough analysis phase of the project.
While time constraints may not allow for the
implementation and deployment of all func-
tionalities, those functions must be identified
and planned for in the analysis phase. This
allows the client (instructor) to determine
which functions may be deferred.

The possibility exists to adapt this applica-
tion to a standalone platform, a client-server
platform, or a web-based platform. This
range allows the instructor flexibility in
keeping current with the technology, or in
adapting this application to a different plat-
form in a “maintenance phase” scenario.

Grading Considerations

Grading of student efforts for group projects
can be difficult. In keeping with the ‘real-
world’ scenario, one possibility which sup-
ports providing students with “real” experi-
ences is giving a group grade for the cumu-
lative results of that group. While some may
consider that such a method of issuing an
all-or-nothing grade for that component may
be harsh, in reality system components and
code work, or they do not. Bonuses (as well
as jobs) are tied to successful completion of
projects. Essentially, we are associating the
grade to a successful completion. While this
may be deemed unduly harsh, a partial
grade may be issued according to the degree
of the successful effort in the project, de-
spite its failure to achieve overall success. A
carefully administered peer-review process
can also determine the individual contribu-
tion within any group effort.

Likewise, detractors to this grading scheme
might protest the lack of rewarding any indi-
vidual student’s contributions or abilities.
This can be resolved by allowing part of the
overall grade to be based on individual ef-
fort, such as coding in the maintenance
phase, which can be evaluated on an indi-
vidual basis.
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The sole remaining consideration would to
determine the percentage of group versus
individual grading in any student’s overall
grade. We suggest that the individual grade
received from the maintenance phase be
25%, and that the group grade can comprise
the remainder, of which 50% is derived from
the group effort, and 25% comes from the
peer-review process.

4. CONCLUSIONS

In keeping with the philosophy that we wish
to prepare students to enter a workforce
with technical skills and knowledge, we need
to address the additional requirement which
industry places on our students in the work-
place: soft skills which often are not nor-
mally developed during their studies. Addi-
tionally, an early transition to new modes of
knowledge acquisition can be introduced
during a capstone project.

The proposed grading scheme can reinforce
the aspects of working in a IT environment
by ensuring that students must cooperate in
a team effort in order to secure a team re-
sult.

Furthermore, a transition from a passive
undergraduate student to a more proactive
student can be made by compelling students
to research topics as part of the analysis and
coding phases.
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