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Abstract  
 
Saudi Arabian Petrochemical Company (SAPCO), a petrochemicals manufacturer, has decided to make 
some major internal changes to gain increased market share and continue its success. It has been easy 

going for some time now, and business has been very good, but in order to take that next step, SAPCO 
needs to attain the Responsible Care certification. Responsible Care is an environmental focus safety 
and health initiative focused on reducing negative impacts of all facets of hazardous material 
manufacturing. E nvironmental awareness has taken a front seat in the petrochemicals industry, and 
many of SAPCOôs clients are looking to only do business with certified manufacturers. To get certified, 
SAPCO will need to convince some of its vendors to meet the certificat ion requirements as well. Saudi 
National Transportation (SNT), a hazardous material transportation company who has a long standing 

business relationship with SAPCO, is apprehensive to meet the requirements for certification. Letôs see 
what can be done.  
 
Ke ywords:  Responsible Care certification (RC), Enterprise Resource Planning (ERP), Vendor Partnering, 
Project Management, Petrochemical Industry  
 

 

1.  SAPCO BACKGROUND  
 
Launched in December of 1999, within the fast 
growing and highly competit ive petrochemicals 
industry, a new company was born to compete 
with the giants. Saudi Arabian Petrochemical 

Company (SAPCO) focused mainly on methanol, 
vinyl, and various other acetic acids as its primary 
product offering. These products are considered 
imp ortant mediation products, heavily used in the 

manufacturing industry, especially high in 
demand in Germany and China. The companyôs 
top selling product, methanol, is one of the main 
components used in the production of plastics. 
Methanolôs hazard level and reaction with other 
chemicals can vary in strength and texture 

depending on the amount used.  Almost 
everything we see around us is the result of a 
reaction involving methanol or vinyl.  
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 ñSAPCO continues to grow as a petrochemical 

manufacturer, advancin g its reputation in turning 
out high quality products and innovation in both 
products and processes.ò -  Mr. Al -Mansour 

(Chairman of SAPCO)  
 
SAPCO began its journey with an equally 
ambitious and optimistic goal of capturing the 
largest portion of the methan ol production market 
within 10 years, and to become one of the world's 
leading methanol producers. The top managers 

all were in agreement that one of the keys to 
success was to implement an ERP system, heavily 
involved at the technical production level, wh ich 
would nearly automate the daily production and 
significantly reduce inventory costs. The second, 
and equally important key, is a strong contracting 

and purchasing department. This would be 
integral in maintaining profit margins as one of 
SAPCOôs largest expenses is raw materials. The 
first new hire of this initiative was an elite 
contracting specialist. Industry chatter led them 
to Mr. Sharif, an expert in contracting 
management, who had built great vendor 

relations over time. Nationally and 
internation ally, Mr. Sharif was known as a 
matchmaker that led small companies down the 
path to become industry giants. His rule of thumb 
is clear communication; to which he credits a 
great deal of his success.  
 

The company also began to diversify their clients 
and d ifferentiate their products in an effort to 

reach their market share goal. Business was 
good. The production numbers kept growing and 
the companyôs sales kept inflating with the 
majority of growth centered in China and Turkey. 

The number of current and fut ure projects started 
to increase and they began to capture a higher 
and higher percentage of the industry's market 
share. SAPCOs competitors began to take this 
success as a challenge.  
 
Mr. Sharif felt he needed to enhance SAPCOs 

project and contract biddi ng process. In an effort 
to do so, he split the contract evaluation process 
into two classifications. Technical evaluation, 
which is handled by engineers and technicians in 

the related departments and business evaluation, 
to follow the completion of the te chnical 
evaluation process. The business evaluation 

focuses on pricing, timing, and contract scope. 
The contracting process of SAPCO became 
dynamic, weighing multiple factors such as risk 
assessment, technicality, commerciality, quality 
and safety.  

 

2.  THE  RESPONSIBLE CARE CERTIFICATION 

PROJECT  
 
In an effort to maintain their industry leading 

position, SAPCO began to research ways in which 
they could differentiate themselves from other 
organizations in the market. They were 
approached by the Responsible Care Association 
(RC), a United States based safety organization 
overseen by the American Chemistry Council 
(ACC). The goals of the Responsible Care 

Association can be seen in Figure 1.   

 
 
Figure 1: Goals of Responsible Care Association 

(https://slideshare.net/kaushalsutaria/rcms - rc-

14001 )  

 
Some of Responsible Careôs main focuses are 
integration of management systems, community 
awareness, higher emergency response rates, 
improved safety and emergency handling, 
pollution prevention, safety staff, and more 

efficient and safe processes in general. The 
Responsible Care philosophy is ñPlan, Do, Check, 
& Actò. Around 220 companies in the U.S undergo 
tests and audits every three years to meet an d 
maintain these qualifications. Being certified as a 

Responsible Care Organization, can also lead to 

an ISO 14001 certification, officially labeling the 
company as a cost effective performer. The 
Responsible Care implementation process is 
detailed in Figu re 2.   
 

https://slideshare.net/kaushalsutaria/rcms-rc-14001
https://slideshare.net/kaushalsutaria/rcms-rc-14001
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Figure 2: Responsible Care Implementation 
Process( https://responsiblecare.americanchemis
try.com/Responsible -Care -Program -

Elements/Management -System -and -
Certification )  
 
The Responsible Care Organization audits and 
trains petrochemical companies on how to handle 
their products in a way that reduces the number 
of safety incidences, while simultaneously 

increasing effic iency. Prior to training, all 
segments of the company go through a vigorous 
safety and quality audit and all issues uncovered 
during the audit must be remedied. RC 
requirements were extended to cover contracts 

handled by third party vendors, and now requir e 

comprehensive audits of their facilities. The 
method for handling contracts under RC differs 
greatly from SAPCOôs current practices.  
 
The RC requirements are much stricter than 
normal practice in the region, and complying with 
these requirements means h igher costs and 

delayed projects. Mr. Sharifôs main concern is not 
that SAPCO will be able to comply, but that 

projects that are held by third parties will cause 

issues. Very few of the third party vendors used 
by SAPCO have heard of RC nor are they willin g 
to change their current practices for this 

certification, which will result in higher costs and 
lower profit margins in the short - term. One of the 
main issues faced by Mr. Sharif is convincing the 
main vendors to act more as business partners, 
and not si mply vendors. SAPCO is expecting them 
to share in the concerns when it comes to risks, 
and work together to resolve any strategic or 

tactical problem related to the projects. They are 
expected to engage in RC examinations of their 
safety regulations, lead time tests and to be a bit 
more transparent when it comes to employeeôs 
emergency response rates.  
 

3. THE ROLE OF IT SOLUTIONS  
  
Mr. Sharif was concerned that the RC auditing 
procedures would require reliable, accurate and 
easily accessible data sources. A t the time, 
SAPCO was lacking software to align and 
integrate their data where it could be readily 

retrieved. He believed this could be an 
opportunity, though, for a new IT solution to 
enhance their business value rather than just an 
upgrade of the technol ogy to satisfy certifiers. 
Fundamentally, IT solutions could allow SAPCOôs 
information to become an open source to 
encourage transparency ñTo Whom It May 

Concernò from employers to employees and from 
investors to RC auditors. Unfortunately, SAPCO, 

like man y other industrial companies, was lacking 
many IT elements like storage, network 
administration, and data analysis; which are key 
factors proving the accuracy of SAPCOôs practices 

and an important milestone in RCôs auditing 
process. Overall, a new implemen tation of these 
IT solutions could result not only in satisfying RC, 
but also increase employee involvement and 
improve prospects for problem solving.  
 
Another aspect that needed to be evaluated for 

change was SAPCOôs implementation process.  
SAPCO mainly  used the traditional waterfall 
model. The company worked linearly with its 
tasks and stages delivering goals sequentially. 

However, the problem in this type of approach as 
described by Mr. Sharif: ñonce objectives are 
delivered and tasks are made it is ve ry hard to 

retackle issues or return to the accomplished 
tasks, itôs exactly like a flowing waterfall.ò This is 
especially problematic when dealing with unclear 
expectations and constant changes of scope, 
which does not work well with this type of model.   
 

Mr. Sharif discussed these issues with the CEO of 
SAPCO Mr. Ahmad Al -Ali and they both realized 

https://responsiblecare.americanchemistry.com/Responsible-Care-Program-Elements/Management-System-and-Certification
https://responsiblecare.americanchemistry.com/Responsible-Care-Program-Elements/Management-System-and-Certification
https://responsiblecare.americanchemistry.com/Responsible-Care-Program-Elements/Management-System-and-Certification
https://responsiblecare.americanchemistry.com/Responsible-Care-Program-Elements/Management-System-and-Certification
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they will need to find an alternative to achieve 

their deliverables using an iterative basis that 
supports the ever -changing environment that 
exists in most o f their projects. They reviewed 

their problems through a set of questions to 
determine what defines a successful project, the 
level of commitment to this transformation, the 
degree of tolerance toward new changes in their 
working environment, and whether t hey will need 
an outside expert to help them overcome their 
problems and transform. The common belief was 

to have a model that would allow them to engage 
more with their teams through regular 
cooperative work with RC certifiers.  Furthermore, 
they both agr eed that the goal was not only to 
become certified but also to increase their client 
satisfaction, improve cost predictability, and 

reduce the expense of future developments. The 
only obstacle that they were facing was getting 
everyone on board and identif ying the possible 
challenges that might appear during the 
transitioning stage, moving away from the 
current waterfall model to an appropriate iterative 
effective model.  

 
The true challenges come from misconceptions 
and the lack of understanding about what an 
alternative model, an Agile approach for instance, 
would do if implemented at SAPCO. For that, 
SAPCO will have to take the differences between 
models in consideration and train employees and 

members of the boards to educate them on the 
importance of rep lacing a rigid, ineffective model 

to an agile approach. This is going to require a 
teamwork effort to accomplish an extreme 
cultural makeover after years of implementing 
with a waterfall model.  This will be difficult for 

Mr. Sharif to get all of his leade rs and employees 
fully on board.  
 
Another need was for business analysts to use an 
integration of finance, logistics, sales, and 
marketing data for analysis. Unfortunately, 
SAPCOôs database was 90 percent unstructured, 

which also resulted in a tremendous amount of 
noise in their processes; this was yet another 
area that will likely be flagged as an issue by RC 
certifiers.  

 
There was a need within the company for an 
expert who could deliver the value of 

understanding how their partners and customers 
think. The desired improvements would also 
require high technical security specialists who 
could interpret any data into a busin ess risk.  With 
the importance of data and the range of data 
types that SAPCO is pursuing to take advantage 

of, there is an increased need for developers who 
could extract data from multiple sources within 

departments, and transfer it to fit SAPCOôs needs. 

Loading the data into a warehouse and making it 
presentable is another important aspect that was 
heavily needed, permitting easy access to 

information for internal users within SAPCO and 
external RC auditors. This would also require an 
open source framewo rk that could support the 
processing of big datasets. Thus, SAPCO needed 
a massive data landscaping with a visualization 
tool development that would guarantee good 
intuitive data analysis. Although this 

transformation process tends to be challenging, 
IT le aders at SAPCO were viewing it as an 
opportunity to innovate and become involved in 
the art of transitioning their IT function.  
 
Mr. Sharif knew the IT issues were not only a 

factor in providing RC the information they 
needed for the certification inspect ion, but were 
also a key element in the overall efficiency and 
strategic positioning of the company.  They were 
already aware of the need for their development 
model to become more flexible and their systems 
to be more integrated and secure while being 

mor e accessible to those who needed to know the 
data.  The timing of this RC audit may work well 
as the catalyst needed to really get the ball rolling 
on addressing the technology changes that have 
been needed for some time.  Mr. Sharif 
recognized that the ch anges would be extensive, 
impacting every functional unit of their business, 

so he braced for the internal management of the 
upgrades.  Internally, it would be a challenge, but 

should he consider a potential impact on 
relationships with external partners? How would 
the RC inspection and technology changes affect 
their business partners, especially in the key area 

of logistics and transportation?  Would there be 
resistance?  Mr. Sharif speculated there may be 
issues to address with suppliers as well.  
 

4.  THE  CASE OF LOGISTICS AND 
TRANSPORTATION  

 

The shipping and handling function of SAPCO is 
outsourced to Saudi National Transportation 
(SNT), their primary transportation vendor. SNTôs 
job is the delivery of products directly to 

customers or to port stations, depending on 
whether the destination is national or 
international. In order to acquire RC certification, 

Mr. Sharif needs to convince SNT to get on board 
and adjust their practices to meet the RC 
requirements. After meeting the board and 
consulting his ind ustry contacts, he decides his 
best course of action would be to speak to SNT 
about the benefits of implementing an RC 

certified management system. The board seems 
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to think that this will be a no -brainer, but he 

expects a great deal of push back.  
  
He puts  in a call to Mr. Pico, CEO of SNT, and 

informs him that a representative from the RC 
association would be stopping by to perform a 
general audit. Mr. Pico was upset that he was not 
first consulted and is not all at interested in 
becoming an RC certified o rganization, let alone 
what he calls ñan invasive auditò. Mr. Pico is 
worried that the audit might lead to schedule 

interruptions and disrupt their already very tight 
schedule. However, SAPCO is a very valuable 
client, so he eventually agrees to the audit.   
 
The day of the audit Mr. Sharif arrives at SNT 
headquarters with a group of U.S experts and 

engineers. SNT flat out fails the audit. The report 
recommends that SAPCO either educate their 
current transportation services provider about 
enhancements to saf ety, or to terminate the 
contract and move to another transport company. 
If one of these two recommendations are not met, 
SAPCO themselves would fail the audit. Mr. Sharif 

again meets with Mr. Pico to further explain the 
benefits of the RC certification an d how important 
it is to SAPCO. His suggestion is that they improve 
their qualifications gradually, and emphasis that 
participation in the certification would cause them 
to have a better management system in the long 
run. For instance, SNT needed to better  

streamline their contract handling process in 
order to better control costs in relation to fixed 

price or cost plus contracts. In addition, they were 
struggling with the reduction procurement risk, 
and their contract evaluation style was a waterfall 
appro ach in most scenarios. Mr. Sharif suggests 

that they test their market and consider building 
a system of RFI, RFQ and RFP. His efforts prove a 
failure when despite the benefits, Mr. Pico is still 
not interested in participating. He said: ñthe 
changes neede d to meet the requirements for 
certification were simply too large and too costly.ò 
He believed that participation would not affect his 

bottom line because there were too few 
competitors in the transportation market to 
necessitate the change. Things were g oing fine 
the way they are, so if it isnôt broken, donôt fix it.  

 
Mr. Sharif knew that Mr. Pico had the upper hand 
in this situation. He found himself in a difficult 

situation knowing that no other transporter would 
have his back on multiple occasions lik e SNT had. 
He decided to consult his contact at the RC for 
advice. ñSNT makes their tanks available to us, 
even during peak times. No one else but SNT is 
able to meet our current demandò, Mr. Sharif said 

to the RC expert. ñThey have largest fleet in the 
region with over 150 tanksò. The RC expert stated 

that they understand his predicament, and that 

their main concern, and largest reason for failing 
SNT during the audit, was that they require 
hazardous materials transporters to change the 

tires of all eighte en wheelers every 6 to 9 months, 
depending on usage and number of trips, but Mr. 
Pico was unwilling to meet this requirement. 
Other important issues are adding tracking 
devices to the trucks, intensive driver training, 
adding safety data for each product o n each tank, 
installing pressure gages for each tank, and the 

most expensive of the requirements; installing an 
ERP system that can help them monitor vehicles 
and environmental impacts. Mr. Sharif told the RC 
representative that Mr. Pico refused to 
accommo date these alterations due to the 
associated costs.  

 
With approval from SAPCOôs board of directors, 
Mr. Sharif reluctantly offers to share some of the 
implementation cost. SNTôs main argument is 
that none of the other petrochemical 
manufacturers in the re gion are requiring such 
extremely detailed and intense regulation 

requirements, and that the return on complying 
with such regulations is simply not beneficial on a 
large scale, since other companies only care 
about the availability of tanks. Mr. Pico offe rs his 
own solution of adding a new fleet that meets the 
RC requirements devoted only to SAPCO. He 
would do this only if they would be willing to sign 

a long - term contract. Mr. Sharif knew that the 
cost of having a devoted fleet would be extremely 

expensiv e and that upper management would 
never approve. Not putting all his eggs in the SNT 
basket, Mr. Sharif began searching for another 
transporter, and the best he is able to find is 90% 

compliant with RC requirements. Unfortunately, 
they have a much smaller fleet of only 30 tanks. 
This means that each tank will have to be 
reloaded multiple times to cover daily shipments, 
and this will lead to delays and various other 
inefficiencies. This is not an optimal solution and 
Mr. Sharif feels that the small number of  available 

tanks will interrupt workflow increase 
transportation costs.  
  

5. IBM SOLUTION TO THE RESCUE  

 
SAPCO, at that time was using SAP ERP system 
but they were facing a lack of professional users 

able to build and upgrade their modules based on 
depart mental needs. This was problematic to Mr. 
Sharif and his staff at the contracting department. 
Moreover, the companyôs main implementation of 
ERP is only seen in direct operations and technical 
departments. SAP was used in the business 

departments solely to  process orders for the 
purchasing department and to aid in the technical 
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needs of the processing engineers at the factory. 

The head of the IT department, Mr. Smith, saw a 
need for increased connectivity and integration, 
especially when it comes to data ma naging and 

resource planning. Ahmad Al -Ali the CEO of 
SAPCO stated:  
 
ñWorking with IBM international business 
specialists can equip us to successfully complete 
our optimization initiative and see positive results 
across multiple units of our organization i ncluding 

the plant, logistics, and marketing.  Our sales 
team will be able to tap into growing markets 
while continuing to improve brand image and 
value.ò  
 
He believed in virtualization and in the capabilities 

of ERP management. He shared this vision with  
the CEO and Mr. Sharif alike. Mr. Sharif saw the 
ERP management as an opportunity, and the 
funding was made available for this approach to 
solving the transportation issues.  
 
IBM decided to educate SNT first, and then revise 

the policy and the procedures  that are outside the 
RC requirements in order for SAPCO to be 
accredited the certificate. Consultants hired by 
Mr. Pico suggest that if SAPCO is dedicated 
enough, it should engage in a long term contract 
in the name of community awareness. Mr. Sharif 
gave  Mr. Pico a call and explained that this is only 

the beginning, and an industry -wide shift towards 
environmental awareness has begun; he is better 

off reaching compliance early in the movement 
rather than being left behind. However, the 
agreement is contin gent on SNTôs willingness to 
participate in operations planning and 

optimization.  
 
IBM solution experts arrive from Dubai and the 
audit of the contracting department was 
postponed  due to various issues. IBM experts 
conduct an estimation of timeline, consisting of 
roughly 18 weeks to review the affiliates, 13 

weeks to review the headquarters and 6 weeks to 
review the transporter.  A meeting was held 
between SNT and SAPCO to lay out a plan for 
enhancing operational efficiency by imposing 

some ERP related planning strategies in real time. 
They focus on cargo management and human 
capital investments. They also identify the 

importance of quality management within the 
new distribution sta ndards involving safety 
management systems, as recommended by the 
RC auditor. Also discussed handling and 
management of distribution service providers 
with the clear distinction that SAPCO provided 

delivery management and SNT provided 
transportation. IBM l ooks inside the fence line and 

revises the standards of distribution, public 

relations/communication, and marketing 
functions. They implemented a predictive 
transport network and mobile enablement of 

operations. SNT hires staff dedicated to this 
project, a nd begin to realize how they could grow 
even more with the use of IT solutions. The 
consultants improved the quality of policy 
statement by developing new management 
system documents within SAPCO and SNT. In 
addition, they implemented a gap analysis. IBM 

involves 100 employees at SAPCO to address 
these gaps and assist in the redesigning process.  
 

 
Figure 3: Product Safety Assessment and 
Management Framework 
(http://www.dow.com/en -us/markets -and -
solutions/product -safety/product -safety -
assessment )  
 
Every petrochemical company goes through what 

they call the shutdown period, which is a 
scheduled plant shutdown. These shutdowns 
occur for maintenance, and eac h one can cost up 
to $4.8 million and last up to 30 days, depending 
on the maintenance needs. The experts at IBM 
take these shutdowns as an opportunity to 

perform multiple tests to distinguish between the 
technical and commercial gaps within the gap 
analys is. Prior to plant recovery, they conduct 
multiple tasks and select subject matter experts 
as consultants from within to assist in closing the 
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commercial gaps. Figure 3 illustrates the 

recommended procedure that SNT needed to 
follow. It is simply an iterat ion through a loop of 
identified steps to understand the need of 

applying risk management during the process of 
every level of hazardous material that leaves the 
plant and is handled by SNT.  
 
Mr. Al -Ali was very committed to becoming a 
responsible care co mpany and the suggested 
approach is to have a full time manager appointed 

at the company and an RC coordinator appointed 
at SNT. They can then coordinate the movement 
of each individual tank and also improve the 
utilization of physical and human resources.  
SAPCO gained an advantage through increased 
operational capacity of SNT, and by the reduction 

of the number of accidents and empty tank trips. 
SNT implemented a data warehouse and analytics 
engine to make it easier to track financial 
performance. They red esigned the new values 
and beliefs of SAPCO.  
 
IBM conducted a thirty -minute refresher overview 

for the executive leading teams, with new reading 
material for every milestone accomplished and to 
be accomplished. They also had a general 
orientation which was  handled by an RC manager 
trained by the RC expert to cover safety meeting 
objectives which are mandatory for all employees 
at SAPCO. An identical process was handled by 

the coordinator at SNT. The involvement of IBM 
helped to enhance the monitoring proces s and 

educate third parties on how to update their 
reporting processes.  
 
At SNT, the transformation was underway. The 

implementation of the ERP system and full 
training was given to selected employees. These 
employees started to produce clear reports and 
have clear communication with stakeholders, 
represented by the head of the IT department. 
The selection of the lead team at SNT was based 
on an employee's potential to become a 

professional ERP user. The logistics department 
began using target action plann ing and 
categorizing tasks by functional areas which they 
called ñcascading of objectivesò. IBM 

recommended the use of the process of iteration 
through corrective action planning. The technical 
side of the improvement included following the 

monitor and mea sure procedure, which requires 
inspection at the critical phases, and testing of 
compliance by the RC manager during the 
transitioning period. IBM focused on the 
importance of executive management 
involvement equal to the involvement of 

everyone else at th e company.  IBMôs help was 
leading both companies to fast track their 

shipments and shorten their scheduled delivery 

times, which in return led to a major reduction in 
costs for both firms. One of the major 
improvements resulting from the SAPCO/SNT 

partner ship was reduction of overlapping tasks. 
Most delays that occurred after enhancements 
were due to change risk that occurred during the 
work so to minimize this risk, they began with the 
project that had the least amount of risks. With 
the approaches that w ere offered by IBM and the 
implementation of ERP in both companies, they 

were able to determine their courses and the 
duration of each course.  
 
It had been quite a journey, but benefits were 
now being realized by both SAPCO and SNT.  Mr. 
Sharif felt it wa s time to reflect on what had been 

accomplished and document lessons learned.  He 
considered the things that could have been done 
differently and what was done well. Mr. Sharif 
hoped SAPCO would now be granted the RC 
certification and wondered what should be carried 
forward from the lessons learned as they aspired 
to continue this mutually beneficial relationship 

with SNT and with future business partners.  
 

6. DISCUSSION QUESTIONS  
 

1.  Do you think SAPCO made a wise choice 
deciding to stay in business with SNT 
despite their resistance to change?  

 
2.  What other routes could they have taken 

to meet the requirements for Responsible 
Care Certification?   

 
3.  Should SAPCO have offered to share the 

costs of the ERP implementation?  
 

4.  Could SAPCO have handled the ERP 
implement ation without the added costs 
of IBM Solutions?  
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Appendix  
 
 
 
 
Key Characters and Acronyms in the Case  
 

 
 
 
 
 

Responsible Care Code of Management Practices  
(https://responsiblecare.americanchemistry.com/Responsible -Care -Program -Elements/Management -
System -and -Certification )  
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Abstract  
 

Many entrepreneurs and small business owners lack disaster recovery plans, which minimize business 
disruptions caused by failures of critical technical systems. Typically, technology is not the main focus 
for a small business owner, as most of their time i s spent focused on business operations. This case 
study demonstrates that when a business fails to plan for technological disasters, it can have severe 
consequences for the business.  

  
In this case, an ambitious and experienced entrepreneur opens a large self -storage facility. The technical 

systems, which support mission critical elements of the business, were compromised by a power surge 
and subsequent outage as the result of a major electrical storm.  
 
Part 1 of the case establishes the context as well a s the events that led to the failure of critical business 
systems. Part 2 details how the business recovers from the disaster and the steps necessary to prevent 
something similar from happening in the future. At the end of the case, the reader will find di scussion 

questions and suggested lab activities that will help students understand the importance of a disaster 

recovery plan. In addition, students are encouraged to consider implementing a plan to protect their 
personal data. This case complements the mo del curriculum objectives in IS 2010.1 and IS 2010.7.  

Keywords:  Disaster recovery, business continuity, backups, cloud storage, battery backup, case 
study. 
 

1.  INTRODUCTION  
 
Jeff Wolf was a blue -collar entrepreneur who 

enjoyed building businesses from the ground up. 

Jeff considered himself a lone wolf with his 
business ventures because he could never find a 
partner who matched his energy and dedication 

to building the enterprise. Once he built a new 

http://www.isedj.org/
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venture into a profitable and self -sustaining 

business, he would ofte n sell the business and 
move on to a new challenge. Typically, he would 
sell to a group of employees and maintain a small 

equity position in the company.  
 
Wolf Storage Solutions, founded in 2008, is a self -
storage facility that has a diverse array of stor age 
units ranging from 5 feet by 5 feet all the way to 
12 feet by 30 feet.  The company differentiates 
itself from competitors by employing state -of -

the -art security systems, which include 16 digital 
video cameras and a computer -controlled gate 
access to t he facility. The cameras are 
strategically placed throughout the facility for 
each customerôs security and safety. Of greater 
importance, Jeff obsesses over customer service. 

Each of the businesses he founded through the 
years provided exceptional service to customers.  
 
When Wolf Storage Solutions leases storage 
space to a new customer a standard process is 
followed . First, the customer fills out paperwork 
that captures important information, including 

the customerôs name, billing address and credit 
card number for recurring monthly billing. Once 
the paperwork is completed, the information is 
then transferred into an  application management 
system called Winsen Property Manager, which is 
a powerful application used to manage every 
aspect of the business, including site access.  

  
From there, the program generates a unique 

seven -digit numeric code that is then assigned t o 
each customer. When a customer wants to enter 
the facility, she is required to enter this unique 
code into a keypad immediately adjacent to the 

computer -controlled gate. This also allows the 
system to monitor the dates and times each 
customer is in the f acility. This information can 
then be matched up to the digital camera system 
that is programmed to turn on when motion is 
detected within the facility.  
 

Finally, the unique code is recorded on the 
paperwork and a copy is given to the customer. 
The paperw ork is then scanned into a folder 
located on the computerôs desktop. The hardcopy 

of the completed paperwork is placed in a filing 
cabinet located in the office.  
 

Although Jeff considered himself a successful 
businessman and a savvy entrepreneur, he knew 
that technology was not his strong suit. In fact, 
he would be the first to admit that he did not 
understand technology and that he wanted to 
focus on running the business and not dealing 

with technical issues.  
 

When he founded Wolf Storage Solutions he hir ed 

a ñsmall herd of tech geeksò to install the new 
system and train he along with his staff on its use. 
When the system was installed in 2008 it was a 

state -of - the -art system, but it hasnôt been 
updated since. Unfortunately, the company 
responsible for the  installation has been out of 
business for several years. To compound the 
problem, whenever technology - related issues 
emerged, he usually relied on his part - time 
employees. Through the years Jeff had a lot of 

success hiring students from the local universi ty. 
These employees were all far more comfortable 
with the technology than Jeff so he often left the 
technical tasks to them. Unfortunately, the 
students would often move on after graduation 
and take along their understanding of the system.  

 
2. THE CALM BE FORE THE STORM  

 
Jeff sipped his coffee and looked out the window. 
The morningôs bright sky had faded into a cold 
gray by late afternoon. He turned around in his 
chair and stared blearily at the stack of paperwork 

on his desk that he would have to tackle 
to morrow. When he heard the sound of a car door 
closing, Jeff stood up and rubbed his eyes.  One 
of his customers walked in just before closing 
time.  
 
ñHello.  How can I help you?ò Jeff asked. 

 
ñI just need to pay my bill,ò replied the customer.  

 
Jeff shove d the computer mouse around in a 
circle to wake the computer from sleep mode and 
took the customerôs credit card. 

 
ñItôll take a few minutes. This old thing is taking 
forever to load,ò said Jeff as he continued 
vigorously swirling the mouse on the counter.  
ñNo worries. The weather is starting to get ugly 
out there,ò said the customer. 
 

ñI heard there was an advisory for high winds and 
lightning. Hopefully the weather doesnôt turn that 
ugly,ò chuckled Jeff as he swiped the credit card. 
ñAll right, you are good to go unless there is 

anything else I can help you with today.ò 
 
At 5 p.m. Jeff locked the front door and exited the 

office through a door that led directly into the 
storage facility. A gust of wind nearly blew his hat 
off as he climbed into his golf ca rt. He drove 
around the facility for a general inspection, which 
involved checking for unlocked storage units or to 
note when a storage unit appeared to be vacated 

or damaged. Once he finished the inspection, Jeff 
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headed back to the office right as it star ted to 

rain.  
 
Back inside the office, Jeff opened a closet that 

housed the system for the facilityôs security 
cameras. The system was running with no issues. 
He was happy with this system. Customers were 
impressed that the facility was so secure, and the 
company that in stalled it also took care of all 
maintenance and configuration issues.  
 

Jeff ambled back over to the main office computer 
and shook the mouse to wake the computer 
again. Jeff opened the Property Manager software 
and clicked a button called ñBusiness Closeò that 
opened a wizard that took him through the daily 
closing process. Jeff really liked this aspect of the 

software because it required everyone to follow 
the same closing procedures.  
 
The first step confirmed that the auto bill 
payments will be automat ically processed at 
midnight. The next step confirmed the gate was 
scheduled to be locked at 10 p.m. Once Jeff 

received confirmation that the gate has been 
locked, the last part of the wizard ran a backup of 
the customer database. The backup of the 
databas e was then placed in a folder on the local 
system labeled ñWolf Storage Backups.ò When 
the wizard finished, a green checkmark appeared 
and then the software switched into ñOff-Hours 

Mode.ò  
 

3.  THE STORM  
 
Sitting in the comfort of his lounge chair at home,  
Jeff pulled out a remote to turn on his television. 

He watched the local news report: ñSevere 
thunderstorms and wind in the area. Please be 
advised.ò Jeff snorted derisively then took a bite 
of his dinner. It doesnôt take a scientist to tell me 
that the w eather is ugly outside, Jeff thought as 
the wind howled.  
 

Suddenly, the lights in his house flickered and 
dimmed, and cracks of lightning lit up the sky and 
thunder continuously echoed through the valley 
for the next several hours.  

 
Shortly after midnight , the storm passed. 
Unbeknownst to Jeff, the damage from the storm 

crippled his business.  
 

4.  THE AFTERMATH  
 
ñMost of the power has been restored throughout 
the cityé,ò announced the radio weatherman.  

Jeff turned down the volume as he pulled up to 
Wolf St orage Solutions. He knew the storm had 

caused some damage in the neighborhood and 

was anxious to see how his business had fared.  
 
Jeff walked up to the keypad that controlled the 

main gate and punched in his code. Access 
denied. Thatôs odd, Jeff thought t o himself. He 
tried again, but several beeps and a red flashing 
light indicated his credentials had been denied.  
Jeff clenched his teeth as he pulled out his keys 
and walked up to the office and unlocked the front 
door. He flipped on the light switch, and the 

florescent office lights slowly flickered on. Well, I 
have power so thatôs good, he thought.  
 
He continued to the back door that opened up into 
the storage facility, got into his golf cart and 
drove through the facility. He was relieved to find 

that t here hadnôt been any physical damage, and 
all of the rain water drained properly.  
 
Jeff drove back up to the office and went over to 
the front counter, which housed the main 
computer, and attempted to wake it from sleep 
mode by shaking the mouse. No respo nse. Jeff 

moved the mouse around and hit a few keys on 
the keyboard. He figured it was just being slow, 
so he waited a few minutes. Still no response.  
 
Finally, Jeff got down on his knees and opened 
the cabinet door where the computer tower was 
located. B ecause there was no light indication on 

the front of the tower he pushed the power button 
to turn on the computer.  

 
ñPower must have gone out last night,ò muttered 
Jeff to himself as he unplugged the computer and 
plugged it back in. The computer still would not 

power on. He decided to check the breaker box to 
see if the storm tripped a breaker. Jeff stood up 
and walked into the next room where his breaker 
box was located on the wall. Jeff opened the panel 
but did not see any breakers flipped. Jeff tried  
several more times to turn on the computer, but 
it still would not power on.  

 
Jeff then picked up his phone to call the only 
person he knew who could help with a serious 
technical problem such as this. He called his 

niece, Stephanie, who graduated from th e local 
university with an MIS degree. Following 
graduation, she worked for a local consulting firm 

that specialized in implementing Salesforce CRM 
systems for clients throughout the country. She 
was currently working part - time for the local firm 
while com pleting her MBA degree. She answered 
his call immediately, and Jeff explained the 
situation. Stephanie assured him that it should be 

an easy fix and that she would be right over.  
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ñHow is my favorite niece doing?ò Jeff asked her 

by way of greeting.  
 
ñYour only  niece!ò she laughed.  ñIôm pretty good, 

but that storm last night caused havoc all over 
town!ò  
 
ñI canôt believe that it took out my computer 
system. I had no idea that was possible.ò Jeff 
said.  
 

ñThe other day I read an article about the high 
perce ntage of small business owners who do not 
have any kind of disaster recovery plan or even a 
basic checklist of steps to take if their technology 
fails,ò she said. 
 

 ñI guess you can say I am one of those business 
owners. Technology is a foreign language to  me,ò 
he said.  
 
Smiling wryly at her uncle, Stephanie walked 
around the counter and opened the cabinet. She 
pushed the button on the front of the computer 

and nothing happened.  
 
ñLast night, everything was working fine. I went 
through the closing procedur es like I always do at 
the end of business, then I went home. The 
wizard in the property management software, 
was supposed to put the system in ñOff-Hoursò 

mode at 10 p.m.,ò he said. 
 

Stephanie pulled out the computer and placed it 
on the counter. She trie d several different power 
outlets but the computer still would not turn on. 
ñSo this computer plugs directly into the outlet 

under the counter, right?ò 
 
ñYup, thatôs how the contractors installed it,ò Jeff 
replied.  
 
ñBecause you donôt have this plugged into a surge 
protector or even a battery backup, my guess is 

that you have a bad power supply.ò 
ñWas that something I did?ò he asked. 
 
ñMy guess is the storm last night created some 

kind of surge and that fried your power supply. It 
may have fried your mother board and hard drive, 
too.ò 

 
ñIs there any way of preventing this?ò he asked. 
ñI always recommend to my clients that they plug 
their computers directly into a surge protector. 
This way, it can prevent those voltage spikes,ò 
she said.  

 

 ñI recommend a battery backup to clients who 

have to have their systems up and running 24 
hours a day. Because this computer controls that 
gate, you should absolutely have this computer 

plugged into a battery backup. That way, if you 
have a power outage, your computer can still 
communicate with the gate for a short amount of 
time. Power outages usually donôt last very long,ò 
she said.  
 
 ñSo, what do we need to get my business up and 

running the right way?ò he asked. 
 
ñI will run into town and buy a power supply, a 
surge protector and battery backup.  We will start 
from there and cross our fingers that it is just the 
power supply. If it is, your computer should be 

back on in about an hour.ò  
 
Stephanie returned with the computer parts, 
opened the computer ca se and quickly started to 
untangle the cables. Stephanie wiped away layers 
of dust. ñHow old is this computer?ò she asked as 
she replaced the old power supply with the new 

one.  
 
ñI donôt know, probably eight years old?ò Jeff 
replied.  His niece cringed.  
 
Stephanie finished installing the power supply 
and turned on the computer. Unfortunately, the 

computer still would not power on.  
 

Jeff asked her what they should do next.  
 
ñHonestly, I think the best idea is to replace this 
computer with a new one, and I  can transfer the 

data. It will be several hours, but I should have it 
running this afternoon.ò Jeff agreed and told her 
to buy whatever she thought would work best for 
the business.  
 
Several hours passed and eventually Stephanie 
walked through the door wi th a brand new 

computer.  
 
ñSo how are you going to get the stuff off of the 
old computer onto this new one?  é Magic?ò Jeff 

asked as she plugged the new computer into the 
surge protector and battery backup.  
 

ñI brought some tools that will allow me to use 
the old hard drive on your new computer,ò 
Stephanie replied as the new computer powered 
on.  
 
Stephanie clicked through the installation wizard 

that configured the computer. Once that finished, 
she pulled out a simple SATA to USB adapter and 
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plugged the o ld hard drive into the adapter. She 

then plugged the USB cable into the new 
computer thereby connecting the hard drive from 
the old system to the new computer.  

Stephanie patiently waited as the new computer 
installed the correct drivers. The drivers 
succe ssfully installed but the old hard drive did 
not appear. Stephanie placed her hand on the 
hard drive and realized that the old hard drive 
was not spinning. It was completely dead. 
Stephanie turned to her uncle and broke the bad 

news. ñIt is not looking good. That storm not only 
fried the power supply, but it also corrupted your 
hard drive,ò she said. 
 
ñAll of my client information was on that 
computer ð the property management software, 

the database, everything,ò Jeff replied. 
 
ñWhat are the chances you have a backup of that 
database that isnôt on the computer?ò she asked. 
 
Jeff sighed as he pointed to the filing cabinet 
labeled ñCustomer Paperwork.ò Both Stephanie 

and Jeff let out a huge sigh as they realized they 
will have to recreate the database from scra tch 
by manually inputting the original customer 
paperwork.   
 
ñThis is going to take weeks of sorting and re-
adding the customer data,ò Jeff groaned.  

 
ñItôll be okay. This is exactly the sort of project 

the company I work for can handle. Let me talk 
with my boss and see if we can get a small group 
in here that can get you up and running in the 
next 24 hours. Be prepared this will cost a few 

thousand dollars, but it is money well spent,ò she 
assured him.  
 
Stephanie called her boss to explain the situation.  
Her boss was sympathetic and agreed to let her 
spend the next day or two on this project. In 
addition, she agreed to send over three MIS 

student interns from the local university to help.  
 
ñWell, Uncle Jeff, help is on the way. It will be 
about thirty min utes, which will give me plenty of 

time to install some of the necessary software.ò  
 
ñExcellent! You are definitely a candidate for niece 

of the year!ò he exclaimed. 
 
Stephanie laughed, rolled her eyes and went 
through the process of setting up the new 
pr operty management software on the new 
system.  

 

ñIôm going to set this up, and it will look identical 

to the old interface to you, but I am going to 
configure a few things differently to prevent this 
from happening again,ò Stephanie explained to 

Jeff.  
 
ñFirst things first, I am going to subscribe you to 
a service called CrashPlan that will back up your 
entire computer every night. This will not only 
back up the computer to an external hard drive, 
but it will also back up a snapshot of your 

computer to the c loud. This way, you will have 
two backups in two separate locations at all 
times. The daily backup wonôt interfere with your 
day to day operations as it will be scheduled to 
run in the middle of the night,ò she explained. 
  

ñNext, I have subscribed you to another service 
called Dropbox, which is a cloud service that 
syncs files between different computers. Each 
evening when you back up the database as part 
of the closing procedures it will sync a copy of the 
database to another computer and provide a 
backup  in the cloud. Basically, you will have two 

different types of backups in several different 
locations. If we had this configuration originally, 
we would be up and running again.ò Stephanie 
finished as the fresh - faced interns walked in the 
door.  
 
After two days of hard work Stephanie and the 

interns were able to successfully recreate critical 
parts of the database from the original customer 

paperwork. Throughout this process, Jeff was 
busy dealing with upset and concerned 
customers. If it was not for the ori ginal paperwork 
stored on site and a savvy team of MIS students, 

Jeffôs business would have had major problems. 
 

5. C ONCLUSION  
 
For the first time in Jeff Wolfôs career he 
experienced a computer systems failure that 
brought his business to a standstill. This event 

compelled Jeff to put more time and attention into 
the technical aspects of his business ventures. 
Prior to this event, he didnôt put much thought 
into the tec hnology that was a central component 

of his business.  
 
In the self -storage business, Jeff had always 

focused his attention on the physical part of the 
business as well as providing exceptional 
customer service. Unfortunately, he neglected a 
part of his bu siness that many small business 
owners often neglect ï disaster recovery. He 
realized that almost everything he knew about his 

customers was mediated and captured via 

http://www.isedj.org/
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technology. This critical business asset needed 

more of his attention.  
 
With Stephanieôs help, Jeff implemented a more 

robust backup system and she helped him 
develop a written disaster recovery plan that 
detailed the steps required to help recover the 
business systems in the event of another major 
systems failure. Furthermore, she developed a 
set of simple procedures that could be executed 
at the end of the week to test the veracity of the 

backups in the system.  
 
Perhaps of greatest importance, he committed to 
gain an in -depth understanding of the systems 
that are critical to his business. H e did this by 
hiring the interns that helped with the data 

recovery project. He scheduled them for two 
hours a week for the next three months to teach 
him about this important part of almost every 
small business. About halfway through the 
scheduled session s he started to see new 
business opportunities brought about by using 
more and different types of technology.  

 
Maybe you can teach an old dog new tricksé 

 
6.  QUESTIONS AND STUDENT LAB  

1. List and describe your ñmission-criticalò 
devices that are essential for your school work 
and daily life.  

a)  What important data reside on these 
devices?  

b) To what threats are these data 
vulnerable?  

c)  Would you be able to recover these 
data in the event of a catastrophic failure?  

 d) What steps could you take to protec t 
these data?  

2.  Identify different types threats that could 
affect mission -critical systems within businesses. 
How would you recommend minimizing the 

impact of each threat?  

3.  Research CrashPlan and Dropbox. Why do you 

think Stephanie recommended these solutions? 
Are both necessary? How does one complement 
the other? What other technologies are available 
to achieve the same objectives?  

6. Explain how cloud storage services, such as 
Dropbox, can be beneficial to a small business? 

What are some potential b usiness vulnerabilities 

of utilizing cloud storage as the sole means for 
backing up data?  

7. Why is it important to maintain multiple copies 

of mission -critical data? Why is it important to 
store copies at geographically separated 
locations?  

8. How often should mission -critical data be 
backed up? What factors should be considered in 
timing backups?  

Bonus Activities  

1.  Work with a local small business and perform 

a risk assessment. If a similar disaster were to 
befall the business, how would they fare? He lp 
them design a disaster recovery plan. The plan 
should identify those responsible for recovery of 
the affected systems. In addition, the plan should 

provide a detailed overview of the procedures to 
follow in the event the business was affected by 
a disas ter that compromised the computer 
systems.  

2.  Research companies that have experienced a 
systems failure. What consequences did the 
system failure have on business operations? What 

losses were incurred (e.g., data, money, 
customer loyalty)? In hindsight, what could the 
companies have done to minimize the severity of 

system failures?  
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Abstract   
 

Connecting ordinary devices to the Internet is a defining characteristic of the Internet of Things. In this 
hands -on lab activity, students will connect a wireless doorbell to the Internet using a Raspberry Pi 
computer. By modifying and running a program o n the Raspberry Pi to send an email or text message 

notifying a recipient that someone is at the door, students will gain an appreciation for how the Internet 
of Things enables devices to work together to produce new products or solutions. The activity als o serves 
as a brief introduction to interacting with the Linux operating system on a Raspberry Pi computer. 
Working in groups of 3 or 4, students will demonstrate their understanding by completing a collaborative 
lab report that summarizes the key takeaway s of each step. Little or no programming skills are required. 
The experience of physically connecting an everyday object to a device online gives an appreciation of 

the potential for automating tasks using the Internet of Things.  

 
Keywords:  I nternet of Thi ngs, Raspberry Pi, Python, programming, automation . 
 
 

1.  INTRODUCTION  
 
The Internet of Things continues to become 

apparent in daily life as the number of everyday 
items connected to the Internet constantly 
increases.  Sensors, wearable and mobile 
devices, and  apps capable of transmitting, 
receiving, and modifying data over the Internet 
allow for new possibilities and business 

opportunities.   
 

IoT has become common in home automation 
through thermostats such as Nest that can be 
adjusted via a mobile app, washi ng machines in 
college dormitories whose availability is published 
online through a service such as 

laundryview.com, and wearable devices such as 
FitBit whose sensors monitor heart rate and share 
that data with a smartphone or computer 
connected over the I nternet.  
 

This lab activity is based on a project by 
technology blogger Martin Harizanov.  (Harizanov, 
2013) . Harizonov's blog at http://harizonov.com  

shares several do - it -yourself home autom ation 
projects using simple tools and equipment. This 
lab guide describes how connect a wireless 
doorbell to the Internet using a Raspberry Pi 
computer. Upon pressing the doorbell's buzzer, a 
program running on the Raspberry Pi will send an 

email or text m essage to the recipient 's computer 
or mobile device  notifying that someone is at the 

door.   
 
A Raspberry Pi  (Raspberry Pi Foundation, n.d.)  is 
a very inexpensive, single -board computer with 
ports for connecting a keyboard, mouse,  and 

display device. It runs a version of the Linux 
operating system such as Raspbian, connects to 
the Internet, and supports developing 
applications using programming languages 
including Python, C, C++, Java, Scratch, and 

http://harizonov.com/
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Ruby. A Raspberry Pi has pins whi ch enable it to 

obtain input from a variety of external sensors 
and devices, such as weather stations and motion 
detectors.  A Raspberry Pi computer is about the 

size of a deck of playing cards. (See Appendix 1, 
Figure 2.)  Raspberry Pi computers are popul ar 
among hobbyists, students, and educators who 
want to build solutions as they learn about 
computing.  
 
You will complete this project in several steps:  

 
¶ Create  a lab report as a Google Doc and 

share it with your group and instructor  
¶ Identify all of the equipment needed  
¶ Wire the doorbell to the Raspberry Pi  
¶ Connect the keyboard, mouse, camera, 

Ethernet cable, and display to the 
Raspberry Pi, and power it on  

¶ Test the camera to make sure it takes 
pictures and identify the location where  
they are stored  

¶ Create a folder to store, and examine the 
source code for the programs that wait for 

the doorbell to be pressed, and then send 
the notifications  

¶ Run a program to test the connection 
between the doorbell and the Raspberry 
Pi 

¶ Modify and test  the program to take a 
picture and send an email message  

¶ Modify the program to send a text 
message  

You will work in groups of 3 or 4 to complete this 
assignment. Discuss the For Your Lab Report  
questions with your group as you complete each 
step, and take turns recording your answers in a 

lab report document that you create as a Google 
Doc. As you proceed through the exercise, one 
group member may serve as the "recorder", 
typing your group's ans wers to the lab report 
questions directly in the Google Doc, or on paper 
to enter into the Google Doc at a later time. 
Except for the last two questions,  which ask you 

to reflect on your own personal experience with 
this activity,  your group will receive t he same 
grade for your lab report. Each group member is  

responsible  to ensure that the lab report shows 
your group's answers to all of the questions , so 
remember to review and edit the entire lab report 
document after completing the activity.  

 
Learning Obj ectives  
After completing this activity, you will be able 
to:  
 
¶ Explain ideas related to the Internet of 

Things  

¶ Identify the components and ports of  a 

Raspberry Pi Compute r 
¶ Describe how a Raspberry Pi computer 

can receive data from an external object  

¶ Recogni ze and modify simple code 
statements in Python  

¶ Navigate to files and folders, and run 
programs in the Linux operating system  
using both graphical and command line 
interfaces  

¶ Describe how a program can automate 

common tasks  

Prerequisites  
While no programmi ng knowledge is required to 
complete this activity, some basic digital literacy 
skills are required:  

 

¶ Read and follow written instructions  
¶ Identify ports on a Raspberry Pi computer 

and connect computing devices  to them  
¶ Create, edit, and share a Google 

Document  
¶ Capture and save a screenshot using the 

Snipping Tool or Print Screen on a 

Windows PC, or Command -Shift -4 on a 
Mac computer  

¶ Modify and save files using a text editor  
¶ Navigate and interact with files and 

folders using an operating system's File 
Exp lorer or Finder app  

¶ Examine incoming and sent mail using a 

Gmail account  

¶ Examine text messages sent to a mobile 
phone  

 
Preparing for the Lab Activity  
Complete these steps before working on this 

activity:  

¶ Read this description before coming to 
class on the day that this lab activity is 
scheduled , so that you will be familiar 
with the steps. Doing so  will save you a 
lot of time.   

¶ Identify the three other people who are in 
your group.   

¶ Create a new Google Doc  for your group's 
lab report. Share it with your group 

members and with your instructor at the 
email provided.  

¶ Copy and paste the lab report template 

document into your blank Google Doc. 
You can find the lab report template at 
http://bit.ly/doorbellreport   

 

 

http://bit.ly/doorbellreport
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2 . GETTING STARTED  

Examine the kit containing the equipment for 
this lab activity.  Make sure it contains all of 
these items, shown in Appendix 1, Figure 1:  

¶ Raspberry Pi with camera installed (or 
USB webcam)  

¶ Power supply with micro -USB cable  
¶ Ethernet c able    
¶ Wireless doorbell and buzzer with 

batteries installed  
¶ 1 220 -ohm resistor   

¶ 3  clip lead  wire s  (two of the same color 
for positive, and one  of a different color 
for ground)  

¶ 2 jumper w ires already connected to 

Raspberry Pi pins   

In addition, you will need:  
¶ An HDMI display  and cable  

¶ A USB keyboard and mouse  
¶ A Gmail address and password so your 

Raspberry Pi can  send email (provided by 
your instructor)  

¶ A personal Gmail account for receiving 
email   

¶ A mobile phone  at which you can receive 
a text message (f ees from your carrier 
may apply)  

Know Your Pi  

A Raspberry Pi is a small, inexpensive single -
board computing device that runs a variation of 
the Linux operating system built specifically for 

the Pi platform. Many programs that run on a 
Raspberry Pi are writ ten in the Python 
programming language.  
 
Raspberry Pi computers have on -board memory 
and a CPU and graphics processing unit on the 
circuit board. Processing speed and amount of 

memory vary depending on the Raspberry Pi 
model used.  SD (Secure Digital) car ds store the 
operating system and other files. Most models 
have wired Internet, Wi -Fi, and Bluetooth 
connectivity. For simplicity, this activity uses a 
wired Internet connection, although it is possible 

to access the Internet on a Raspberry Pi using 
Wi-Fi via a USB dongle or on -board Wi -Fi, 
depending upon the model.  (Sims, 2014)  
 
A Raspberry Pi contains several ports and plugs 
to connect a variety of cables and devices, as 
shown in Appendix 1, Figure 2.  The Raspberry 

Pi connects  to other devices through its general 
purpose input/output (GPIO) pins which may 
send or receive signals from connected devices.  

You can program the pins to interact with 

devices, sensors, and other signals.  Some pins 
are "ground" pins that do not receiv e current.   
 

Appendix 1, Figure 3 shows the pins and their 
names.  To orient the Raspberry Pi correctly, 
hold it so that the GPIO pins are at the right 
edge.  
 
For Your Lab Report:  Know Your Pi What type 
of cables or devices might you connect or attach 

to  each of the ports or pins, numbered 1 ï 8 of 
Appendix 1, Figure 2?   
 
For Your Lab Report:  GPIO Pins  Your 
Raspberry Pi has two pre -connected wires.  What 
are the pin numbers and GPIO names of the pins 

to which they are connected ?    

3. CONNECT THE DOORBEL L TO THE 
RASPBERRY PI   

Appendix 1, Figure 4 shows the inside of the 
wireless doorbell receiver.   To simplify the 
process of connecting the doorbell to the 
Raspberry Pi, and avoid damaging the wiring 

inside the receiver box, a red (positive) and 
black (ground) wire have been sol dered to the 
corresponding wires inside the doorbell receiver.  
 
You will connect the doorbell chime to the 
Raspberry Pi via the soldered red (positive) and 

black (negative) wires soldered to the doorbell's 

speaker so that you can easily connect them to 
th e Raspberry Pi without concern about 
damaging the fragile wiring inside. When the 
speaker chimes after pressing the doorbell 
buzzer, wires attached to the speaker will carry 
the current to the Raspberry Pi through the clip 

wires that you attach to connect both devices.   
 
Your kit contains three clip lead wires:  two of 
one color, and one of another. The two clips of 
the same color will serve as the positive wires 
transferring the electrical current, the one clip of 
the other color will serve as a "ground" wire 

completing the circuit.   

Clip one end of each positive wire (for which you 

have two clips of the same color) to the ends of 
a 220 ohm resistor.  A resistor reduces current 
flow, and, acts to lower voltage levels within 

circuits. Use the clip of the s ame color connected 
to the other end of the resistor, to the wire 
coming from the Pi that is connected to the GPIO 
pin closest to the end of the Raspberry Pi that 
has USB ports.    
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Clip the other (Ground) wire to connect the 

speaker with the wire attached to a Ground pin 
(the pin closest to the end of the Raspberry Pi 
that does not have USB ports) on your Raspberry 

Pi.   The completed setup is shown in the diagram 
in Appendix 1, Figure 5.  

4.  SET UP THE RASPBERRY PI  

Follow these steps to set up your Raspber ry Pi.  
 

1.  Connect the keyboard, mouse, Ethernet, 
and HDMI cables to the appropriate ports   

(Connect an external USB webcam if you 
are not using the built in Pi camera).   

2.  Verify that the MicroSD card is inserted.   
3.  Turn on the monitor, and make sure input 

is set to come from the attached HDMI 
cable.   

4.  Connect the power cable to the Raspberry 
Pi and watch it boot.   

5.  Sign in to the Raspberry Pi using 
username pi  and password raspberry  .   

6.  Type the command startx  to load a 
graphical user interface.   

7.  Open a fil e manager app and navigate to 

Desktop. You should see a folder named 
StarterFiles.  Copy those files to a new 
folder on the desktop named Doorbell. Be 
careful that you name the Doorbell folder 
with a capital D.     

8.  Open the Doorbell folder  and verify that  

it contains three files:  webcam.jpg , 

sendnotify.py , wait_doorbell.py  . 

For Your Lab Report: Path A path describes the 
location of a file in a computer's storage. What is 
the path to the Doorbell folder that you created, 
stored on you r Raspberry Pi?   
 

For Your Lab Report:  User Interface How does 
the user interface for the version of Linux on the 
Raspberry Pi resemble that of other operating 
systems with which you are familiar? How is it 
different?  
 

5. TEST THE CAMERA   

 

Locate the LXTerminal application's icon on the 
Raspberry Pi desktop. Click on the icon to open 
a window running LXTerminal. You can type 
commands into the LXTerminal app to run 
programs on the Raspberry Pi.    
 

Type one of these commands to instruct the 
Raspberry Pi  to use its camera to take a picture. 
Be careful to include spaces after the command 

name and the letter after each option specified 

by a minus sign ( - ).   Be sure to smile!  
 
¶ If you are using the built - in Raspberry Pi 

camera, type this command all on one 
line in the terminal window to take a 
picture: raspistill -h 300 -w 400 -n -o 
/home/pi/Desktop/Doorbell/webcam.jpg  

¶ If you are using a USB webcam, type this 
command  all on one line  in the terminal 
window to take a picture: fswebcam - r 

960x720 -d /dev/video0  
/home/pi/Desktop/Doorbell/webcam.jpg   
 

Look in the Doorbell folder and click the 
webcam.jpg file to view the picture. Make sure it 
has the photo you just captured.  

 
If you receive a permission denied error when 
running either webcam command, try typing it  
again, and preceded with the keyword sudo.  In 
Linux, sudo  ("super user do") is a program that 
gives you permission to run the command that 
follows with "super user" (often higher) 

privileges.  
 
For Your Lab Report:  Camera Where is the 
picture stored?   Wha t happens to the picture that 
was stored previously after you take a new one?   
 

6. CODE CHECK:  wait_doorbell.py   

 
In this step you will examine the source code from 

wait_doorbell.py, shown in Appendix 1, Figure 5, 
to get a sense of how it works. You can  open this 
file in a text editor app installed on the Raspberry 
Pi.  

 
The wait_doorbell.py file is a program written in 
the Python programming language. Its job is to 
wait until someone presses the buzzer on the 
doorbell, and when that happens, take a photo 
and send it in an email message.  The program 
runs forever. The only  way to stop it is to press 

the Control key and the C key (written as 
Control -C) at the same time.   

The code statements to take the photo (19 or 22) 
are commented out  ï that means, they have a # 

symbol at the beginning which tells the computer 
to ignore t hose lines. As part of the exercise you 
will remove the # symbols from one of these 

lines so that the program runs them.  Be careful 
not to change the indentation of any of the lines 
of program code.  

For Your Lab Report:  wait_doorbell.py  Which 
line of the wait_doorbell.py program causes it to  

run forever until you press Control C?  Which 

https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/webcam.jpg
https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/webcam.jpg
https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/sendnotify.py
https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/sendnotify.py
https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/sendnotify.py
https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/sendnotify.py
https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/wait_doorbell.py
https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/wait_doorbell.py
https://dl.dropboxusercontent.com/u/29064/Isib/2015/Doorbell/wait_doorbell.py
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line's statement checks to see if somebody 

pressed the buzzer? What does the program do 
when that happens?   
 

7. CODE CHECK:  sendnotify.py   
 

In this step you will examine the source code 
from sendnotify.py  shown in Appendix 1, Figure 
7 to get a sense of how it works. You can open 
this file in a text editor app on the Raspberry Pi.  

The sendnotify.py program contains steps to set 

up the contents of an email message,  and then 
send that message. The program calls sendMail 
(in line 51) to send an email message with an 
attachment to a recipient.  Lines  14 -46 specify 
the steps for the Raspberry Pi to send an email 

message from a sender's email address. Lines 55 -

59 specify  the content of that email message.   
 
For Your Lab Report: sendnotify.py In 
addition to a sender's email address, what four 
pieces of information are necessary for the 
sendnotify.py program to send an email message 
to a recipient?   Where does the program  get this 

information?  
 

8.  TEST THE CONNECTION BETWEEN THE 
DOORBELL AND THE RASPBERRY PI     

 
In this step you will test the connection between 
the doorbell receiver and the Raspberry Pi.     

 

1. Open the wait_doorbell.py file in a text 
editor. (The text edi tor app has an icon 
on the desktop.)  

2. Change line 6 to replace 999 with the 
GPIO number of the pin receiving the 
positive charge. Look at Figure 1 to find 
the GPIO number. (This is not the pin 

number!)  

3. Save this change in the text editor.   

4. In an LXTerminal window, type cd (for 
change directory) and a space, followed 
by the path to the Doorbell folder that 
you created. Press the ENTER key to 
complete the command.  This will change 
directory in the command window so you 

can directly run the programs  in the 
Doorbell folder.   

5. Type the command  sudo python 
wait_doorbell.py   and press the ENTER 
key to run the program.  This command 
instructs the Raspberry Pi to run the 
Python program whose code is in the file 
wait_doorbell.py.  

6. What do you see on the scr een in the 

terminal window when the program 
runs?   

7. Press the button on the doorbell buzzer. 
(It is possible and likely that your buzzer 

may cause several receivers in the room 
to chime if they operate on the same 
frequency.  If this happens, press the 
sou nd button on the back of the receiver 
unit.)   What information displayed in the 
terminal window changes when you 
sound the doorbell?   

8. The program will run forever. Press the 

Control key and the C key at the same 

time (Control C) to end the program and 

re turn to the terminal prompt.   

For Your Lab Report: wait_doorbell.py 
Terminal Window When running the 
wait_doorbell.py program, what does the 
terminal window show when you are not pressing 
the buzzer? How does the contents of the 
terminal window change whe n you press the 
buzzer ?   

 
9 . TEST SENDING AN EMAIL MESSAGE 

WITH A PHOTO ATTACHED  
 

If the values in the terminal window change 
when you press the doorbell's buzzer, this should 
convince you that the Raspberry Pi is receiving 

input from the doorbell's recei ver through the 

wires you connected to it. Now you will configure 
the sendnotify.py program to send an email 
message containing the photo as an attachment.   

1. Open the file sendnotify.py in another 
text editor window.   

2. Replace the values for USERNAME and 
PASSWORD in lines 11 and 12 to show 
the sender's username and password. 
This will be your doorbell email sender 
address and password provided by your 
instructor.  

3. Select one member of your group as the 
person to receive an email notification. 
Replace the re cipient's email address at 
the bottom of the program the 

recipient's personal Gmail address.   

4. Save the changes to send_notify.py.   

5. The # symbol starting a line of code in a 
Python program indicates a comment. 
The program will skip that line when it 

runs.   In the wait_doorbell.py program, 
remove the # symbols at lines 19 or 22 
(depending on which type of camera you 
are using).   
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6. Remove the # symbol starting line 26 to 

instruct wait_doorbell.py to run the 
sendnotify.py program.  Also remove the 
# symbol sta rting the line that prints 
"Photo captured."  This will instruct the 

program to print a notification message 
when the camera takes a photo.   

7. Save these changes to the 
wait_doorbell.py file.   

 
These steps will verify that the program sends, 
and the user receives email messages.   

For Your Lab Report:  Commented Out What 
does the statement at line 19 or 22 that is not 
commented out, do?  
 

On another computer or mobile device, one 

person in your gro up should sign into Gmail 
using the doorbell email sender address and 
password, provided by your instructor.   Please 
note:  If you already signed into Google with 
your own account because you are working on 
the lab report, then you will need to sign in us ing 

a different browser or using private browsing, so 
you can access your account and the doorbell 
email account in its own browser window.  

Delete all sent mail from the doorbell sender 
account, so you can determine easily if the 

program is sending mail w hen you run the 
program. Navigate to the SENT folder and 

monitor it when you run the program.   

The program on the Raspberry Pi should be able 

to send email messages from the doorbell sender 
Gmail address because security settings for that 
address are set to allow apps to send email 
messages.  Please n ote:  If it is not working, you 
may need to check  the settings on that account.  
From the doorbell sender Gmail account, visit 
https://www.google.com/settings/security/lesss

ecureapp s and turn on access for less secure 
apps.   

On the recipient's own computer or mobile 
device, the recipient should sign into his or her 

personal Gmail at the address specified to check 

if the email messages from the doorbell email 
account have arrived.   

Navigate to the recipient's INBOX folder in Gmail 
and monitor any new messages t hat may appear 

when you run the program.     

Click in the LXTerminal window, press the UP 
ARROW key to reissue the python 

wait_doorbell.py  command (or retype it) to run 

the program and press ENTER.   

1 0 . TEST THE DOORBELL  CONNECTION  

 
With the wait_doorbell .py program running, 

press the buzzer on the doorbell.    

Check the sender's sent mail and the recipient's 

received email. How many messages were sent 
when you ring the bell? If you received several 
messages,  try adjusting value specified in the 
time delay  of line 6 of wait_doorbell.py .   
Check the sent mail and received mail accounts 

to see if the program sent an email message. 

Take a look at the picture.  

For Your Lab Report:   What values do you see 

in the LXTerminal window when the 

wait_doorbell.py progra m runs?   What 

information does the program display in the 

terminal window before and after you press the 

buzzer?  When does a message appear? Why?    

11. SEND A TEXT MESSAGE   
 

To send a text message via email, you must use 
a SMS (simple messaging service ) to email 
gateway. By sending an email message to an 
address containing the mobile number of the 
recipient, the gateway will forward the email -
message as a text message. Substitute a 10 -digit 
cell number for ónumberô for each carrier's 

name.   Table 1 sho ws email gateways for popular 
cellular carriers. If you have a different  carrier, 
use  a search engine to find the gateway email 
address for your carrier.   
 
Table 1.  Carriers and Email Gateway Addresses  

Carrier  Email Gateway Address  

 AT&T number@txt.att.net   

T-Mobile  number@tmomail.net   

Verizon  number@vtext.com  

Sprint  number@messaging.sprintpcs.com  

  
Copy the code at lines 55 to 58 of sendnotify.py  

that send s an email message to a recipient. Paste 
it at the bottom of the file, after the existing code . 

Replace the rec ipient's email address  with  an 
email address containing your ten -digit  phone  
number (with no dashes, spaces, or parentheses)  
and the correct email gateway  for your mobile 
provider.   

 
Run send_notify again, press the doorbell buzzer, 
and see if you receive both an email message and 
a text message on your phone.   Please note: 
Some carriers  may not forward the attached 
photo, but will send the text message.  

https://www.google.com/settings/security/lesssecureapps
https://www.google.com/settings/security/lesssecureapps
https://www.google.com/settings/security/lesssecureapps
https://www.google.com/settings/security/lesssecureapps
https://www.google.com/settings/security/lesssecureapps
mailto:number@txt.att.net
mailto:number@tmomail.net
mailto:number@vtext.com
mailto:number@messaging.sprintpcs.com
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For Your Lab Report: Add these screenshots to 
your lab report:  
¶ The email message sent from the 

sender's Gmail account  
¶ The email message and attached photo 

received in the recipient's personal Gmail 
account  

¶ The text message received on the 
recipient's mobile device  

12. CLEAN UP  

 
Complete these steps to remove the files you 

created, then disconnect and power off the 

Raspberry Pi.  

1.  Delete the Doorbell folder on the 

Raspberry pi desktop containing the files 

you modified and the webcam photo.  

2.  Power off the Raspberry Pi.  

3.  Disconnect the wires, power supply, and 

connected devices from the Raspberry 

Pi. Disc onnect the clip wires from the 

doorbell. Place all of the parts back in the 

plastic bag as you received it.  

For Your Lab Report: (To be answered 

individually)  What was the most difficult part of 

this lab activity for you? How did this activity help 

you lea rn about the Internet of Things? What did 

you learn?  

For Your Lab Report: (To be answered 

individually)  What everyday items have you seen 

or would you like to see connected to the 

Internet?  What does or would connecting those 

items to the Internet enable  you to do?  

Review and discuss the answers with your group, 

and share the Google Doc with the instructor at 

the Gmail address provided.   
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Appendix 1. Additional Figures  
 

 

 

 
Appendix 1, Figure 1.  Doorbell Lab Kit  

 
 

   

  

Appendix 1, Figure 2.   Raspberry Pi Ports and Pins.  
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Appendix 1, Figure 3.  Raspberry Pi GPIO Pins. (Diagram reference:  http://element14.com)  

 
 

       
Appendix 1, Figure 4.  Inside a wireless doorbell receiver.  Soldered wires connect to ground (black) 
and positive charge (red).  
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(a)  Setup Diagram  

    
(b) Wires connected to GPIO pins of Raspberry Pi         (c) Clip leads connected to a resistor  
Appendix 1, Figure 5. Connecting the doorbell to the Raspberry Pi.  
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Appendix 1 Figure 6.  Code for wait_doorbell.py  
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Appendix 1 Figure 7.  Code for sendnotify.py  
 
  

Type doorbell email sender 
address and password here  

Type recipient email 

address here  



Information Systems Education Journal (ISEDJ)   15 ( 2)  
ISSN: 1545 -679X   March  2017  
__________________________________________________________________________________________________________________________  

 

__ _______________________________________________  
©201 7 ISCAP (Information Systems & Computing Academic Professionals)  Page 32  
http://iscap.info  
 

Teaching Case  

 
Taking the High Road:  

Privacy in the Age of Drones  
 
 

Lucas Hamilton  

Lucas.Hamilton@umontana.edu  
 

Michael Harrington  
Michael.Harrington@umontana.edu  

 
Cameron Lawrence  

Cameron.Lawrence@umontana.edu  
 

Remy Perrot  
Remy. Perrot@umontana.edu  

 
Severin Studer  

Severin.Studer@umontana.edu  
 

The University of Montana  

Missoula, MT 59812  
 
 

Abstract   
 
This case examines the technological, ethical and legal issues surrounding the use of drones in business.  
Mary McKay, a recent Management Information Systems ( MIS )  graduate sets up a professional 
photography and videography business. She gains a leg up on the competition with drone -mounted 
cameras and live video streaming through the free streaming app, Periscope. While Maryôs star rises, 

Carl Davis, Maryôs friend from college, gets fired from the local television station for invading the privacy 
of one of his storiesô subjects.  Struggling to make it as a news blogger, Carl hires Mary and her drones 
to help him report on a scandal  in local government.  Before Mary knows it, sheôs watching an illicit 
affair unfold through the lens of her drone. Mary must ultimately decide if sheôs willing to broadcast the 
private scene to Carlôs followers. 
 

Keywords:   drones, live streaming applicat ions, conflict of interest, privacy invasion  

 

 
 

1. M ARY MCKAY, SHUTTERBUG  
 
Ever since her 12th birthday, Mary McKay 
dreamed of becoming a professional 
photographer.  On that day, Maryôs father gave 

her a simple Polaroid camera, and Mary 
proceeded to burn through two packages of 

instant film before her party was over. Few of the 
photos she took that day were ideal ðshots were 
routinely blurred by her exuberant clicking or 
obscured by an errant finger jutting into the 
frame ðbut the seed of the dream was planted 

nonetheless.  She particularly loved capturing 
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candid moments in which he r subjects were 

smiling or laughing honestly and naturally.  
In high school, Mary volunteered as a 
photographer for her schoolôs newspaper and 

worked after school retouching photos for a local 
photography studio.  When it came time to apply 
for college, Ma ry looked for schools with strong 
fine arts and business programs.  She set her 
sights on dual degrees, majoring in MIS and fine 
art.  It was an ambitious combination that 
reflected both her love for the artistry of 

photography and her dream of opening her  own 
studio.  
 

2. C ARL DAVIS, NEWSHOUND  
 
Mary was a sophomore when she met Carl Davis 

in an introductory management information 
systems class.  Carl took the class as an elective, 
hoping to one day put the skills toward a career 
in journalism. When Mary and  Carl partnered for 
a class project, they instantly bonded over their 
mutual love of photography.  Although they never 
took another class together, Mary and Carl 

remained close friends over the remainder of their 
college years. After graduation, Mary and C arl lost 
touch. While Carl focused on landing a job in the 
competitive world of broadcast journalism, Mary 
pursued her dream of opening her own 
photography studio.  
 

3. BI RDôS EYE PHOTO & VIDEO 
 

In her final year of college, one of her professors 
encouraged  Mary to put together a project for a 
business plan competition. Mary seized the 
opportunity.  Even if she didnôt win, she would 

have the opportunity to work on the plan for her 
dream business.  

 
She wrote a plan for a photo studio that would 
cater to wedd ings, parties, and other special 
events. She put her heart and soul into the 
project, and it paid off. Her photographic talent, 

combined with her technical savvy, won over the 
judges. The judges were particularly impressed 
with her plan to incorporate low -cost drones into 
the business, allowing her to capture photos and 

videos from previously impossible angles. When 
the final votes were tallied, Mary won by a 
landslide and walked away with the $10,000 

grand prize.  
 
Mary used the money she won at the Busines s 
Plan competition to start her company: Birdôs Eye 
Photo & Video. Eager to get started, Mary set up 
a website and started advertising her business 

through social media. Due to her haste, Mary 

failed to consider the risks of running a business 

or the benef its of various forms of business 
organizations. By default, Mary operated the 
company as a sole proprietor. Occasionally, Mary 

would contract with a friend to help with 
equipment setup or fly drones at her bigger 
events. She handled all of the editing and 
retouching herself as well as all the scheduling, 
marketing, and bookkeeping. Before she knew it, 
Birdôs Eye Photo & Video consumed her life, but 
she loved every minute of it.  

 
Maryôs MIS background gave her a leg up on other 
professional photographers in the area.  Whereas 
other studios were notoriously slow at producing 
photos and albums for their clients, Mary 
capitalized on cloud storage and a customer 

relationship management platform that let her 
clients see their photos upload in real time from 
her ca mera. Clients raved about the stunning 
footage Mary could capture from her drone -
mounted cameras.  
 
Building off of her work in the business plan 

competition, Mary knew that the high -end drones 
used by cinematographers and bigger studios 
were beyond her mod est budget. Still, she 
believed drones would play a major role in the 
future of photography and be essential to Birdôs 
Eyeôs competitive advantage. She set out to find 
an affordable drone that could still capture 

professional -quality photos and video.  She  
scoured the internet and photo industry 

magazines for information before picking the Y6 -
Rotor drone.  

 
The Y6 -Rotor drone had three arms attached to 

the body and two motor -propellers mounted at 
the end of each of the arms. The droneôs Y shaped 
body maximi zed its weight - to - lift ratio, which 
allowed Mary to attach a small Go -Pro camera to 
capture wide -angle aerial images. Still, the drone 
was far from perfect.  With its six propellers 
positioned in pairs of two, the drone was less 

stable than high -end, eight -armed drones used 
by most other professionals. After a couple weeks 
of testing and struggling, Mary finally felt 
comfortable enough with the drone to try it out at 

a friendôs birthday party.  
 

She left the party with some usable footage, but 

it was far from a success. Although she had nearly 
mastered maneuvering the drone, she still 
couldnôt see through the lens of the camera.  As 
a result, she never knew if her subject was in 
focus, let alone i n the frame. If she was going to 
use the drone in her business, she needed to 

know that it would produce high -quality shots.  
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She couldnôt afford to waste her time, or that of 

a contracted assistant, flying a drone that may 
not capture worthwhile photos an d video.  

 

Mary wasnôt able to use the drone as she 
intended, but she nonetheless found a way to 
capitalize on it.  For a modest fee, a small safety 
deposit, and a lease agreement, she would let her 
clients or their guests fly the drone and capture 
their o wn photos and video. Mary wasnôt 
responsible for the quality of the shots, but she 

would still edit together the pieces that were 
valuable into the final product for the client.  

 
As Birdôs Eye Photo & Video grew, Mary kept her 
eye on the market for drones,  hoping to find an 
affordable option that would better suit her 

needs.  Eventually, the evolution of technology 
and her businessôs growth aligned and she 
invested in an Eagle Vision 4K. The Eagle Vision 
was a photographic powerhouse capable of 
capturing vi deo up to 4K resolution at 30 frames 
per second.  It could even capture slow -motion 
video in high resolution 1080p. The Eagle Visionôs 

ActiveTrack technology allowed the drone to 
follow a subject in motion, a type of autopilot for 
photographers.  Best of a ll, Mary could control the 
drone from her tablet with a live feed from the 
droneôs camera. 
 
For the first time, Mary was no longer flying blind. 

Word spread quickly throughout the community 
that Birdôs Eye truly lived up to its name.  Soon, 

Mary started ge tting calls from local businesses 
asking her to help with their multimedia 
advertising. Before she knew it, Maryôs time was 
booked months in advance. Her larger 

competitors took note of Maryôs success, and one 
even offered to buy her business, and more 
imp ortantly, her talent. Mary felt like her dream 
was coming true.  
 

4. C ARLôS TROUBLES 
 

While Mary was hard at work building up her 
photography studio, Carl was having a rocky start 
to his career in broadcast journalism.  Right after 
Carl graduated with his d egree in journalism, he 

started working for the local CBS affiliate, 
Channel 3 News. At first, his supervisor, Sarah 
Moore, was happy with his work. He could be 

overly aggressive at times, but Sarah appreciated 
Carlôs tenacity. After just two years, however, 
Carlôs dogged pursuit of exclusive stories started 
to raise ethical concerns around the station.  

 
The last story Carl prepared for Channel 3 News 

was about Amanda Overtree, an up -and -coming 

country music starlet who passed through town 

on a national tou r. Instead of waiting in front of 
the hotel to catch some fleeting footage of 
Amanda boarding her tour bus like every other 

ñlousy paparazzi,ò Carl had a better plan.  
 

Five days before Amanda was scheduled to arrive, 
Carl got a tip about where she would b e staying.  
Carl scouted out her hotel and took notes on the 
dress code and routines of the hotelôs staff. He 
ordered a uniform online that would help him 

blend in with the hotel staff, then booked a night 
at the hotel at the same time Amanda was 
scheduled  to be in town.  
Carl checked into his room just before Amanda 
arrived, taking his camera, a tripod, a bottle of 
champagne, and his hotel outfit in an 

inconspicuous duffle bag.  While she got settled 
in her room, he changed into the hotel uniform, 
put the c hampagne on ice, and waited in his 
room.  He cracked the door open and listened for 
the sound of Amanda leaving. The moment she 
opened her door, he popped into the hallway with 
the iced champagne in hand and a towel draped 

over his arm.  
 

ñMs. Overtree, a gift from the hotel,ò he told her, 
nodding toward the champagne in his hand.  

 
ñOh, how very nice,ò she replied. ñBe a doll and 
leave it in my room, wonôt you?ò She held the 

door to her room for Carl, who slipped in as she 
walked away.  When the coast was c lear, Carl 

propped the door open, ran back to his room, and 
grabbed his camera. Carl proceeded to rummage 
through her luggage and film everything he saw.  

 

After he was finished, he set his camera on the 
tripod and recorded a short stand -up teaser for 
the nightly news. ñTonight, an exclusive, behind-
the -scenes look at Amanda Overtreeôs life on the 
road.ò 

 
Later, as he edited his segment for the evening 

news, Carl patted himself on the back. This will 
finally get me to the big leagues , he thought. With 
a self -assured smile on his face, he sauntered into 
his bossôs office and presented his work. But 

instead of praising him, as he expected, Sarah 
seemed stunned.  

 

ñThere's no way we can run this footage!ò she 
roared. ñHave you no decency? You could face 
criminal charges for invading a personôs privacy 
like that. This is the final straw! Pack up your 
things. Youôre fired!ò  
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Carl was recalcitrant. ñIôm not wasting my time 

with you any longer. I can sell this to any other 
station and make goo d money.ò Carl yelled as he 
stormed out of Sarahôs office, slamming the door 

behind him. It was the end of Carlôs tenure with 
Channel 3 News but the start of his freelance 
career.  

 
At first, Carl felt energized by the seemingly 
limitless possibilities of f reelancing. Carl quickly 
realized, however, that selling stories to local 

news outlets was more difficult than he had 
anticipated. He would spend days on a story only 
to have it rejected by television stations and 
newspapers. On more than one occasion, he saw 
a story of his run just days after pitching it to a 
news editor, but it had been written and produced 

by one of the outletôs own reporters. 
 

After a month of struggling, Carl decided to 
change his business plan. Rather than selling 
stories to other out lets, he would be his own 
publisher. Dusting off the skills he learned in his 
MIS classes, Carl registered a domain and 

subscribed to a web hosting service. Within 
hours, he had his own news blog up and running. 
He planned to generate revenue through Goog leôs 
DoubleClick advertising services as well as the 
occasional sponsored story purchased by local 
businesses. All he needed now was some eye -
catching original content.  

 
5. M ARY AND CARL UNITE  

 
Only a couple of years had passed since Mary and 
Carl graduated  from college, but Mary was so 
engrossed in her business that she didnôt notice 

Carlôs absence from the Channel 3 Evening News.  
It had been several months after Carlôs falling out 
with the Channel 3 News brass before Mary ran 
into Carl at a Fourth of July  Parade. The local 
chamber of commerce had hired Mary to film the 
parade and produce a short promotional video 
about the community to attract new businesses. 

Carl, meanwhile, had attended in the hopes of 
cornering the mayor for an exclusive interview to 
post on his struggling freelance news blog.  
 

After the parade, Mary met Carl at a nearby coffee 
shop to catch up. ñItôs hard right now, but Iôm 
finally starting to build a following,ò Carl told 

Mary.  
 
ñI know what you mean,ò Mary commiserated. 
ñIôve been working on Birdôs Eye for two years, 
and Iôm only now starting to earn a profit.ò 
 

ñReally? The chamber must have deep pockets, 

right? Maybe youôre not charging enough,ò Carl 
joked.  
 

ñI wish it was that simple. The fact is, most of 
what Iôve made over the last couple of years, Iôve 
reinvested in the business.  Itôs hard work, but I 
love it.  Just look at this footage I took today with 
my newest drone.ò Mary pulled out her phone, 
and after a few taps on the screen, handed it to 
Carl.  

 
ñWow,ò was all Carl said as he watched the 
screen.  The footage panned over the parade from 
above the treetops before dropping down and 
passing through a row of the high school 
marching band. ñHow high can you fly this thing?ò 

 
ñBasically as high as I want,ò Mary replied. ñItôs 
rated to go a kilometer in any direction, but itôs 
illegal to fly it beyond your line of sight.  Besides, 
most of my clients wouldnôt get much out of a 
kilometer -high aerial shot. But they really go 
gaga o ver a live stream.ò 

 
ñYou can stream this footage live?ò 
 
ñThrough a live-streaming app like Periscope. You 
download the app to your phone or tablet. See?ò 
Mary said as she pulled out her tablet. ñIôve set 
up my tablet to feed from the droneôs camera 

inste ad of the built - in camera. While Periscope 
runs in the background, I can fly the drone with 

the separate drone app.ò Mary deftly tapped and 
swiped the tablet screen, switching effortlessly 
between the applications until the droneôs 
controls were stacked al ongside the Periscope 

ñbroadcastò button. ñAnyone with a smartphone 
or tablet can see the live feed from the drone, and 
they can even provide live feedback. Once a 
broadcast is over, I can post and share the 
recording with anyone or everyone.ò 
 
Carl was su ddenly struck with an idea. ñHey, I 

know you were filming for some promotional 
video today, but do you have any extra footage I 
could post?ò 
 

Mary thought about it for a moment.  Technically, 
everything she shot at the parade was for the 
chamber, but what could be the harm in helping 

out Carl with some B -roll footage? ñSure,ò she 
said. ñIôll send you some spare footage this 
afternoon, as long as you post a link back to my 
Birdôs Eye website.ò 
 
Carl agreed, and Mary headed back to her studio, 

unsure of what she could give up without using 
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the footage she would need for the chamberôs 

promotional video.  As she combed through the 
footage, she started to play with shots of the high 
school marching band. After she had a few 

minutes of video stitched together, she  decided 
to overlay the audio she had captured of the band 
playing the high schoolôs fight song. Satisfied with 
the result, she posted the video to her studioôs 
Vimeo channel and shared the link with Carl.  
 
Within hours of posting Maryôs footage on Carlôs 

blog, the footage went viral. The video was wildly 
popular among the high school community, with 
parents and students alike sharing it across social 
media. In short order, the video became the most 
viewed post in this history of his blog. It also 
generated  a lot of traffic back to the Birdôs Eye 

page, and Mary started getting calls from brand 
new clients who were blown away by the footage.  
 

6. CARLôS BIG STORY 
 
Weeks passed before Carl stumbled across a 
news tip that, if true, would generate substantial 

tra ffic to his blog. Ron Johnson, the CEO of 
Johnson Development Inc. recently won a bid to 
build a new, $120 -million public housing project. 
Many of his competitors who submitted bids on 
the project accused him of greasing palms around 
city hall to win the b id.  

 

Rumors surrounding Ronôs close relationship with 
city leaders were common in the construction 

industry. Although his firm was occasionally 
outbid, it seemed like the city always chose 
Johnson Development for the most lucrative 
projects. The local med ia had looked into these 

rumors in the past but were unable to uncover 
any real evidence to corroborate the claims of 
corruption, so no accusations were reported.  

 
Carl, however, was desperate for a good story 
and decided to investigate the accusations fo r 
himself. After talking with a handful of sources in 

the industry, he learned Johnson Developmentôs 
bid was actually slightly higher than other bids 
submitted. Through a meeting with one of Ron 
Johnsonôs main competitors, Carl learned of a 

rumor about Ron  having an affair with Olivia 
Brown, the city planner who oversees the cityôs 
construction projects.  

 
ñIf this is true, I could scoop every news outlet in 
the state,ò Carl told himself. He decided to have 
a closer look into Ronôs private affairs. While 
st aking out Ron one morning, he happened to 
hear Ron on a phone call while leaving his office. 

Carl heard Ron talking about a meeting in the 

penthouse of the Ritz -Carlton Hotel, just a few 

blocks from the Johnson Development offices.  
 

Why would Ron meet someone in a hotel if his 

office is just 10 minutes away?  Carl thought. He 
decided to find out more about that mysterious 
meeting at the Ritz.  

 
Carl followed Ron to the Ritz -Carlton and watched 
as he breezed past the check - in desk headed  
straight to an elevator. As the elevator doors 

closed behind Ron, Carl watched the floor 
indicator as the elevator climbed.  When it 
stopped on the 22nd floor, Carl realized that this 
must be the meeting.  Unfortunately, Carl was too 
late to attempt his f ake room service routine.  
Carl walked outside and gazed up the side of the 

building.  The 22nd floor was at the top, and the 
penthouse provided an unobstructed 360 -degree 
view of the city through its large plate -glass 
windows.   

 
Carl was frustrated. The Ritz was the tallest 
building in this part of city, and there was no way 

he could get high enough to see through the 
penthouse windows.  Just as he was about to give 
up, he noticed a small flock of pigeons land on an 
awning just above the penthouse. Struck  with an 
idea, Carl pulled out his phone and dialed Maryôs 
number.   
 

7. CAUGHT IN THE ACT  
 

ñMary? Itôs Carl. What are you doing right now?ò 
he asked, still peering up at the pigeons atop the 
Ritz.  

 

ñOh, hi,  Carl.  Iôm just editing together some 
video for a client.  Whatôs up?ò 

 
ñActually, Iôm hoping you could tell me,ò Carl 
joked. ñIôm working on a big story right now, but 
I need your help. Specifically, I need a birdôs-eye 
view, and I instantly thought of you. Can you 

meet me at the Ritz with that drone y ou told me 
about --the one that can live stream video?ò 

 
ñYeah, I think I can pencil you in.  What day and 

time do you need me?ò Mary asked as she pulled 
up her appointment schedule.  

 

ñToday, and right now,ò Carl answered. ñTrust 
me, it will be worth it.  T his could be the biggest 
story this cityôs seen in years. Iôll pay you double 
your hourly rate.ò 

 
Mary looked at the clock and considered Carlôs 

offer.  She had been editing all morning, and the 
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time had gotten away from her. She decided it 

would be good t o get outside, and the premium 
rate wouldnôt hurt.  ñSure, let me grab my things. 
Iôll meet you there in 15 minutes.ò 

 
As Mary arrived at the hotel, she saw Carl 
standing in an open parking spot just off the 
sidewalk.  He waved her into the spot and met 
her at the back of her equipment van. ñIôm glad 
you could make it,ò Carl told her. ñLetôs get that 
drone flying.ò 

 
Mary pulled the drone out of the van and set it on 
the sidewalk. ñSo what exactly is this story?ò Mary 
asked Carl as she turned on her tablet a nd started 
the drone. Within seconds, it was hovering just 
overhead. Carl gave her in the login information 

for his Periscope account. With one tap, the feed 
from the drone would start live streaming on 
Carlôs blog. 

 
ñThe story is all the way up there,ò Carl said as 
he pointed to the top floor. ñYou know that new 
housing project on the east side? I have reason 

to believe Ron Johnson cheated the bidding 
process, and the proof is in the penthouse as we 
speak.ò 

 
Mary recognized the name from her work with th e 
chamber of commerce.  Ron served on the 
chamberôs board of directors, and Mary had taped 

an interview with him for the promotional piece 
she put together. She began to wonder if helping 

Carl was still a good idea, but Carlôs enthusiasm 
and her own curios ity led her to start flying the 
drone up to the penthouse.  She wasnôt recording 
anything yet, so what could be the harm in simply 

looking through the windows to see what Carl was 
so excited about?  

 
Carl huddled next to Mary as the drone reached 
the penth ouse, both of them carefully watching 
the tablet screen.  Carl pointed to what looked 
like two people standing in a far corner of the 

room.  ñSee if you can get closer,ò he said. 
 

Mary guided the drone around to the opposite 
side of the building, near the corner where the 

two figures were standing.  She glanced away 
from the screen to watch the drone glide around 
a corner, beyond her field of view.  She knew she 

shouldnôt lose sight of the drone, and anxiety 
started to build in the pit of her stomach.  This  is 
only temporary,  she thought to herself. Besides, 
Iôve flown the drone farther away before. I can 
bring it back in a jiffy.  

 

Back on the tablet screen, Mary recognized one 

of the figures was, in fact, Ron Johnson.  He 
appeared be talking to a woman that  Mary had 
never seen before.  The woman reached out and 

touched Ronôs arm, and the two met in a sultry 
embrace.  Just as Mary realized what she was 
watching, Carl snapped his fingers. ñThatôs it!ò he 
exclaimed. ñStart the feed now!ò 

 
Mary began to panic. ñWait, what are we doing 
here, Carl? Who is this woman?ò 

 
ñJust trust me,ò Carl reassured her. ñThis is going 
to be big news. People will want to know whatôs 
happening in that room right now.ò 

 
Mary remained frozen, unsure of what to do. 

ñListen, if youôre not willing to do it, just give me 
the controls and Iôll take over,ò Carl said, reaching 
for the tablet. Mary recoiled for a moment, then 
looked up at Carl.  

 
ñIéò she began. 
 

 
8. C ONCLUSIONS  

 
With its focus on the intersection of technology, 
ethics, and law, this case aims to demonstrate 
some of the dilemmas faced by the deployment 
of cutting -edge technology within an ethical and 

legal decision -making context.    
 

One of the reasons for the incr easingly successful 
results of Birdôs Eye Photo & Video is the 
competitive advantage attributed to Maryôs 
technological acumen.   By using drones, 

complete with live streaming capabilities through 
the Periscope application, Mary has helped to 
create an incr ease in demand for her products 
and services.    
 
Maryôs reunion with a college friend, Carl, who 
had a brief journalism career before being fired 

for ethical viola tions,  tests Maryôs mettle.  Mary is 
forced to decide whether  or not  she should 
comply with instructions from Carl, who hires her 
to do some filming for his blog.  Specifically, Carl 

wants Mary to use her drones to privately film a 
meeting in a  hotel suite between a city official, 
Olivia, and a local businessman, Ron.   Olivia 

oversees the cityôs construction projects, and Ron 
routinely submits and is awarded bids for 
development pro jects for the city.    
 
The case probes the separate technological, 
ethical, and legal issues involved and also 

exam ines the intersecting areas.  It  illustrates 
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that technological advances can raise a host of 

challenging and complex issues when viewed 
from the framework of making ethically 
responsible , and even legally compliant , 

decisions.     
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Appendices and Annexures  
 

 
DISCUSSION QUESTIONS  

 
MIS and Business Questions  
 

1.  What are some of the challenges that will need to be overcome  before drones are more broadly 
used and what kinds of needs and niches might drones fill in the future?  

2.  How could drones potentially change Maryôs business? 
3.  What kinds of businesses could most benefit from drones?  

4.  How have drones evolved in the last coupl e of years?  What other technologies were first used 
by the military and then by the public (i.e., went from proprietary technology to infrastructural 
technology)?  

5.  In addition to technological issues, what other issues are customarily faced by entrepreneurs as 
they launch their business idea to market?   

 

Ethics Questions  
 

1.  Should Mary push the button and stream the scene live?  

2.  What are some potential disadvantages/downsides and some potential advantages/upsides of 

the ubiquitous availability of drones?   

3.  Does Mary owe any duty to the chamber of commerce?  What ethical issues are presented by 
the apparent personal relationship between Ron Johnson and Olivia Brown?  

4.  Should law enforcement agents be allowed to use drones for security reasons?  
5.  What ar e some of the implications of using live streaming applications such as Periscope?  

 
Legal Questions  
 

1.  If Mary starts the live video stream, is she committing a crime? What kind of penalties could 

she face?  

2.  If Mary starts the live video stream, could she fac e civil liability? Is her business liable?  

3.  Should Mary continue running Birdôs Eye Photo & Video as a sole proprietor? What are her 

options? How could she benefit from forming a business organization that could provide her with 

liability protection?  

4.  How do  laws regarding recording of private conversations vary among states?  

5.  What legal issues are presented by Mary entering into a lease agreement for the use of her 

drones?  What legal issues are raised by Mary hiring a contracted assistant for occasional help  

with her business?  What legal issues are posed by Carl being fired by Sarah?  

  
 
 

  



Information Systems Education Journal (ISEDJ)   15 ( 2)  
ISSN: 1545 -679X   March  2017  
__________________________________________________________________________________________________________________________  

_________________________________________________  
©2017 ISCAP (Information Systems & Computing Academic Professionals)  Page 40  
http://iscap.info  

Teaching Case  

 
Tourism through Travel Club: A Database Project  

 

 
Renée M. E Pratt  

rpratt@isenberg.umass.edu   

University of  Massachusetts Amherst  
 

Cindi T. Smatt.  
cindi.smatt@ung.edu  

University of North Georgia  
 

Donald E. Wynn  
dwynn1@udayton.edu   

University of Dayton  
 

 
Abstract  

 
This applied database exercise utilizes a scenario -based case study to teach the basics of Microsoft 
Access and database management in introduction to information systems and introduction to database 
course.  The case includes background information on a start -up busin ess (i.e., Carolôs Travel Club ), 

description of functional business requirements, and sample data.  Carol is a young entrepreneur who 
wishes to start her own business. Starting a new business has required Carol to be more efficient with 

her resources.  She desires  a way to organize her data and would like a computerized database 
management system .  Students are asked to design and develop a da tabase to help her manage  the 
new companyôs customers, products, and purchases by emphasizing effective business rules and 
professional database development.  In addition, this case will explore the benefits of working with MS 
Access, data population, creation and development of forms, queries, reports and a switchboard to 

complete the requirements expressed by Carolôs Travel.  This case can be used in a course where the 
students have little or no prior relational database experience, as well as a more intermediate/advance 
level of experience.  Teaching notes containing suggested guidelines, deliverables, and the resultin g 
database containing data, forms, queries, reports, and switchboard are provided upon request.  
 
Keywords:  Database Development, MS Access, SQL  
 

 
1.  CASE OPENING  

 
Carol loves to travel! Each time she is ready to 

visit a new city, she has always  wished there was 
a database that logged many of the great 

attractions, sites, and events  of the cities . In 
college she majored in Marketing and 
remembered seeing so many clunky and 
misinformed websites. Many people, including 
friends and family, consistently mentioned the 
difficulty in searching for city information when 
traveling. To solve this issue, Carol ca me up with 

the idea of creating a list of all the sights in the 

major cities that she and her friends typically 
visited  or wanted to visit . Her lists became so 
popular that she decided to make a business out 

of her idea. Now as an entrepreneur, she is 
chal lenged to build a system that will allow 

tourists (friends or not) that have registered as 
members to view the information that she has 
collected about cities. Thus, Carolôs Travel Club 
was born.  
 
Carol wants to be more efficient with her 
resources. She h as been using spreadsheet 

software to keep track of the different sight -

mailto:rpratt@isenberg.umass.edu
mailto:cindi.smatt@ung.edu
mailto:dwynn1@udayton.edu
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seeing activities. She needs a better way to 

organize her data and would like a computerized 
database management system to help manage 
the attraction information and provide summary 

reports for each city.  She wants to start small 
and then eventually grow into a complete travel 
business.  
 
You are challenged to help Carol make her 
dreams come true. She has provided a series of 
questions and business rules that will help you 

develop a da tabase that will store tourism and 
event information and allow others to search and 
prepare for their up coming travels.  You will 
develop a database with 5 cities and some of their 
attractions and sights.  

 

2. FUNCTIONAL REQUIREMENTS  
 
Carol wants a database that allows her to track 
member and employee information. Members are 
either free or paid (premium). She also needs to 
manage the numerous attractions and sights 
around the world. In addition, she needs simple, 

effective forms for entering the data about e ach 
attraction and location information.  
 
Carol would like to organize and track:  
¶ Member Information  
¶ Employee Information  
¶ Attraction and Location of Trips  

¶ Club Membership and Payment  
 

She would also like to address a number of 
concerns and requests provided by her 
employees and members:  
Å To provide our members with the opportunity 

to review and reserve different attractions in 
cities all around  the world . 
Å There are multiple locations (city, state, 
country) and each location has multiple sights.  
Å There are approximately 9 categories 
(museums, theaters, food, etc). Each category 
may have multiple attractions  but each 

attraction  has only one category.  
Å As a paid member (premium) you can request  
reservations for major attractions. As a viewing 
membe r (free) you  can  only see information 

and cannot have reservations  made on your 
behalf . 

 

Carol has already been collecting the data in Excel 
and Word documents. These documents can be 
found in the Appendix (or attached). The next 
several sections explain f urther details on the 
database development (e.g., ER -diagram, data 
dictionary), the forms, queries, and reports and 

the navigational page.  

Member Scenario  

When you initially approach Carolôs Travel Club, 
there are two member choices ï free or premium. 
As a free member, access to city information and 

sights are available for viewing. With a premium 
membership, a member can access city and sight 
information, build an itinerary and use our club 
employees to set reservations for different 
attractions on your i tinerary. Currently the 
premium membership is an annual $60 fee 
starting from the day you purchase it. During 

your membership you may create itineraries and 
reservations for during the membership time 
period. At the current time, Carol collects member 
name , address, phone, email preferred vacation 
location and their membership. (See Appendix Fig 
1)  

 
Employee Scenario  
Each employee accesses the database for a 
number of reasons. Their primary task is to make 
reservations for the attraction requests on each 
premium memberôs itinerary. They are to check 
for open reservations and complete any that are 

not closed. At the end of each day, the manager 
will print a report of all closed 
itineraries/reservations. In order to know who our 
employees are we request their name, email, 
phone and location (ex: Miami, FL, USA). Since 
this company is a pure -play business, there is no 
reason to know exact addresses at this time for 

employees. They are paid direct -deposit through 
a secured online banking system. (See Appendix 

Fig 2)  
 
Attractions/Sights  Information  
Attractions and sights around the world have 

been broken down into categories (see Table 1).  
Each category may have multiple attractions/ 
sights but each attraction/sight has only one 
category.  
 

Table 1. Attraction cate gories  

Code  Category  

C1 Art  

C2 Fashion  

C3 Food  

C4 Museum  

C5 Music  

C6 Performance/Entertainment  

C7 Sporting Events  

C8 Statues and Monuments  

C9 Tours  

 
Each of the categories have specific opening 
months. Art, Food, Museum, Music, Performance/ 
Entertainment, and Tours are open year round. 
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Fashion, Sporting Events, and Statues and 

Monuments are open from March to November.  
 
Each category has multiple attra ctions. These 

attractions each belong to only one city location. 
In order to create reservations, itineraries, and 
reviews for the different attractions, you will need 
to collect some basic information about each. See 
Figure 3 for some sample data.  

 
4 . FOR M REQUIREMENTS  

 
Carol and her employees need several user -
friendly forms to enter data into the database. 
Two types of forms are needed ï input forms and 
application forms. The input forms are data entry 
forms or forms that replicate t he information in 

the  database.  The application forms combine 
information from multiple tables to pro duce 
related table information.  The functional 
requirements for the input and application forms 
are provided below . 
 
Input Forms  

Input forms are to allow the employees to enter , 
edit, or query data in given table.  These forms 
are to be columnar type forms that display data 
or allow for input of one record at a time.  The 
forms are to be user friendly with all the field 
labels consisting of user - friendly descriptive 
names.  

 
Inpu t/Query forms are to be developed for the 

following tables:  
Å Employee information Form  
Å Attraction /Sight Page Form  
Å Location Information Form  

Å Attraction  Category Form  
 
Application Forms  
 

1. Membership/ Payment Form: This form is 
an entry form for the memb ers and includes 
any payment information for premier 

members. This form should include all of the 
Member table information. If the member is a 
premier member then there should be 
payment information. The subform includes 

payment ID, amount, payment type, a nd 
payment date.  

 

2. Reviews  by Member: This form is an entry 
form for the member reviews of the 
attractions and sights that members have 
visited. This form should include review ID, 
member first name, member last name, 
attraction name (drop -down list), comment, 

and rating.  

3. Reservations (open only ï 

intermediate): This form is an entry form 
for member reservations. This form should 
have three parts: member type check, 

itinerary information, and reservation 
information. The upper portion should include 
pre mier member checkbox, member first 
name, and member last name. The middle 
portion should include itinerary ID and start 
and end dates of vacation. The bottom 
portion should include reservation ID, 

employee ID, attraction  name (drop -down), 
day of reservatio n, estimated time, number 
of visitors, and name to place reservation 
under.  

 
4. Switchboard : The database is to have a 

menu system designed for our everyday 
users. The menu is to be user - friendly and 
contain selections for all the forms and 
reports. The manag ement team is open to 
design and look, so any template or design 
choices are feasible.  Your switchboard at 
minimum should meet the following 

requirements:  
a.  Contain menus  for Input Forms, 

Application Forms, and Reports  
b.  The main menu is to contain an exit 

selection that will exit the database 
application.  Each smaller menu should 
contain a return link to the main menu  

c.  The menu is to be executed automatically 
when the database is opened and the 

database window is to be displayed in the 
background.  

d.  All forms and reports created in the earlier 
sections should be included in their 

appropriate sections.  
 

Note:  Each part of the switchboard should be 
user friendly. Therefore, there should be an easy 
way to move in and out of menu selections.  Donôt 
forget you shoul d have exit buttons on your 
forms /reports to close them properly! (Donôt just 

use the x in the upper corner)  
 
Double check that your forms are usable and 
enter data to verify.   

 
5 . QUERIES  

 

A variety of queries are  required to  extract  
meaningful and accurate data. In order for Carolôs 
Travel Clubôs employees to be more efficient  and 
effective with their members ,  reservations,   and 
locations , data must be extracted and  filtered to 
answer fundamental  and  essential  questions.  
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We hav e determined that the initial queries to be 

included in the database are below .  
 
All query column headings are to  be clear, concise 

and accurately  describe  the  contents  of the 
column   to   the   average   user.  Only  universally 
accepted  abbreviations are  to  be used. All 
queries, when printed out,  should fit on standard 
paper when printed in landscape mode (11ò by 
8İò). The queries  are to be named as they are 
listed below . 

 
Basic Queries  
1.  Current Member List:  List all members in 

the database.  Order by membe r last name 
and then first name.  

2.  Things to Do: Display all activities and their 

corresponding  categor ies. Sort in ascending  
by category . 

3.  Cities and their Activities:  List all 
attractions and their addresses,  include  their 
cities, states, and countries.  Sor t by Country 
and City.  

4.  Closed Reservations:  How many 

reservations has an employee completed?  
Show all completed reservations include 
reservation ID, reservation name, attraction 
name, day, employee name associated with 
reservation. Sort by reservation ID.  

5.  Reservation Summary :  List all reservations 
in the database.  Display reservation ID, 

employee ID, attraction name, day, 
estimated time, number of visitors, and name 
the reservation is placed under. Order by day.  

6.  Premium Members:  List all premium 
members in the database , include all member 
information . 

7.  Museum Listing:  Show all museums in their 
given cities, states, and countries. Order by 
City.  

8.  City Information:  Display  information  about 

Berlin, Germany , include city information, all 
attractions/sights and the associated 
categories.  

9.  3 S tars or Higher :  Display members  and 
their reviewer comments with a rating of 3 or 
higher.  

10.  Member City Attraction Search: a) Display 

a city (memberôs choice) and country with the 
act ivities and sights in that city, include the 
categories of each of the attractions. Sort by 

category. b)  Run the same query but give the 
member choice by country. Sort by city  

11.  Top Attractions Reserved: Display the top 
5% attractions that have be en reserved. List 
the attraction name, city, and entry fee.  

12.  Membership Expiration:  Calculate the 
expiration date of memberships.  

13.  Total Reservation Cost: Calculate the total 
cost of entry to the attraction reserved. 
Display member name, attraction name, 

date, number of visitors, city, and entry fee. 
Sort by date.  

Intermediate Queries  

14.  February  Activities and Sights:  Show all 
activities available in February. Display 
attraction name. Sort in ascending order 
(Hint: use Month function).  

15.  September  Reservations:  Show all 
reservations in the month of September. 
Display the date of reservation, attraction, 

reservation ID, reservation name, number of 
visitors, member first name and member last 

name.  

16.  June Payments:  Show all membership 
payments for the month of June.  

17.  December Expirations:  Show all members 
expiring before December 2016 . Display 

member ID, member name, payment date, 
and expiration date. Sort by member ID.  

6 . REPORT REQUIREMENTS  
 
Carol requires a number of reports both for her 
employees and her  members. Below are the 

required reports. Label all sub - totals and grand 
totals appropriately with user - friendly 

descriptions to the left of the totals. Finally, to 
provide a more detailed and accurate 
appearance, all sub - totals should have a line 
above an d the grand total should have a double 
line above the total.  

 
1.  Things To Do Report:  Categories and 

activities within each category. List in 
ascending by category . 
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2.  Number of Visitors per Sight:  Visited 

sights and their member counts. List in 
ascending by si ght . 

3.  Total entry fees for complete itinerary : 

Calculate the total amount due for the 
itinerary for all sights a member is visiting. 
Make sure to include the itinerary id, 
reservation id, start date, end date, number 
of visitors and entry fee. [Hint: this m ay be 
done best with creating a query first]  

4.  Premium Members Report:  Premium 

membership . List all premium members, 
order by last name.  

5.  Member Receipt:  Premium membership 

payment receipt . This is an opportunity to see 
each member and their payment informati on 
(payment date, payment amount, and 

payment type)  

6.  Monthly Reservations Report:  Current 

Reservations by ómonthô. Grouped by month 
and day, we are able to see each member, 
their attraction and city, and the employee 

who handled the reservation.  

7.  Completed Payments Report:  Total 
payments for ómonthô. This report includes 
member information and payment 
information grouped date.  

7 . CONCLUSIONS  
 

Once you have completed all the functional 
requirements, Carolôs Travel Club is now prepared 
to manage reservations a nd itineraries for their 
paid members and general travel information for 

all members.  
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Appendices  
 

ID  

Member  

Name  Address  Phone  MbrEmail  

Preferred 

Vacation 

Location  

Are you 

a 

Premiere 

Member?  

1 Mary Hart  

255 Amherst Lane 

Amherst, MA 01003 

USA 413 -897 -6543  

mhart@  

amherstlane.com  London  Yes 

2 

Charles 

Montgomery  

10 Charlotte Road 

Austin, TX 78610 

USA 521 -555 -6666  

gotexas@  

test.com  Dublin  No 

3 

Jorge 

Calhoun  

5068 Orlando Court 

Orlando, FL 32801 

USA 786 -321 -8912  

jcalhoun@  

monstermail.com  Milan  Yes 

4 Emily Sharp  

424 Stanbeck Place 

Bradenton, FL 

34204 USA  941 -234 -0152  

sharpland@  

csharp.com  Dublin  No 

5 

Thomas 

Smith  

21 Thompson Lane 

Cleveland, OH 

44107 USA  424 -852 -9525  

tsmitty@  

smithfamilyrocks.  

com  

Fort 

Lauderdale  No 

6 Mark  Lewis  

2502 Seaworthy 

Drive Atlanta, GA 

30345 USA  770 -982 -1314  

marlew@  

lakta.net  London  No 

7 Julie Jacobs  

425 Madison Park 

Drive Nashville, TN 

37218 USA  615 -952 -2532  

queenj@  

soundstuff.com  Dublin  No 

8 

Terry 

Stewart  

5226 University 

Drive Plano, TX 

75023 USA 252 -232 -1157  

stewbaby@  

planethane.net  Paris  No 

9 

Donald 

Parker  

6811 Calista Road 

Carlsbad, CA 92008 

USA 442 -957 -5322  

parkhere@  

cccaltat.com  Cincinnati  No 

10  

Samuel 

Dear  

6262 Lakeland 

Drive Techny, IL 

60082 USA  606 -522 -6690  

sdear@  

aolmailx.com  Berlin  No 

11  

Alise 

Jankovic  

375 10th St NE 

Washington, DC 

20004 USA  202 -851 -2522  

alisej@  

uwad.edu  Milan  No 

12  

Sebastien 

Toms  

2525 North Main 

Street San Jose, CA 

95115 USA  902 -559 -9115  

sebtom@  

sebserver.com  Berlin  No 
Figure 1 . Member Table Data  
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Employee  
ID Employee Name  EmpEmail  EmpPhone  EmpCity  EmpState  EmpCountry  

1 David Convoy  dconvoy@carolstravel.com  888 -543 -8932  Miami  FL USA 

2 John Davidson  jdavidson@carolstravel.com  888 -702 -5912  Miami  Fl USA 

3 Emily Sharp  esharp@carolstravel.com  020775095022  London    England  

4 Jerry Hallowell  jhallowell@carolstravel.com  888 -702 -5912  Miami  FL USA 

5 
Teresa Wright -
Maven  twright@caroltravel.com  888 -702 -5912  Miami  FL USA 

6 Edward Hirsch  ehirsch@carolstravel.com  020782321540  London    England  

Figure 2. Employee  Table Data  
  

http://www.isedj.org/
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Attraction  Address  Phone  Type  Website  Cost  

Louvre 

Museum  

4 Place du 
Louvre, Paris 

75001  

+33 1 40 20 

50 50  Art  http://www.louvre.fr/en  

16.71  

Eiffel Tower  

5 Avenue Anatole 
France, Paris 
75007  

+33 892 70 
12 39  Monument  http://www.toureiffel.paris/  

17.00  

Arc De 
Triomphe  

Place Charles de 

Gaulle, Paris 
75008    Monument    

0.00  

Musee 

d'Orsay  

1 Rue de la 
Legion 
d'Honneur, Paris 

75007  33140494814  Art    

0.00  

Jules Verne 
Restaurant  

5 Avenue Anatole 

France, Paris 
75007  

+33 892 70 
12 39  Food    

0.00  

Eiffel Tower  

5 Avenue Anatole 

France, Paris 
75007  33892701239  Monument  http://www.toureiffel.paris/  

26.00  

Seine River 
Cruise  

Seine River, Paris 
75007  33180421  

Entertain -
ment  http://viator.com  

36.00  

Tour de 
France  

Around France, 
Paris 75007    

Sporting 
Event  http://en.parisinfo.com  

0.00  

Le Marais  

Aristocratic 
District, Paris 
75001    Fashion  http://www.aparisguide.com  

0.00  

London Eye  

South Bank of the 
River Thames, 
London SE1 7PB    Monument  http://www.visitlondon.com/  

29.99  

British 

Museum  

Great Russell St, 

London WC1B 

3DG   Museum    

0.00  

National 
Gallery  

Trafalgar Square, 
London WC2N 
5DN    Art    

0.00  

Tower of 

London  

Tower Hill, 

London EC3N 4AB    Monument  

http://www.hrp.org.uk/tower -of -

london/  
30.55  

Statue of 
Liberty  

Liberty Island, 
New York 10004  

(212) 363 -
3200  Monument  http://www.nsp.gov  

26.00  

The 

Metropolitan 
Art Museum  

1000 5th Ave, 
New York 10028  

(212) 
5357710  Art  http://www.metmuseum.org  

12.00  

Yankee 
Stadium  

1 E 161st St., 
New York 10451  

(718) 293 -
4300  

Sporting 
Event  http://www.yankees.com  

0.00  

Best Clubs in 
New York  

245 8th Ave 

#192, New York 
10011  

(917) 300 -
8187  

Entertain -
ment  http://www.bestclubsinnewyork.net  

25.00  

Keens 
Steakhouse  

72 W 36th St., 
New York 10018  

(212) 347 -
3636  Food  http://www.keens.com  

0.00  

Figure 3 . Attractions Sample Data  
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Abstract  
 
The Piranha Solution ® is a complex and valuable integrate d chemical supply inventory management 

system protected as a trade secret by its asset holder, the Confluence Corporation .  The Piranha  program 

is the lifeblood of the corporationôs growth and success in the chemical supply industry.  A common 
definition o f trade secret  is ñany information you donôt want your competitors to have,ò and this 
statement couldnôt be truer for the much sought after Piranha Solution ® .  The advantage of a trade 
secret is the potential to keep unique details of an invention a secret  forever, as opposed to alternative 
protections such as a patent, which require public disclosure .  But in order to retain assets as trade 
secrets, the holding company must take ñreasonable stepsò to insure the security and secrecy of 
undisclosed, unique d etails .  These steps for Intellectual property security inevitably include a computer 

and information system component, especially when the asset is digital, as is the case with the Piranha 
Solution ® .  In this case, while Confluence Corporation appropriate ly focuses on, and continuously 
monitors for, external threats to the Piranha Solution ®, internal threats that may compromise the 
system are largely ignored .  Failure to take proper precautions to protect their assets, a not uncommon 
business scenario, wil l ultimately be disastrous for the company .  How to identify and avoid missing 
these important issues, and what reasonable steps may be taken to protect corporate intangible assets, 

is the focus of this case study based on actual events known to the author s. 
 

Keywords: IS Strategy and Management, IS Security, Intangible Assets, Trade Secrets, IS Policy & 
Protections.  

 
1.  GOOD EVENING CONFLUENCE 

CORPORATION  
 
The late -night summer celebration at Confluence 
Corporation headquarters in Saint Louis, 
Missouri, was a spectacular affair .  Tables set up 
in the 14th floor conference hall were covered 

with linens in the companyôs trademark indigo 

blue, and laden with heaping plates of gourmet 
cheeses, smoked salmon, and bite -sized filet 
mignon .  There were cobalt crystal glasses to dip 
into the  champagne fountain, and even some 
appetizers with a Trinidadian influence to honor 
the companyôs co- founders: curried shrimp, aloo 
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pies, and raw oysters bathed in a sweet -hot 

cilantro sauce .  The party marked the opening of 
the newest corporate branch of Confluence (in 
Hawaii) and concurrently the hiring of the 

corporationôs 100th sales staff employee.  
Business was booming, and the Confluence family 
was growing and celebrating amid the glow of 
what seemed to be unstoppable success.  
 
Although adding a new office is an important 
milestone, the summer evening had an even 

stronger basis for celebration; Confluence 
Corporation was quickly rising to become a 
national leader in the chemical supply industry.  
Growing at a rate of over 15% per year, the 
burgeoning company was divided among two 
dozen U.S.  branch sales offices and distribution 

sites, each with its own sales staff of a manager 
and an average of 4 -6 trained personnel.  
Confluence employees all knew the key to the 
corporationôs exponential success was a complex 
and highly coveted trade secret inventory system 
known as the Piranha Solution®.  The program, 
dubbed after the strongly oxidizing chemical 

mixture of Hydrogen peroxide and Sulfuric acid 
used to clean organic residues (as well as the tiny 
Amazonia n razor - toothed fish), was a marvel of 
ingenuity.  Its multi - layered secure design 
tracked hundreds of thousands of compounds, 
hazard classifications, and compliance data.  The 
system also had the capacity to interface with the 

over 60,000 chemical classif ications in the 
OSHA/EPA (Occupational Safety and Health 

Administration / Environmental Protection 
Agency) Toxic Substances Control Act inventory, 
as well as track signature verification for 
regulatory compliance.  Competitors of 

Confluence begged for lice nsing of the system, 
but co - founder and CEO Dr.  Devlin Khan knew 
his valuable inventory program was the best in 
the country, maybe even the world.  Dr.  Khan 
had considered the potentially lucrative licensing 
route at one time in the early stage launch of  
Piranha, even providing access in the form of a 

ñsneak peekò to a staunch competitor.  He quickly 
retracted his flirtation with licensing, however, 
upon the realization that the Piranha system 
possessed a once - in -a- lifetime uniqueness that 

was unlikely to  ever be duplicated.  Born in 
Trinidad, Dr.  Khan had cut his teeth on the 
chemical exports of ammonia and methanol for 

which his home country was well known.  The 
companyôs Piranha SolutionÈ was the 
ñconfluenceò of CEO Devlinôs chemical knowledge 
and the computer programming expertise of his 
wife Dr.  Tamika Sunil -Khan, also a Trinidad 
native.  Together the Drs.  Khan built a powerful 

chemical supply domain around the tremendously 
intricate Piranha ðno system came even remotely 

close to mimicking its effici ency, safety and pure 

elegance.  
 

2.  ONE BIG CONFLUENT FAMILY  

 
As Confluence Corporation continued to 
accelerate its expansion, employees were added 
to the sales force at a phenomenal rate .  Other 
chemical supply companies were hemorrhaging 
from the loss of th eir best salesmen and women 
to the Khan Empire .  Because the company was 

growing so quickly, it was imperative to have the 
sales force ñhit the ground runningò with a clear 
understanding of both the inventory and its 
management via Piranha .  All members of the 
Confluence sales force were therefore trained on 
Piranha Solution ® and each had open access to 

the system .  Although Tamika and her team had 
established elaborate security from external 
threats for the inventory program (spurred by the 
intense interest of previously mentioned 
competitors, both honest and not -so-much -so), 
the Confluence in -house family of employees and 
founders didnôt see a need for internal security.  

Insider activity against the company was viewed 
as unthinkable .   
 
As a  result of this culture of confidence, 
Confluence didnôt require its sales personnel to 
sign non -competition agreements, which could 
potentially limit employees from leaving the 

company for a direct competitor (and possibly 
taking Piranha secrets with them ) .  The Khans 

knew that there was nothing like the Piranha 
Solution ® at any other chemical supply company, 
and it was this precise asset that was driving 
unprecedented sales and profits .  Salespersons 

were ñbeating down the doorò to secure a position 
at Co nfluence, and knew they would be foolish to 
go anywhere else once they were on board .   
 
The corporation also didnôt see a need to have 
employees sign agreements to keep details of the 
Piranha Solution ® a secret .  It was an unspoken 

rule that everyone prot ected the system that the 
Khans had so carefully constructed; it would have 
been offensive to require Confluence ñfamilyò 
members to sign a document that, by its nature, 

called into question their loyalty and dedication to 
the company .   
 

Therefore because  of this unprecedented culture 
of trust, the usual safeguards for a trade secret 
like the Piranha software, such as restricted 
access and confidentiality agreements, were 
completely absent.  Yet the Khans were confident 
that their prized system was impervi ous to any 

threat, either internal or external.  
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3.  THE PARTYôS OVER 

 
It was on a sultry, warm Tuesday night in June 
that a breach of the Confluence comfort zone 

would first materialize .  Tamika Khan was working 
late that evening at company headquarters in St .  
Louis .  Devlin had already left the office for their 
brownstone townhouse in Soulard, and was 
expecting his wife to follow him home shortly .  As 
Tamika was preparing to shut down systems at 
around 2AM, out of curiosity she checked the 

branch access logs  to see if anyone else was 
working late .  It was midnight at the company 
shop farthest continental west in Happy Valley, 
Oregon, and all was quiet .  The same was true of 
branches in Montana and Iowa .  In Confluence 
sub -headquarters Austin, Texas, not a cre ature 

was stirring either .  All was also tucked away in 
Florida, West Virginia and Illinois .  Feeling tired, 
Tamika had just decided to head home when 
something in the Indiana branch logs caught her 
eye .  Multiple logons beginning just after midnight 
centr al time were scrolling on the screen ð
12:21AM, 12:24AM, 12:31AM ðand on and on 

well past 1AM .  Tamika smiled to herself when she 
saw the access times .  ñOur employees are so 
dedicated,ò she thought.  She put the system to 
bed and headed home.  
 
Just before 8A M the next day, Devlin Khanôs 
mobile phone rang .  On the line was Confluenceôs 

Midwest regional branch manager Evelyn 
Connors, who was just leaving the Iowa office .  

Evelyn checked in with each branch on a weekly 
basis, sometimes even flying to a location to look 
in on operations, the sales manager, and staff .  
ñDr. Khan I havenôt been able to raise the Indiana 

shop yesterday or today,ò she said, sounding a bit 
concerned .  ñI was going to fly out there Monday, 
but Kevin said they were in training this week .  No 
one is answering the office phone, and Iôm not 
receiving a response on anyoneôs cell phone 
either.ò Kevin Roth was the Evansville, Indiana 
branch manager who had come on board about 

six months earlier .  He had a stellar record in 
chemical sales and more than 10 years of 
management experience .  Kevinôs last position 
was working for the mid -sized chemical supplier 

Cold River Chemicals, located in northern 
Indiana .  Aside from a good bit of complaining 
about his lack of bonus this past quarter (During 

his short tenure with the company, Kevin had 
driven the Evansville office to its highest sales 
numbers to date .  However, he had missed the 
six -month corporate residency requirement to 
receive a much anticipated $25,000 quarterly 
bonus by two weeks .  Kevin felt that he had more 

than made up for those missing ten days through 
late night shifts and weekend hours.)   Kevin was 

overall an excellent manager, and well - liked by 

his administrative and sales staff .  He had a 
natural charm and ways of motivating his In diana 
group to aspire to greatness .  And, in keeping 

with the Confluence culture of loyalty, the 
Evansville employees would follow Kevinôs every 
command without question .   
 
Devlin hung up with Evelyn and tried himself to 
contact the Evansville office, the n Kevin, and 
finally the assistant sales manager, Matthew 

Langenstein .  He, like Evelyn, did not receive a 
single response .  After speaking to Tamika, who 
was down the hallway in her office, Devlin called 
Evelyn back .  ñInstead of returning to Missouri 
tod ay, please head to Indiana .  We just need to 
be sure everything is okay  over there.ò  

 
Tamika asked her administrative assistant Renee 
to keep trying to contact the Indiana branch .  
Tamika then quickly remembered the logon 
access from the previous evening .  Turning to her 
system, she looked back over access logs from 
the prior few days for the Evansville branch .  The 

record there also showed multiple odd hours 
logons ðtimes such as 2:32AM or 3:40AM ðhighly 
unusual even for a motivated and diligent 
workforce .  Tamika called Devlin ðñWe may have 
a problem in Indiana.ò  She then consulted with 
her top technical programmer Martin Salaam .  
Martin had designed the impenetrable external 

protections for the Piranha Solution ® and had 
extensive experience with computer f orensics .  

Tamika charged Martin with finding out what was 
going on in Indiana .  ñPlease tell me it is nothing,ò 
she pleaded silently.  
 

4.  SAINT LOUIS, WE HAVE A PROBLEM  
 
Evelyn was able to book a 9AM flight from Cedar 
Rapids to Evansville, but the flight wou ld take 3 
hours.  ñI can drive there faster,ò Devlin thought 
aloud.  Tamika was now in his office, pacing the 
room and looking out the east windows at the 

arch and city skyline.  ñWe should wait for Evelyn, 
it is likely nothing important,ò she said nervously.  
As the minutes ticked away, Martin was 
discovering more and more alarming signs 

indicating that there was far from ñnothingò going 
on in Indiana.  But, because the company 
periodically deleted its system back -ups, he could 

only investigate so far.  He  did see, however, that 
the odd hours access was coming from two 
specific locations ðone inside the Evansville 
branch, and the other in northern Indiana.   
At half past noon, Devlin, Tamika and Martin were 
all eyes glued to Martinôs computer screen when 

the  call from Evelyn came .  ñThe outer door was 
locked when I arrived .  Iôm inside the office now, 
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and it is empty ðno people, all the desks cleared 

out, nothing.ò  She stumbled over a moving box 
while she talked and roamed around the silent 
space .  ñEveryone, and everything associated 

with them, is gone.ò  Tamika and Devlin looked at 
each other incredulously .  How could this happen? 
Why? What do we do now?  
 
A few days after the police incident report was 
filed, branch surveillance video showed 
Confluence emplo yees loading a U -Haul truck 

with boxes and materials from the Evansville 
office .  While the furniture, computers and desks 
remained in the building, a few files and written 
materials ðincluding a proprietary print Piranha 
Solution ® training manual ðwere missing .  Even 
though a copyright instantly attaches to written 

materials when they are created, the Khans didnôt 
have time to register the copyright for Piranha 
Solution ® support materials, a requirement to 
bringing legal action for violations .  With open  
access to the inventory program, many 
employees also had Piranha  materials, including 
the training manual, on their mobile phones and 

laptops; none of these personal devices belonged 
to Confluence .  Martin and Tamika surmised ð
from the little activity data  they could recover ð
that in the days before the move, Evansville 
employees were downloading files pertaining to 
Piranha .  Additionally, there was increased email 
traffic between Evansville employees in the two 

weeks before their departure, which was also 
unusual for their independent, highly trained 

sales force .  An issue slowing the investigation 
was the fact that, for simplification of access, all 
employees at a branch used the same user name 
and password .  Therefore due to the lack of 

unique identifiers,  it was impossible to tell from 
the logs which employee was in the system at any 
given time.  
 
The Khans were devastated; all indications 
suggested that the highly prized and sought after 
Piranha Solution ® trade secret had been 

compromised in the most egreg ious fashion ðby 
members of the Confluence family .  Further 
investigation revealed that sales manager Kevin 
Roth was more than nominally upset about his 

lack of bonus, especially as he knew that the 
Illinois branch manager had received a $10k 
award for the first quarter for sales numbers 

inferior to those his office had attained .  Without 
an employment contract, internal system 
safeguards, or a non -competition agreement 
from Confluence to modulate his behavior, Kevin 
had taken his sales skills, sales staff, and sales 
system to greener pastures in northern Indiana .  

Mr. Roth and his group were found a few months 
later to be operating a chemical supply company 

under the name ñRoth Chemicalò just north of 

Indianapolis .  As a final insult, the hallmark of the 
new  company was an incredible inventory system 
called the Caiman Solution Ê, named for a 

voracious Amazonian predator of the piranha fish.  
 

5.  QUESTIONS  
 
1.  What are some internal threats to the Piranha 

Solution ®?  
b.  List some protective measures that can be 

taken to address those threats.   
c.  Was Confluence Corporation doing enough 

to protect against these potential threats?  
2  What are some external threats to the 

Piranha Solution ®?  
b.  List some protective measures that can 

be taken to address those thre ats.   
c.  Was Confluence Corporation doing 

enough to protect against these potential 
threats?  

3.  What network monitoring and security tools 
could have been used to protect the system? 
What are some open source options?  

4.  Imagine you are a co - founder of  Confluence 
Corporation when it was just a start -up.  
What policies would you establish to protect 
the company and Piranha Solution ®?  
a.  A ñtrade secretò like the Piranha 

Solution È may be defined as ña formula, 
practice, process, design, instrument, 

patte rn, or compilation of information 
that has independent economic value in 

being not generally known or reasonably 
ascertainable (that is, the secret gives the 
owner some actual or potential 
competitive advantage).ò  In order to 

maintain trade secret protect ion, a 
company must take reasonable steps to 
keep undisclosed details a secret.  
Research and list five reasonable steps 
that a corporation can take to protect a 
trade secret  (Lin, 2012) . 

b.  Did Confluence Corporation take any of 

the steps youôve listed? 
c.  What could the corporation have done to 

better protect Piranha Solution ®?  
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Abstract  
 
This article presents a case scenario that may be used in system analysis and d esign, database 

management, and business analytics classes.  The case document includes realistic, detailed information 
on the operations at the American Guild of Musical Artists (AGMA).  Examples of assignments for each 
class and suggested reading are pre sented.  In each assignment, students should learn relevant 

concepts and skills before applying them to create the deliverables. The core application in the case is 
a membership accounting system (a variation of an accounts receivable system) with several custom 
features that require innovative reflection by the student analysts.  Instructorôs materials are available.    
 
Keywords:  Database design, Systems analysis and design, Entity - relationship diagram, Data flow 
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1. ORGANIZATIONAL BACKGROUND  

 
Founded in 1936, the American Guild of Musical 
Artists (AGMA) is an AFL -CIO affiliated labor 

union that represents about 8,00 0 active and 
retired opera and concert singers, production 

personnel and dancers at principal opera, concert, 
and dance companies throughout the United 
States ( http://www.musicalartists.org/ ).  It was 
establis hed in an effort to prevent the exploitation 
of opera singers who were, at the time, being 
forced into oppressive contracts wit h few benefits 

or protections.  
 

 

 

2. OPERATIONS AND DATA REQUIREMENTS  
 

AGMA is organized into 11 regional jurisdictions 
across t he country with field offices in several 
major cities.   AGMA members enjoy the benefits, 

privileges and protections under various national 
collective bargaining agreements including 

guaranteed salaries, rehearsal and overtime pay, 
regulated work hours, vac ation, and sick pay.  
Over the years, AGMA expanded its jurisdiction to 
include dancers (plus ice skaters) and 
production/backstage personnel. The union 
members are classified according to their primary 

pattern of employment with the categories being 
Soloi st, Chorister, Dancer, Choreographer, Actor, 
Stage Manager and Stage Director. Leadership of 

mailto:rbharris@ius.edu
mailto:thomas.wedel@csun.edu
http://www.musicalartists.org/


Information Systems Education Journal (ISEDJ)   15 ( 2)  
ISSN: 1545 -679X   March  2017  
__________________________________________________________________________________________________________________________  

_________________________________________________  
©201 7 ISCAP (Information Systems & Computing Academic Professionals)  Page 53  
http://iscap.info  

the union is provided by the Board of Governors 
and Local Area Committees consisting of 
members elected by other members. These 
groups create policies which are th en, 

implemented by professional staffs employed at 
AGMA offices. AGMA maintains its headquarters 
and principal office in New York City and has 
satellite offices in Philadelphia, Washington DC, 
Miami, Chicago, Los Angeles, San Francisco, and 
Seattle.  
 

AGMA operations regarding signatory agreement, 
membership, and accounting are described 
below:  
 

2.1 Overview of Operations  
Opera, dance and concert companies that have 

signed a collective bargaining agreement with 
AGMA are referred  to as signatory companies.  
When an artist is hired by a signatory company to 
work in one of the covered categories, that 
individual must be a member of the AGMA.  
Artists wishing to join the Guild must pay an 
initiation fee and continue to pay both a bas ic 

dues fee on an annual basis plus a percentage of 
their salary earned while working in designated 
roles. Elections are held to elect the Board of 
Governors from the membership with the number 
of governors dependent upon the location and 
categories of the  AGMA member population. 
AGMA also maintains a directory of auditions that 

have been scheduled by the signatory companies.  
 
2.2 Signatory Companies and Agreements  
There are approximately 100 companies that 
have signed a collective bargaining agreement 
with AGMA.  They include most large opera and 

dance companies in most of the major cities in 
the United States, e.g. the New York City Ballet , 
the San Francisco Opera , the Joffrey Ballet , and 
the New York Grand Opera . Any opera, choral, or 
dance company wishing to establish such an 
agreement with the AGMA must complete an 
application form supp lied by the AGMA Signatory 

Department. The information required in the 
application includes: company legal name, 
address, phone, email and a contact individual. If 

the company wishes to link its web site to AGMAôs 
web site, then that web site address must be 
provided. There are separate types of contracts 
covering opera, dance, and concert and each 

contract is for a specific duration. These contracts 
detail the guaranteed salaries (e.g. rehearsal and 
overtime pay) for all categories of work (e.g. 
Leading, F eature, Supporting, Bit Solo, and Bit 
Mute for opera); regulated work hours; vacation 
and sick pay, working conditions, and dispute 

resolution procedures.  When a contract expires, 
a revised contract must be negotiated and signed 
by each company. AMGA wish es to maintain a 
record of all current and previous contracts that 

each company signed.  
 
When the initial signed contract has been 
received and approved, AGMA assigns the 
company an identification number (SignatoryID). 
Additional information collected incl udes the 
companyôs legal name, address, phone, fax, 

email address, a primary contact person and 
his/her phone number.  In addition, an 
agreement code (AgreementTypeID) indicating 
the specific agreement signed plus the sign date 

and the agreement effective date range 
(agreement start and termination dates) are 

recorded.  A company may be signatory to 
multiple contracts at the same time.  
 
2.3 Membership  
Any artist who takes employment at a signatory 
company in a covered position must join the   
AGMA and must  continue to be a member in good 

standing for the term of the engagement.  The 
Membership Department receives the completed 
application form from the artist and validates the 
information provided.  Please see Appendix A for 
the Application for Membership f orm, also 
available at 
http://www.musicalartists.org/membership_gen

eral.html  
 
Upon receipt of the applicantôs initial yearôs basic 
dues payment of $78 and an arrangement for 
payment of t he $500 initiation fee, the artistôs 
application information is entered into the 

system. The legal name, professional name, 
social security number, gender, primary 
employment category (Soloist, Chorister, Dancer, 
Choreographer, Actor, Stage Manager and Sta ge 
Director), date of birth, country of citizenship, 
and date joined are recorded. A unique 
membership number (MemberID) is 

automatically assigned to each artist by the 
system.  The StatusID is set to ñAò (Active) in the 
data base and a membership card is created and 

sent to the new member.  
 
AGMA membership status may be Active, 
Inactive, Honorary, Life, and Deceased.  A 

memberôs status may change over time and 
AGMA needs to track the history of each 
memberôs status.  Persons who have rendered 
distinguishe d service to AGMA or the profession, 
or persons in sympathy with the objects and 
purposes of AGMA may be awarded Honorary 
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Membership with approval of the Board of 
Governors. Any active member who has served 
as an Officer and/or a Member of the Board of 
Governors for no fewer than twelve (12) years, or 

any member who in the opinion of the Board of 
Governors has performed a qualifying 
distinguished service to AGMA, is entitled to Life 
Member status. Former Active members who are 
no longer working in the field  and who do not pay 
the annual basic dues are coded as Inactive.  Only 
members having a status of Active or Life are 

permitted to vote in AGMA elections and contract 
ratifications.  
 

Area 

Code  

Area Name  States  

01  New York  Connecticut, New Jersey 
(Northern), New York, 
and Outside the United 
States  

02  Southern 

California  

Arizona, California 

(Southern), Hawaii and 
New Mexico  

03  Chicago/  
Midwest  

Illinois, Indiana, Iowa, 
Kansas, Kentucky, 
Michigan, Minnesota, 

Missouri, Nebraska, 
North Dakota, Ohio, 
South Dakota and 
Wisconsin  

04  San 

Francisco  

California (Northern), 

Colorado, Nevada and 

Utah  

05  New 
Orleans  

Alabama, Arkansas, 
Louisiana, Mississippi 
and Tennessee  

06  Philadelphia  New Jersey (Southern) 
and Pennsylvania 
(Eastern)  

07  Washington
/Baltimore  

Delaware, Florida, 
Georgia, Maryland, 
North Carolina, South 

Carolina, Virginia, 
Washington D.C. and 
West Virginia  

08  Pittsburgh  Pennsylvania  (Western)  

09  New 

England  

Maine, Massachusetts, 

New Hampshire, Rhode 
Island and Vermont  

10  Texas Area  Texas and Oklahoma  

11  Northwest  Alaska, Idaho, Montana, 

Oregon, Washington 
and Wyoming  

Table 1: AGMA Regional Areas  
Artist members may have multiple addresses and 
AGMA must keep track of address changes, as 

well as, the names and contact information for 
the artist ôs business manager, agent, or other 
personal representatives, if any.  
 

AGMA is the smallest of the talent unions which 
also include American Federation of Television 
and Radio Artists  (AFTRA), Screen Actors Guild 
(SAG), American Guild of Variety Artists  (AGVA), 
Actorsô Equity (AE), and American Federation of 
Musicians (AFM). AGMA needs to keep track of 
whether or not one of its members is also 

affiliated with another talent union. One thing 
that sets AGMA apart from the other unions is 
that it doesnôt prohibit members from working 
non -union jobs. This gives a performer the 

freedom to work in other venues or capacities 
without limitation.  

 
AGMA members are assigned to a regional Area 
Code. A member's regional area is determined  by 
their principal residential address unless the 
member designates a different area based on 
their pattern of employment.  The eleven areas 
are listed in Table 1.  

 
2.4 Initiation Fee  
After an Application for Membership is approved 
and the new member dat a is recorded, the 
Membership Department forwards a copy of the 
application form, the $78 basic dues payment and 
the initiation fee arrangement/payment to the 

Accounting Department.  The Accounting 
Department creates a Receivable entry for the 
$500 initiat ion fee owed by all new members. 
Other receivable related information for the entry 
includes: a unique identification number 
(ReceivableID), MemberID, date, dollar amount 

and ReceivableTypeID (with the code ñIFò 
identifying the entry as an initiation fee).   The 
paid - to -date amount is set to zero when the 
receivable is entered and is updated when an 
initiation fee payment is received.  
 
Most members include a payment for the 

initiation fee with their membership application 
while some defer the initiation fee  payment. If the 
new memberôs initial contractual compensation is 

greater than $2,000, the initiation fee of $500 is 
due by the first performance date of the 
production. If the contractual fee is less than 
$2,000, the Artist may pay the initiation fee in 

installments (partial payments equal to 12.5% of 
their gross compensation until the balance is paid 
off.  Regardless of the level of compensation, the 
member must pay off the initiation fee balance 
within 36 months.  
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2.5 Basic Dues  
The initial payment of $ 78 accompanies the copy 
of the membership application that is sent to the 
Accounting Department. AGMA members are 

required to pay this fixed fee of $78 every year.  
This is referred to as basic dues. The initial basic 
dues payment must be submitted before the 
membership application will be processed. A 
receivable entry is created by the Accounting 
Department in a similar fashion to that for the 
initiation fee but with a ReceivableTypeID of ñBDò 

for basic dues. Thereafter, a $78 invoice for basic 
dues will b e sent to each member on December 
1st  each year and a receivable entry is created for 
each invoice. The annual basic fee is due within 

31 days (i.e., January 1 st).  Reminder notices are 
sent to members who are late or delinquent in 

paying their basic dues.  If an artist joins midyear, 
they still pay the full $78 with no proration.   
 
2.6 Percentage Dues  
AGMA members must also pay a variable fee, 
referred to as percentage dues (sometimes also 
called working dues), amounting to 2% of the first 

$100,000 of AGMA  covered earnings in a calendar 
year. The percentage dues are collected through 
payroll deduction by the signatory companies. 
The payroll department at each signatory 
company produces a report or a file that is 
transmitted to AMGAôs Accounting Department 
along with one check or funds transfer covering 

the percentage dues withheld from all AGMA 
members included in that payroll run. The 
report/file includes the name, social security 
number, payroll period, gross earnings, and 
percentage dues withheld for each  AGMA member 
on that payroll run.  

 
2.7 Account Balance  
When the member entry is first created, a 
receivable entry is created with a 
ReceivableTypeID code of ñABò identifying it as an 
account balance entry.  The sum of all monies 
owed to AGMA from each me mber is maintained 

in the amount field of this entry. Also, if a member 
makes an over payment on any receivable, the 
excess amount will be allocated to this account 

balance entry.  
 
2.8 Payment Receipts  
When a payment is received from the member for 

an init iation fee or basic dues is received, the 
Accounting Department assigns it a unique 
number (ReceiptID) and the following information 
is recorded in the data base: MemberID, receipt 
date, PaymentTypeID (e.g., check, money order, 
credit card, etc.), payment amount, and 

reference number (e.g., fund transfer number, 
check number, money order number, or credit 
card confirmation number). The amount of the 
receipt is then applied/distributed to the open 

receivable items that are being paid off or having 
their bala nce due reduced.  The entire payment 
amount must be distributed exactly in its entirety 
before the receipt transaction and its distribution 
are posted.  
  
When processing percentage dues payments 

received from payroll deductions, the Accounting 
Department staff creates a receivable entry with 
ReceivableTypeID of ñPDò (percentage dues) for 
each member on that signatoryôs report indicating 

the amount of their percentage dues withheld.  
When the receivable amounts of all reported 

members are all entered and th eir sum equals the 
paid amount of the signatory payroll deduction 
payment, the linked batch of entries are posted 
to the related Receivable, Receipt, and 
Distribution tables simultaneously.  
 
2.9 Board of Governors and Local Area 

Committees  
The Board of Go vernors, the governing body of 
AGMA, is responsible for final approval of all 
contracts, for the management of union funds, 
and for protecting all members from unfair or 
unsafe practices and conditions.  Active and Life 
members are eligible to run for Boar d positions.  

The Board of Governors consists of 75 general 
members plus eight National Officers (President, 
First Vice -President, Second Vice -President, Third 
Vice -President, Fourth Vice -President, Fifth Vice -
President, Recording Secretary and Treasurer).   
The Board members serve four year terms with 

half being elected on two year election cycles.  
Terms commence on June 1 st  and end four years 
later on May 31 st .  The 75 general board members 
are allocated on a pro rata basis by the 
percentage of active mem bers in each category in 
each area.  For example, New York dancers get to 
elect 7 board positions because they constitute 

approximately 9% of the active national 
membership. In case of death, resignation, or 
removal of a member of the Board, a successor 

shall be appointed by the remaining members of 
the Board to hold office until the next regularly 
scheduled election is held.  
 

Area Committees in each geographical area are 
elected by the active members in that area. Each 
area committee must have an Area Chai rperson 
and may have additional Area Officers. The 
election cycles and term lengths are determined 
by the membership in that area. Additional 
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standing and ad hoc committees exist at both the 
national and local levels.  
 
AGMA needs to maintain the compositi on of 

current and past Boards, Area Committees, and 
other committees, as well as the positions/offices 
held by each person.  The start and end date of 
each memberôs term, along with the selection 
method (election or appointment), and the 
termination date a nd reason (term expiration, 
death, resignation, or removal) must be 

recorded. AGMA uses the information in this table 
to facilitate communication with committee 
members, sending email announcing meeting 
dates, and providing other information pertinent 

to s pecific committee members.  
 

3. ASSIGNMENTS  
 
Students should assume the analyst role, working 
either  for AGMA in the Information Technology 
department or for a consulting firm providing 
technical support for AGMA.  The analystôs specific 
responsibilities, requirements, and outcomes 

vary depending on the class and assignments.  
Examples of assignments bas ed on this case are 
provided below.  Suggested answers for some 
assignments are provided in a separate 
document.  
   
3.1 Process Modeling and System 

Development Assignments  
Courses : Systems Analysis and Design, Database 
Management, Process Modeling and Ana lysis  
 
Additional Case Information : Currently, AGMA 
uses an off - the -shelf accounting package for 

preparing their general ledger and performing 
accounts payable operations.  The rest of the data 
are stored on paper, word processing files, and/or 
electronics spreadsheets.  As AGMA continues to 
grow, the current system is not sufficient to keep 
up with the requirements.   
 

Requirements : As a system analyst, you are 
assigned to assist AGMA with a task related to 
acquiring a new computer -based information 

system.  Specifically, you willé 
 
1.  Develo p a set of functional and technical 

requirements for the system.  

2.  Develop a set of system constraints including 
budget and time limits for system 
development.  Please provide technical as 
well as organizational assumptions where 
appropriate.  

3.  Develop cross - functional flowcharts, i.e. 
Swimlane Diagrams, depicting the process 
flow of AGMA operations related to 
memberships.  

4.  Determine different alternatives to system 
development and software acquisition (e.g. 
off - the -shelf software package, Enterprise 
Solution  software, in -house development, 
open source software, etc.).  Evaluate pros 
and cons of each approach pertaining to the 
AGMA requirements and constraints 

previously discussed.  
5.  Justify the best approach to the new system 

development and/or acquisition.  W here 
possible, please conduct research on 

potential software vendors and include the 
information as part of the rationale.  

6.  Develop an action plan for system 
development including a network diagram 
and/or Gantt Chart.  

 
3.2 Data Modeling Assignments  
Courses : Systems Analysis and Design, Database 
Management, and Accounting Information 

Systems  
 
Additional Case Information : Currently, AGMA 
uses an off - the -shelf accounting package for 
preparing their general ledger and performing 
accounts payable operations.  Th e rest of the data 
are stored on paper, word processing files, and/or 

electronics spreadsheets.  As AGMA continues to 
grow, the current system is not sufficient to keep 
up with the requirements.   
 
Requirements : As a system analyst, you are 
assigned to ass ist AGMA with a task related to 

developing a new computer -based information 
system to support its membership services.  
Specifically, you will developé 
 
1.  A set of functional and technical requirements 

for the system.  
2.  Data Flow Diagrams  

3.  An Entity -Relationship Diagram  
4.  A data dictionary  
5.  A set of relational tables  

 
3.3 Data Analytics Assignments  
Courses : Business Analytics, Business 
Intelligence  

 
Requirements : You are an intern for the Assistant 
Director of Operations at AGMA.  You have 
attende d Board of Directors meetings and 
become familiar with the values, missions, and 
strategies of the organization.  
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AGMA currently consists of 11 regional areas (See 
Table 1 above).  The Board of Directors is 
interested in learning how the regional offices 
perform relative to each other with the possibility 

of reorganization of the regional areas.  Using the 
information from the case regarding data 
collected from AGMA operations, create reports 
comparing the regional offices performances.  
Specifically, you w illé 
 
1.  Identify key performance indicators that may 

be used to evaluate the operations of the 
regional offices.   

2.  List data fields required for each key 
performance indicator.  

3.  Develop templates for reports.  
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APPENDIX A:  APPLICATION FOR MEMBERSHIP FORM  
 

 

 
 
 


