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Abstract

The cloud continues to be a developing area of information systems. Evangelistic literature in the
practitioner field indicates benefit for business firms but disruption for technology departments of the
firms. Though the cloud currently is immature in methodology, this study defines a model program by
which computer science and information systems students can learn needed skills in cloud computing
strategy and technology. The study emphasizes problem-solving skills relative to elements of
performance, process and security of cloud computing systems that are limiting investment in the
cloud computing paradigm. This study benefits educators in schools of computer science and
information systems considering curricula enhancement for the cloud and will also benefit technology
departments of firms that will be needing skilled students once cloud computing becomes mainstream
in industry.

Keywords: business process management (BPM), cloud, cloud computing, cloud service provider
(CSP), computer science and information systems curricula, infrastructure-as-a-service (IaaS),
platform-as-a-service (PaaS), program management methodology, service-oriented architecture
(SOA), software-as-a-service (SaaS)

1. INTRODUCTION
Cloud computing is delivered in high level
Cloud computing is defined as: models of the following:
Infrastructure-as-a-Service (IaaS), furnishing
on-demand services, such as CPU, networking
and storage (e.g. Amazon - Elastic Compute
Cloud / EC2 [hardware]);

“Model of computing for enabling convenient,
on-demand network access to a shared pool of
configurable computing resources, [including]
networks, servers, services, storage and
[systems] that can be provisioned rapidly and
released with minimal management effort or
[cloud] service provider [CSP] interaction”
(National  Institute of Standards and
Technology [NIST], 2009); or

Platform-as-a-Service (Paas), furnishing
services, such as application framework and
development tools to deploy, host and
maintain systems (e.g. Google - App Engine
or Microsoft Azure [software and tools]); and
“Style of computing where elastic and scalable

[technology] enabled [resources] are delivered
as a service to external [clients through]
Internet technologies (Smith et.al., 2009, p.
22)."

Software-as-a-Service (SaaS), furnishing pay-
as-you-go remote services to deploy, host and
manage network systems accessible to clients
on the Internet (e.g. Cisco WebEx, Google
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Mail, or salesforce.com [systems]) (Yachin and
Patterson, 2009).

Cloud computing might be concurrently
considered as delivered in models of application-
as-a-service, database-as-a-service,
information-as-a-service, infrastructure-as-a-
service, integration-as-a-service, management-
as-a-service, platform-as-a-service, process-as-
a-service, security-as-a-service, storage-as-a-
service and testing-as-a-service (Linthicum,
2010, p. 11).

Cloud computing is deployed either as a public
(CSP) cloud, a private (business firm behind
firewall of firm) cloud, or a hybrid of public and
private clouds (National Institute of Standards
and Technology, 2009). Features of the cloud
are effectively in fast elasticity for faster
resource scalability, increasingly on-demand
resource self-service, location-independent
pooling of resources in a multi-tenant or single
tenant plan, pay-as-you-go for resource
subscription, and ubiquitous network access of
the resources. Cloud is essentially an evolution
of autonomic computing, clustering, grid
computing, utility computing and virtualization
that includes connectivity to resources and
services hosted on the cloud of the Internet
instead of on local technology (CIO, 2009).
Literature indicates the cloud to be the latest
major phase in information technology (Neal,
Moschella, Masterson and O’Shea, 2009, p. 4),
though it is not a new technology (Conry-
Murray, 2009).

Cost efficiency is a cited benefit of cloud
computing because business firms may not have
to buy further hardware and software (McMillan,
2009) or further invest in generic systems if not
internal staffing — a capital expense model vs. a
operational expense model, especially in data
center server virtualization and in the public
cloud (Babcock, August, 2009). Effectiveness in
faster deployment of features of current or new
systems for frameworks in the cloud - cloud-as-
service (CaaS) - might improve the business
operations platforms or business processes of
firms (Fingar, 2009) as they respond to
customers in the marketplace (Neal, Moschella,
Masterson and O’'Shea, 2009, p. 40). Firms may
not have to further invest in flexible
infrastructure if resource scalability of systems is
managed in the cloud in minutes during peak
periods (Hurwitz, Bloor, Kaufman and Halper,
2010), and they may not have to invest in over-
provisioning of systems in non-peak periods
(Reese, 2009), furnishing processing responding
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to the market. Functionality of the
infrastructure if not innovation of leading edge
technology might be a benefit to business firms
leveraging services of the cloud (Akamai, 2009).
Literature indicates the cloud to be beneficial
especially for medium and small-sized firms (i.e.
<$500 million in revenue) that do not have
funds for investing in large-sized infrastructures
or innovative methods (Gage, 2009).

Estimates indicate that 31% of business firms
considered cloud computing in 2008 (Babcock,
November, 2009, p. 2), but 52% of firms
considered if not dedicated funds to the cloud in
2009 (Korzeniowski and Jander, 2009, p. HB14).
Deployments of firms are expected to be
increasing 66% in IaaS, 63% in SaaS and 59%
in PaasS in 2010 (Greengard, 2009), and 31% of
firms indicated SaaS to be the highest
investment in the cloud since 2008 (Dubey,
Mohiuddin, Rangaswami and Baijal, 2009).
Deployments are higher on private clouds
instead of public clouds (Babcock, April, 2009)
and are expected to be higher into 2012 (Burt,
2009). Deployments of cloud computing are
expected to be a $160 billion market in 2012
(Crossman, 2009) in a growth of 25% of all
incremental investment in technology in 2012 -
a growth indicated to be the largest since the
Internet (Hamm, 2009). Cloud computing is
clearly considered to be developing as an
enabling model for improving the processes of
firms, such that schools of computer science and
information systems might include it in curricula.

2. BACKGROUND

Despite the bullish estimates on cloud
computing, 48% of business firms in the earlier
forecasts have not considered nor dedicated
funds to the cloud (Korzeniowski and Jander,
2009, HB14) as of the first quarter of 2010.
Exclusive of cloud service provider (CSP)
technology firms, business firms are hesitant in
investing in cloud computing, due to concern on
governance and maturity (Kontzer, November,
2009). Frequently indicated in the literature are
problems of integration of non-cloud services
and systems, performance of cloud systems,
privacy of proprietary information in cloud
infrastructures and systems, and risk and
security of cloud technology (Korzeniowski and
Jander, 2009, p. HB5). 63% of business firms
indicated performance, and 75% indicated
security, as major problems in migrating
systems to the cloud (Waxer, 2009), and firms
further indicated hesitancy in forecasting cost
savings from cloud computing systems
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(Johnson, 2009). Cloud essentially is in its
infancy, as indicated in Figure 1 of the Appendix.

Governance of cloud computing services is in its
infancy  (Linthicum, August 31, 2009).
Integration of cloud delivered services and non-
cloud on-premise services and systems, in an
effective mix of processes, is a concern for
business firms in the management of processes
serviced by non-cloud and cloud systems (Smith
et.al., 2009, p. 10). Performance of the cloud
continues to be a concern for firms, as indicated
in non-reliability of systems of CSP IaaS and
PaaS technology firms (Linthicum, August 21,
2009). Portability of systems resident with CSPs
is an issue (Linthicum, November, 2009).
Protection and security of cloud information and
infrastructure of systems, in conformance with
firm controls, metrics, governmental regulations
and industry standards defined on non-cloud
systems, are especially indicated to be a
problem of CSP systems (Rash, 2009). Neither
performance nor security of public cloud systems
is managed by internal technology departments
of the business firms, a further problem.
Though governance might furnish standards in
the management of integration and
interoperability of non-cloud and cloud systems,
the performance of cloud systems and the
security of cloud technology, standards are not
currently established for the cloud
(Korzeniowski, 2009). This immaturity of the
cloud is limiting investment in cloud computing
systems, except for certain SaaS systems (CIO
Insight, 2009).

Though the cloud is in its infancy, business
firms, especially large-sized firms, might
experiment in cloud computing services if
circumstances fit for them. Firms might explore
the cloud if information, processes and services
are independent of other information, processes
and services and if they are new systems; if
information, processes and services in the cloud
are easy in integrating with non-cloud on-
premise information, processes and systems and
with cloud systems; if infrastructure is fully
functional for non-cloud systems; if platform is
Internet with a browser non-native interface to
the Web; and if security is not a high
requirement  (Linthicum, 2010, p. 33).
Inevitably firms might explore a hybrid of public
and private cloud systems (Babcock, September,
2009), as competitive firms explore the cloud
and as CSP technology firms improve maturity of
standards and the offerings of the technology.
Literature is indicating the cloud to be a
“potentially game-changing technology”

9(2)
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(Kontzer, August, 2009) for technology
departments of business firms. In order to
invest in a cloud computing plan, the technology
departments of the firms might have to further
invest in the skills of its staff (Babcock,
November, 2009, p. 1) - skills in cloud
computing strategy and in technology. This
study introduces a model program of skills that
might be integrated into the curricula of schools
of computer science and information systems
that will be furnishing the future staff of
technology departments in the firms.

3. FOCUS

The focus of this study is to define a model
program by which educators in computer science
and information systems might instruct students
in the skills needed in cloud computing strategy
and in the technology.

The model program is an enhancement to an
earlier model on business process management
(BPM), program management methodology and
service-oriented architecture (SOA) published by
the author (Lawler, Benedict, Howell-Barber and
Joseph, 2009), and is founded on this earlier
model, inasmuch as SOA facilitates a foundation
for cloud computing systems (Krill, 2009). The
program is also an enhancement to the IS
Curriculum Model, furnishing business,
analytical, inter-personal and technical skills.
The model program of this study is especially
focused on interactions of internal technology
departments and business departments of
business firms in initiatives of cloud computing.
It is focused on potential problem-solving skills
relative to performance and reliability, and
privacy, risk and security, of infrastructure-as-a-
service (laaS), platform-as-a- service (PaaS)
and software-as-a-service (SaaS) public, private
and hybrid cloud computing systems. It is
further focused on regulatory requirements on
the systems. Few publications have focused on
an integrated model program for learning skills
needed in a cloud computing strategy (Beard,
2009) - often publications have focused on
problematic technology (Silverstone, 2010).

This study will benefit instructors in schools of
computer science and information systems
considering curricula enhancement for cloud
computing strategy and technology, and it will
benefit indirectly technology departments of
firms that will need skilled students as the
departments brace for the disruption of their
organizations envisioned by cloud pundits (Carr,
2009).
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4. METHODOLOGY

From July 2009 to March 2010, the author of
this study, who is of the Seidenberg School of
Computer Science and Information Systems of
Pace University in New York City, conducted a
literature survey of practitioner publications
(e.g. Computerworld) on experimental projects
of business firms relative to cloud computing.
The projects were indicated to be infrastructure-
as-a-service (Iaas), platform-as-a-service
(PaaS) or software-as-a-service (SaaS) public,
private or hybrid systems in small and medium-
sized firms (i.e. <$500 million in revenue in
2008) and large-sized firms (i.e. >$500 million
in revenue in 2008). The features of the
projects were indicated to be those of cloud
computing systems: fast elasticity for faster
resource scalability, location-independent
pooling of resources in a multi-tenant or single
tenant plan, on-demand resource self-service,
pay-as-you-go for resource subscription and / or
ubiquitous network access of the resources
(National Institute of Standards and Technology,
2009), as was feasible to learn from the
publications. The author concurrently conducted
a survey of publications of cloud computing
provider (CsP) technology firms on
recommendations relative to cloud computing,
but filtered the findings for hype and bias by
including technology-agnostic recommendations
relative to the cloud from publications of leading
technology consulting organizations (e.g.
Gartner  Group). All  information and
recommendations from all of the publications of
the survey were further filtered for creditability
and feasibility by a colleague of the author who
is a technology-agnostic industry practitioner.

The cloud computing projects of the business
firms and the technology firms, including the
recommendations of the technology firms and
the technology consulting organizations,
discerned from the practitioner publication
survey were evaluated by the author for
apparent skills applied, or not applied but
needed, by the firms on the systems. The
author identified business, analytical, inter-
personal and technical skills to the systems from
his earlier model on business process
management (BPM), program management
methodology and service-oriented architecture
(SOA) (Lawler, Benedict, Howell-Barber and
Joseph, 2009), which was founded on the IS
Curriculum Model. He included courses from the
earlier model and other courses or modules
relative to cloud computing to the applied or
needed skills, as to the scope of skills

9(2)
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technology departments of business firms might
need in computer science and information
systems students studying cloud strategy and
the technology. He further evaluated the
curricula of the Seidenberg School, and other
schools of computer science and information
systems in the northeast corridor of the country,
as to the scope of teaching cloud topics. Most of
the other schools have however limited
programs in cloud topics.

The model program on cloud computing is
presented in the next section of this study.

MODEL PROGRAM FOR CLOUD COMPUTING

The model program for cloud computing
proposed for the curricula of computer science
and information systems consists of business,
culture, methodology, research and technology
course modules, whose contents correspond to
the domain fundamentals, foundational
knowledge and skills, and information specific
knowledge and skills of the IS 2009 Curriculum
Model. The contents of a number of the
modules correspond moreover to the contents of
the earlier 2008 service-oriented architecture
(SOA) model (Lawler, Benedict, Howell-Barber
and Joseph, 2009). The program may begin
with a mix of modules for freshman students in
year 1 and continue with a further mix of
modules for sophomore, junior and senior
students in years 2, 3 and 4, dependent on
other non-cloud computing modules of the
established curricula.

The business modules displayed in Table 1 in the
Appendix are essentially focused on business
process management (BPM) and cloud
computing inter-dependency.

The culture modules in Table 2 are focused on
the impact of cloud computing on the culture of
business firm organizational staff, including the
internal technology department staff.

The methodology modules in Table 3 are focused

on cloud computing and service-oriented
architecture (SOA), and on frameworks of
program management  methodology, for
managing cloud computing projects with

organizations teams.

The research modules in Table 4 furnish industry
practices on the projects, as learned from
practitioner publications and if feasible from
industry project internships.

The technology modules in Table 5 furnish a
sampling of technologies, tools and utilities and
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a sampling of standards that might be applied
on pseudo projects by students.

Several of the technologies, tools and utilities
might be granted by the technology firms to the
schools  through partnerships  with  the
universities (National Science Foundation, 2009
and Yahoo!, 2009).

Finally, the program might be enhanced for
inclusion of cloud architect, cloud developer,
cloud engineer, cloud project manager and cloud
strategist career tracks in business client firms,
as furnished in Table 6 of the Appendix,
inasmuch as the literature of practitioner
publications indicates a demand for professionals
if not students in the tracks in Table 6.

5. IMPLICATIONS

“Cloud Computing is more of an opportunity
than a threat. Ignore an opportunity long
enough, it becomes a threat.” (Boreel, 2008)

The model program defined for educating on
cloud is designed on the foundation that cloud
computing is currently a durable initiative.
Firms in industry continue evolving on
incremental methods and projects on the cloud
on the implication that cloud computing is the
future, but firms have to begin learning cloud
computing skills in order for the cloud to be the
future (Erlanger, 2009, p. 3). The model
program is formulated on the implication that
the curricula of computer science and
information systems might be current with
experimental if not holistic projects of the firms
in the inclusion of cloud computing strategy and
technologies, so that students might learn
marketable skills in tandem with industry.

The model program is founded on the
implication that business process management
(BPM) is essential in a cloud initiative. Firms
have to include particular process requirements
in cloudification initiatives (Vizard, 2009), so
that innovation investment is maximized on the
cloud (Mitchell, 2009). Literature indicates a
movement of the profession from the technical
requirements to business process requirements
(Erlanger, 2009, p. 2). Technologists have to
learn more business skills than technical skills.
The model program is formulated on the
implication that students might learn more
business skills, along with the nuts and bolts the
technologies.

The model program is further founded on the
implication that governance is important in the
management of a cloud computing initiative.

9(2)
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Governance in the cloud is not distinct from
governance in service-oriented architecture
(SOA) except for the increased risk management
of cloud projects, services and systems,
especially public systems, relative to
performance, process and security on the cloud.
Governance does the ownership and provisioning
of services on cloud and non-cloud external and
internal systems (Worthington, 2009). Firms
might formalize governance in a program
management methodology. The program in the
study is formulated on the implication that
students might learn program management
methodology skills that integrate project
management techniques.

The model program is formulated moreover on
the implication that service orientation is
important in the initiative of a cloud computing
strategy. SOA might have furnished a
foundation of a platform of “on demand”
services for a cloud computing strategy (Krill,
2009) that includes non-cloud and cloud
systems. The program is formulated on the
implication that students might learn service
orientation skills and SOA as a prerequisite to
studying cloud computing topics.

Lastly, the model program for cloud computing
is flexibly formulated on the implication that the
courses and modules of study might have to be
improved for the manner in which firms in
industry migrate to the cloud. Small-sized firms
might move into the cloud with their own
practices and systems as early as 2010, but
large-sized firms might move noticeably into the
cloud with their strategies and systems as late
as 2011 - 2012 (Smith et.al., 2009, p. 10).
Technology firms will move into the field with
next-generation technologies that ostensibly suit
cloud computing themes (Global Services,
2009). Standards will be new too. The proposal
of this study is formulated on the implication
that cloud will be a journey, with numerous
paths that will require the flexibility of
instructors in schools of computer science and
information systems that pioneer in programs
for improving the cloud computing skills of
students, inasmuch as cloud computing is
considered now one of the top technologies of
2010 (Currier, 2009).

6. LIMITATIONS AND OPPORTUNITIES IN
RESEARCH

This study is constrained by the current
immaturity of initiatives in the cloud. Most of
the documented projects are software-as-a-
service (SaaS) systems, are not public but
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private systems, and are of small and medium-
sized firms not large-sized firms, and if in large-
sized firms are not perceived to be strategic
systems; and most schools of computer science
and information systems do not have a model
program for cloud computing strategy and
technology. The publication survey of firms in
the 2009 - 2010 study might be followed up by
a case study of a firm or firms in a new 2011 -
2012 study, once firms further invest in
initiatives in cloud computing of higher
complexity, as in hybrid or public systems, or in
strategic systems. The evolving field of cloud
computing is ideal for a planned research study,
from which results will be even more helpful to
schools of computer science and information
systems and to technology departments of
firms.
7. CONCLUSION

This study of the cloud can be beneficial to
instructors considering enhancement of the
curricula of computer science and information
systems. The model program defined for cloud
computing in the study is founded on a model of
business process management (BPM), program
management methodology and service-oriented
architecture (SOA) that can improve the IS
Curriculum Model. Though cloud computing
systems and standards are currently in an
immature stage, students might learn problem-
solving skills relative to performance, process
and security that might be eventually helpful to
technology departments of firms that will need
the skills once cloud computing becomes
mainstream in the market. Further planned
research on initiatives in the cloud will be helpful
in improving the model program of the study.
This study furnishes a framework for the further
research.
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APPENDIX
Figure 1: Adoption of Cloud Computing in 2010
Source: Neal, Moschella, Masterson and O’Shea, 2009 [Adapted from Moore, 2002]
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Table 1: Model Program for Cloud Computing — Business Module
Module Content IS 2009 Year
(Topics) (Examples) Knowledge Areas *
o [ 5
| g | §|S¢
L5 8 |5 |®BE
0 3 o
ca E ) E 0]
0 E ] 'E s a
(G (a] 5 uE 0
(8] S |a
Business
Business Objectives
Critical Few Objectives (CFOs)
Business Process Customer X x 1
Management (BPM) Centricity-Problems in Processes
Competitive Differentiation of Core Processes
Strategic Performance Management - Process Thinking
Business Process Candidate Data, Processes and Services for Cloud
Management (BPM) Computing X X 1
and Cloud Cloud Computing Cost Model
Cloud Deployments Private Cloud
of Processes Public Cloud X 1
Hybrid Cloud
Infrastructure-as-a-Service (IaaS)
Cloud Models Platform-as-a-Service (PaaS) X 1
Software-as-a-Service (SaaS)
Gramm-Leach-Biley Act (GLBA)
Industry Health Insurance Portability and Accountability Act X 4
Regulations (HIPPA)
Statement on Auditing Standard 70 (SAS-70)
*Topi, Valacich, Kaiser, Nunamaker, Sipior and de Vreede et.al., 2009
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Table 2: Model Program for Cloud Computing — Culture Module
Module Content IS 2009
Year
Knowledge Areas
o ® c
FE| £ | §| S8
55 © B © =
ca | £ S €9
0 E o c s 2
(G [a] 5 = (7))
Q S S
Culture
Change Management Changing the Culture of Business Firm
Organizations X 1
(e.g. Technology Department)
Corporate Staff
i e Business Staff
Organizational Sectors Governance Staff X 2
Technology Staff
Planning for Cloud Centers of Excellence in Cloud Computing X 4
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Table 3: Model Program for Cloud Computing — Methodology Module**
Module Content IS 2009
Year
Knowledge Areas
o © S
TS| £ 5 | B2
5 5 © =] © =
co £ 5 €9
()] E [] c s o
(G [a] 5 = (7))
(] S S
Methodology
CI.OUd C_ompui_:lng, Design of Cloud Services
Service Orientation and . .
. . Expansion of Cloud Services X 1
Service-Oriented Governance of Cloud Services
Architecture (SOA)
Framework of Governance
Framework of Communication
Framework of Product Realization
Analysis and Design Phases
Development Phase
Integration and Testing Phases
Deployment and Implementation Phases
Program Management Multiple X 234
Methodology*** Iterations =
Framework of Project Management
Framework of Architecture
Framework of Data Management
Framework of Service Management
Framework of Human Resource
Management
Framework of Post Implementation
Corporate, Business, Governance and
Program Staff Team Technology Staff of Business Firm and Staff
Playing X X 3
of Cloud
Service Provider (CSP) Technology Firm
** | awler, Benedict, Howell-Barber and Joseph 2009
*** | awler and Howell-Barber, 2008 and Lawler, Raggad and Howell-Barber, 2008
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Table 4: Model Program for Cloud Computing — Research Module
Module Content IS 2009
Year
Knowledge Areas
o © S
FE| | 5|58
55 © =i © =
ca | £ S €9
0 E o c s 2
(G [a] 5 = (7))
(] o S
Research
Independent Project X X » X 34
Study of Cloud Systems !
Best-of-Class Practices
in Industry IaasS, PaaS and SaaS Systems X X 3,4
Practitioner and X X 34
Scholarly Publications !
Instructor as Study
. X X X X 3,4
Supervisor
Industry Project
Internships Experiential Learning Projects X X X X 4
Xk Xk
*x** Cameron and Purao, 2009
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Table 5: Model Program for Cloud Computing — Technology Module
Module Content IS 2009 Y
ear
Knowledge Areas
o ® c
FE| £ | §| S8
5 5 ] =i © =
c o £ S €9
0 £ o c s 2
O o (a] 3 = 7]
Q S S
Technology
Cloud Computing
as X 1
Design Patterns
CPU
Network
Infrastructure -Servers X 2,3
Storage
Platforms
Services
Cloud Co;nop:tlng and SOA and Service-Oriented Enterprise (SOE) X 1
Clustering vs. Replication
Cloud Computing Metadata X 2
Information Model Privacy
Cloud Computing Grid Computing X X 2.3
Infrastructure of Transactional Computing ’
Services
AJAX
Force.Com APEX
Languages Google GQL X 234
Java =
Microsoft C#
Microsoft Office Web Apps
Platforms of Cloud
~ X 2,3,4
Technology Firms
Product Specific Cloud Amazon Web Services
. Google Docs X 3,4
Technologies
SalesForce.Com
Technology Process x X 4
Management
©2011 EDSIG (Education Special Interest Group of the AITP) Page 47

www.aitp-edsig.org /www.isedj.org




Information Systems Education Journal (ISEDJ)

9(2)
June 2011

Risk Management and
Security of Cloud
Systems

Cloud Computing Security Strategy
Data Security
Host Security
Network Security

Cloud Computing Security

Techniques
Detection and Forensics
Encryption
Identity Management
Disaster Recovery Planning

3,4

Standards on Cloud

Cloud Camp
Cloud Computing Interoperability Forum
Cloud Computing Use Cases Group
Cloud Security Alliance
Distributed Management Task Force
Object Management Group
Open Cloud Manifesto
Open Group Service Integration Maturity
Model (OSIMM)
Open Group SOA Work
Group
SOA Governance Framework
(Sample)

Systems Management of
Cloud

Capacity Planning
Expected Demand
Impact of Load

Cloud Scaling

Dynamic Scaling
Proactive Scaling
Reactive Scaling

Monitoring of Systems

3,4

Cloud Computing "Bill of
Rights”

Business Firms (Data)
Technology Firms (Interfaces)
Business Firms and Technology Firms
(Service Levels)
Contracts for Business Firms
Lock-In vs. Portability
Service Levels for Cloud Systems
Availability
Performance
Security

Utilities

Product-Specific Utilities

3,4

Trends

Careers for Cloud Computing Practitioners
-Compensation and Employment Forecast
for Practitioners
Impact of “Everything as a Service on
Cloud” on Information Technology
Departments of Business Firms
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Table 6: Model Program for Cloud Computing — Modules with Career Tracks
Mod_ule Content Skills Career Tracks Year
(Topics) (Examples)
1] 0] L x4 b } .
= ® = o 9 | o
Sl |5 ||| 8| 528 s
W 1 Cn| Qu|l @ £ |v2l 5| €|
- = = - o 30 [} 3
()] S = Q= [(+] 1 — [ = (9]
1 B i~ A g~ 9 < ([S0| w = |°%
g 8w | -w c c>2 - |OF
£ c (] c .g [} .g 3 )
2 1% |E S 3| Pla|a| @
m = (@) (8 (&)
Business
Business Objectives
Critical Few Objectives
(CFOs)
Customer
Business Centricity-Problems in
Process Processes X X X 1
Management Competitive
(BPM) Differentiation of Core
Processes
Strategic Performance
Management - Process
Thinking
Business Candidate Data,
Process .
Processes and Services
Management -
for Cloud Computing X X X b 1
(BPM) .
Cloud Computing Cost
and Cloud
Model
De I:I?nuednts of Private Cloud
B e Public Cloud x X X X 1
Hybrid Cloud
Infrastructure-as-a-
Service (IaaS)
Cloud Models Platform-as-a-Service
X X X X X 1
(PaaS)
Software-as-a-Service
(Saas)
Gramm-Leach-Biley
Act (GLBA)
Health Insurance
Industry Portability and x X 4
Regulations Accountability Act
(HIPPA)
Statement on Auditing
Standard 70 (SAS-70)
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Module Content Skills Career Tracks Year
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Culture
Change Changlng the Cl_.llture
of Business Firm
Management o
Organizations X X X X X 1
(e.g. Technology
Department)
Organizational Corp_orate Staff
Sectors Business Staff X " " X 2
Governance Staff
Technology Staff
Planning for Centers of Excellence
Cloud : . X X X X X X X 4
in Cloud Computing
Module Content Skills Career Tracks Year
L 2= | & ] 8| 5 ]
—_— — "] — 7] Q. 0 o)
X =< c 3 hd =] c - Q
(7)) " o 7)) = ] = |go| =
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h 2 o X o < [a) w ©°¢c "
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0} I E 3} 3 3 o 3
3 c - 0 - ° - o°
Methodology
Clouc_l Design of Cloud
Computing, Servi
. ervices
Service -
. . Expansion of Cloud
Orientation and .
. Services X X X X 1
Service-
L Governance of Cloud
Oriented Services
Architecture
(SOA)
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Program
Management
Methodology***

Framework of
Governance
Framework of
Communication
Framework of
Product
Realization
Analysis and Design
Phases
Development Phase
Integration and
Testing Phases
Deployment and
Implementation
Phases
Multiple
Iterations
Framework of
Project
Management
Framework of
Architecture
Framework of Data
Management
Framework of
Service
Management
Framework of
Human Resource
Management
Framework of Post
Implementation

2,3,4

Program Staff
Team Playing

Corporate, Business,
Governance and
Technology Staff of
Business Firm and
Staff of Cloud
Service Provider
(CSP) Technology
Firm
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Module Content Skills Career Tracks Year
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- | E wl 5| . @
)] © o -
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"N | s | S| ow ol @ |C2Gs
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m b ] - < S w = 3
= o 2
O (@)
Research
Independent
Project Study of X X X X X X X X X 3,4
Cloud Systems
Best-of-Class IaaS, PaaS and SaaS
Practices in X X X X X X X X 3,4
Systems
Industry
Practitioner and
Scholarly X X X X X X X X 3,4
Publications
Instructor as X X X X X X X X X 34
Study Supervisor !
Industry Project Experiential Learning X x x X x X x X X 4
Interships* *** Projects
Module Content Skills Career Tracks Year
™ el
- ] 7]
= | E ol Bl & i
)] -] o -
n n § ") 8 " 8 [7)] -] 8 ) e 8 - 9 b
= |s=| L2 |€=| |3£| 2 |3£|39 ©
=X | >F | 05 | % o 2 |oGlec| &
20 | 8w | Ew|ow| (G2 2 |G2|os| ”
a | £ |8 |2 <| 3 w| =S
= 2 2
o o
Technology
Cloud Computing
as Design X X X X X 1
Patterns
CPU
Network
Infrastructure -Servers X X X X 2,3
Storage
Platforms
Services
. SOA and Service-
Clou:n(;o:c;):tlng Oriented Enterprise X X X X X X 1
(SOE)
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Clustering vs.
Cloud Computing Rlﬁpllcatlon 2
Information Model et_adata
Privacy
. Grid Computin
Cloud Computing Transactlioonalg 2,3
Infrastructure of )
. Computing
Services
AJAX
Force.Com APEX
Google GQL
Languages Java 23,4
Microsoft C#
Microsoft Office Web
Apps
Platforms of Cloud 234
Technology Firms =t
Product Specific Amazon Web Services
Cloud Google Docs 3,4
Technologies SalesForce.Com
Technology
Process X 4
Management
Cloud Computing
Security Strategy
Data Security
Host Security
Network Security
Risk Management Cloud Con‘!putlng
. Security
and Security of A X 3,4
Cloud Systems Techr_llques
Detection and
Forensics
Encryption
Identity Management
Disaster Recovery
Planning
Cloud Camp
Cloud Computing
Interoperability
Forum
Cloud Computing Use
Standards on Cases Group
Cloud Cloud Security X 3
Alliance
Distributed
Management Task
Force
Object Management
Group
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Open Cloud Manifesto
Open Group Service
Integration Maturity

Model (OSIMM)
Open Group SOA
Work
Group
SOA Governance
Framework
(Sample)

Systems Capacity Planning
Management of Expected Demand X X X X 4
Cloud Impact of Load

Dynamic Scaling
Cloud Scaling Proactive Scaling X X X 4
Reactive Scaling

Monitoring of
Systems

Business Firms (Data)
Technology Firms
(Interfaces)
Business Firms and
Technology Firms
(Service Levels)

Cloud Computing Contracts for
“Bill of Rights” Business Firms
Lock-In vs. Portability
Service Levels for
Cloud Systems
Availability
Performance
Security

Product-Specific

Utilities Utilities

Careers for Cloud
Computing
Practitioners
-Compensation and
Employment Forecast
for Practitioners
Impact of “Everything

Trends as a Service on
Cloud” on Information
Technology
Departments of
Business Firms

Note: Cloud manager is cloud project manager.
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