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Abstract: The curriculum needs for Quantum Computing (QC), Quantum Information (QI), and
Quantum Encryption (QE) is discussed. QC is an application of Quantum Mechanics (Messiah,
1958) to the problem of defining a computer using quantum phenomena. QI is an expansion of
quantum mechanics analogous to classical information theory, and QE is an application of QI.
Now that the first venture capital activity in QC (Maney, 2003) has occurred, it is time to start
considering where, if at all, the interrelated topics QC, QI and QE belong in the Information Systems
(IS) curriculum. It is argued that the topics are not premature nor are they mature, so that at
present they should be inserted as descriptive topics in a hardware course and a telecommunications
course. Although they will probably never be a fitting topic for a full IS course, they already are
part of our culture. Someday soon they may come out of the research labs and begin to affect the
business world. There will always be the problem of how to effectively introduce QC and QI ideas
in a “layperson’s overview”. To begin the consideration of QC and QI curriculum, I first review
the intellectual machinery needed to actually study basic QC and QI as outlined in Nielson (2000).
Second I review similar problems in covering the IS effects of some deeper technologies. I discuss
the alternatives and why we should bother. I outline four action items for starting the process of
including at least an overview of these technologies in our curriculum. As a reference, I briefly
discuss four “educated layperson’s” introductions. The first is for ideas of QC/QI. Two and three
are for a general background for quantum mechanics. One and two form an initial measure of the
effort to introduce the ideas into the IS curriculum. The fourth has a specific chapter on QE. There
is no mention of QC, QI, or QE in the 2002 IS curriculum (Gorgone, 2002).
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The Quantum Computing (QQC),
Quantum Information (QI),
and Quantum Encryption (QE)
Curriculum. (Why? Now? Never?)

Ronald I. Frank!
IS Department, Pace University
Pleasantville, NY 10570 USA

Abstract

The curriculum needs for quantum computing (QC), quantum information (QI), and quantum
encryption (QE) are discussed. QC is an application of Quantum Mechanics (Messiah 1958) to
the problem of defining a computer using quantum phenomena. QI is an expansion of quan-
tum mechanics analogous to classical information theory, and QE is an application of QI.

Now that the first venture capital activity in QC (Maney 2003) has occurred, it is time to start
considering where, if at all, the interrelated topics QC, QI and QE belong in the Information
Systems (IS) curriculum. It is argued that the topics are neither premature nor mature, so
that at present they should be inserted only as descriptive topics in a hardware course and a
telecommunications course. Although they will probably never be a fitting topic for a full IS
course, they already are part of our culture. Soon they may come out of the research labs
and begin to affect the business world.

There will always be the problem of how to effectively introduce QC and QI ideas in a “layper-
son’s” overview. I first review the prerequisite knowledge needed to study basic QC and QI as
outlined in Nielson (2000). I analogize this to four problems in covering the IS effects of some
current similar highly technical topics. Second, I point out the historical parallel to the original
introduction of quantum mechanics itself and relativity into society. Third, I mention a recent
attempt to make QC, QI, and QE accessible to general undergraduate math students. Fourth,
I discuss the alternatives, why we should bother, and I give a five-step action plan. I include
an outline of four lay introductions to these topics that can be used in the action plan. Finally,
I summarize and conclude that now is the time to introduce a descriptive QC topic into a hard-
ware course and a descriptive QE topic into a telecom course.

There is no mention of QC, QI, or QE in the 2002 IS Model Curriculum (Gorgone 2002).

Keywords: quantum computing, QC, quantum information, QI, quantum encryption, QE

1. INTRODUCTION tion QE using results from the study of

quantum information. Although the QC ef-

Much research is ongoing into both the basic forts are far from a working computer, the

science and the engineering construction of QE efforts are further along (Singh 2002)
a quantum computer. Also, basic science is and (eetimes 2002).

providing mechanisms for quantum encryp-
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The intellectual prerequisites for understand-
ing these research results and applications
are quite large (Nielson 2000). They are
large enough that we would not expect these
topics to be part of the IS curriculum any
time soon. However, just as the number
theory basis for a public key infrastructure is
NOT described in telecommunications books
(Panko 2003), so might we expect to pro-
vide a lay perspective on QC and QI without
the deeper details. Our goal for our stu-
dents is cultural literacy for effective use of
the technology, not effective participation in
either the research or engineering.

Now that the first venture capital activity in
QC (Maney 2003) has occurred, it is time to
begin to consider where, if at all, the set of
topics (QC, QI, and QE) belongs in the IS
curriculum. I argue that the topics are nei-
ther premature nor mature, so that at pre-
sent they should be included as descriptive
topics: QC in a hardware course and QE in a
telecommunications course. In IS, we can
neglect QI for now as we neglect classical
information theory. Although they will
probably never be a fitting topic for a full IS
course, QC and QE are presently part of our
culture. Someday soon, they may come out
of the research labs and begin to affect the
business world.

I first review the prerequisite knowledge
needed to study basic QC and QI as outlined
in (Nielson 2000). I review four comparable
highly technical topics not covered in IS but
whose effects and high-level functionality
are covered.

Second, I point out the historical parallelism
between our problem and the problem soci-
ety once had when introducing both relativ-
ity and quantum mechanics to the public of
potential participants, supporters and users.

Third, I point out the latest attempt by the
mathematics community to prepare their
undergraduates in these “out of field” topics.

Fourth, I discuss our alternatives for curric-
ula which handle QC/QI, why we should
bother about it, and what we should do now.
I review four available “layperson’s” intro-
ductions to the ideas of QC to get the meas-
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ure of the effort to introduce the ideas into
the IS curriculum.

Fifth, I draw a conclusion. NOTE: there is no
mention of QC, QI, or QE in the 2002 IS
Model Curriculum (Gorgone 2002).

2. QC/QI
INTELLECTUAL PREREQUISITES

To quote from the preface of one of the
most widely used and referenced textbooks
in the subject (Nielson 2000): “"Our purpose
in this book is therefore twofold. First, we
introduce the background material in com-
puter science, mathematics, and physics
necessary to understand Quantum Computa-
tion and Quantum Information. This is done
at a level comprehensible to readers with a
background at least the equal of a beginning
graduate student in one or more of these
three disciplines; ...”

The computer science they refer to is hard-
core complexity theory, basic circuit theory
and technology, automata theory, and algo-
rithm analysis. The mathematics (which
they say also requires “mathematical matur-
ity”) includes advanced linear algebra (her-
mitian and unitary operators on finite and
infinite dimensional vector spaces (elemen-
tary Hilbert space theory), Fourier trans-
forms, and elementary group theory. The
physics prerequisite includes familiarity with
classical mechanics, and the basic ideas in
electromagnetic theory.

This is not the background of the typical un-
dergraduate or graduate IS student. So,
does this mean that there is no role here for
QC/QI/QE in the IS curriculum? No. Our
problem to find a way to provide a user’s or
layperson’s introduction to these topics.

Analogies to Other Technical Topics

How do we handle other highly technical
topics in the IS curriculum? Let us examine
some analogous examples from one popular
book: Panko (Panko 2003):

1) Information theory behind the con-
cept of bandwidth: he does quote
the “Shannon Equation” on page 88,
but provides only a brief discussion
without any derivations.
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2) The concept of channel in communi-
cations: he defines a channel as a
band of frequencies on page 87 but
there is no discussion of the Shan-
non information theory results cov-
ering noiseless and noisy channels.

3) Number theory behind Public Key In-
frastructure (PKI): he asserts the
existence of public key - private key
pairs and explains their use (includ-
ing message digests for digital sig-
natures on pg. 302) but there is no
discussion of the number theory de-
riving their values and properties.

I have seen other books in this area that
did discuss in outline the ideas behind
PKI, “information” and “noise,” but they
did present learning problems for the
typical IS student. I call Panko’s ap-
proach the descriptive approach, in
which one describes the functionality but
not its basis in science. This is the ap-
proach we will need for QC/QI/QE.

Another example is more controversial.
Again, from popular books (Hoffer
2002), (Pressman 2001), and (Whitten
2004):

4) Consider the current state of cost
estimation in software development.
The ascendant COCOMO II (Boehm
2000) and its derivatives require the
manipulation of exponentials and the
use of at least a calculator with XY
for classroom and homework exam-
ples. It also requires an understand-
ing (at least in principle) of how non-
linear parameter estimation can be
used to summarize historical data to
arrive at the exponential models
(also why there are correction
“fudge” factors).

The IS book by Hoffer et al, (Hoffer
2002) does not go into cost estimation
and a fortiori does not mention the CO-
COMO II models. The CS book by
Pressman (Pressman 2001) does men-
tion cost estimating and the simplified
COCOMO I but he considers COCOMO 1II
beyond the scope of the book (pg. 133)
even though it is the preeminent costing
technique now used by larger organiza-
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tions. Whitten et al, (Whitten 2004) also
does not cover COCOMO.

I consider these to be clear examples of
where IS is letting our students down by its
flight from mathematics and rigor. Are we
about to do the same with QC/QI/QE?

3. HISTORICAL PARALLELISM

In 1905, it was said that only 5 men under-
stood special relativity, but by 1955, this
topic was being taught in second semester
freshman college physics courses, both for
physics majors and for pre-med students.
Now it appears in high school advanced
placement courses because the prerequisites
were reduced to only high school physics
and algebra.

In 1925-28 the new (i.e. the present ) quan-
tum theory was proposed by Heisenberg,
(matrix mechanics), and Schroedinger,
Born, Jordon, and De Broglie (wave mechan-
ics). It required mathematical knowledge
that was only first organized into a book the
year before (1924). This book (in German)
was the Methods of Mathematical Physics by
Courant and Hilbert (Courant 1953). This
may be the first example of Just-Before-
Time (prescient) publishing. Courant wrote
it, using notes from Hilbert’s lectures.

Courant’s motivation was to provide a text
book for both mathematics students and
students of physics that organized the new
mathematics. The entire first volume is
“nothing but” the generalization of the solu-
tion of algebraic equations. Courant pro-
ceeds from the 8" grade solution of simulta-
neous equations to matrices to linear trans-
formations to eigenvalue problems (wave
equations) to expansion of functions in or-
thogonal sets of eigenfunctions (arbitrary
system state in terms of e.g., energy eigen-
functions). All of this is done in only the first
20% of the book (111 pages).

A later section on Sturm-Liouville problems
covers the mathematics of basic quantum
mechanical one dimensional systems. Cou-
rant actually discusses the Schroedinger
equation eigenvalue problem (this is inserted
into later editions).
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We need an IS Courant-Hilbert for the lay-
person for QC/QI/QE.

4. A MATHEMATICIAN’S ATTEMPT
AT BACKGROUNDING MATH STU-
DENTS

The mathematics community is beginning to
prepare introductory material on these top-
ics for their students. (Gudder 2003) is a 21
page introduction that assumes “only a basic
knowledge of linear algebra.” He uses
among other linear algebra topics, inner
products on tensor product spaces (multi-
linear algebra). He talks about quantum
coding (encoding not programming) and
teleportation. He introduces quantum cir-
cuits and quantum Fourier transforms. I
would say he also requires the usual knowl-
edge of AND, OR, NOT of logic circuits and
some previous exposure to the Fourier
transform, although not an actual computa-
tional facility with them.

5. OUR ALTERNATIVES

We could hope the problem never arises,
i.e., QC/QI/QE die on the vine. We can ig-
nore the curriculum issue for now (the most
likely scenario). We can dither ineffectually
for a long time over what and when and if
we should act or we can begin to take effec-
tive initial curriculum steps (in the spirit of
iterative refinement).

Why Bother?

Before long we will have to address
QC/QI/QE, if only because we and our stu-
dents should participate in the public policy
issue of funding for research in this area,
which may take decades to come to market.
On the other hand, Quantum Encryption has
been successfully demonstrated and will
probably appear in the market place in the
next five years (Johnson 2002). In that
case, our students should at least have a
layperson’s understanding of its functional-
ity.

What To Do Now
We need five kinds of near-term efforts:

1) First, we have to inform ourselves.
2) We then need discussions on cur-
riculum formation.
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3) We need to author initial text mate-
rial in article form or booklet form.

4) We need to try these out in a class-
room setting.

5) Finally we will need to evaluate the
effectiveness of our approach.

To begin with, I think we should add a spe-
cial topic to a computer organization or
computer architecture course that outlines
the current state of QC. It can be based on
readings from (Johnson 2003) and (Aczel
2003). Similarly, we can add a topic to the
standard telecommunications course that
would outline Quantum Encryption (bypass-
ing QI completely, for now) based on the
section in (Singh 2002).

These additions have to be factored into the
follow-on to the 2002 IS Model Curriculum
(Gorgone 2002).

Four Lay Introductions for Background
The only lay introduction to QC proper that I
have found is (Johnson 2003). It includes a
chapter on QE.

A more historical and specialized (but still
layperson’s) book is (Aczel 2003) which dis-
cusses one of the most unintuitive aspects of
Quantum Mechanics, called entanglement,
which is also one of the most fundamental
sources of the power of QE.

There is a third, more complete, lay intro-
duction to Quantum Physics for “popular sci-
ence readers” (Treiman 1999). Unfortu-
nately, it was written in the ancient era
(1999), at the dawn of QC. This book con-
tains no reference to QC, QI, or QE. How-
ever, it provides a very good background for
the lay understanding of Quantum Mechan-
ics.

The first two books, (Johnson 2003) and
(Aczel 2003), provide more than enough
material from which to choose readings
which can introduce these quantum ideas
into the IS curriculum. They can be the ba-
sis of a set of QC readings in a hardware
course and QE readings in a telecom course.
They each are relatively short books and
easy reads.
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A fourth book (for QE only) (Singh 2002)
contains a layperson’s introductory chapter
on QE.

6. CONCLUSION:
PROBLEM AND SOLUTION

These new technologies ( QC, QI, and QE)
are beyond our ken for now. However, we
have to begin to prepare ourselves and the
materials for our students so we can teach
technologies as far as they affect IS.

The final conclusion is that we can introduce
topics into the current curriculum to provide
cultural literacy in these areas. See my
comments about the reference (Johnson
2003) below.

We can insert a useful (QC) topic in a hard-
ware course and a (QE) topic in a telecom-
munications course by the use of assigned
readings. A one semester elective introduc-
tory course on QC/QI/QE is possible only if
we upgrade the mathematical prerequisites
in IS to include a basic linear algebra back-
ground. See sections 3 and 4 above.

In deed, perhaps we should move toward a
general requirement that IS students take
an introductory course in linear algebra.
This too is not in the 2002 Model Curriculum
(Gorgone 2002).
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